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.Education must evolve to meet the needs of

ever-evolving societies. People's potential can

be realised throughout their lives, from infancy

to old age, if they are given the best possible
opportunities to acquire the necessary knowledge,

skills, attitudes, and values.”
VValentin Kuleto

Uvodna rec

Postovani profesori, nastavnici, saradnici, istrazivaci i strucnjaci,

Da bismo bolje pripremili ucenike za njihov buduci posao, oblast IT-ja
moramo da integriSemo u celozivotno ucenje tako da dopunjuje onlajn
i hibridno ucenje i da ide u korak sa njegovim brzim rastom i razvojem.
ReSenja u vezi sa virtuelnom i prosirenom stvarnoscu ce igrati sve
vazniju ulogu kako se u buduénosti budemo kretali ka u¢enju na daljinu i
sve vise kombinovanom modelu obrazovanja i rada. Pored toga, oblast
IT-ja omogucava bezbedno i stalno vezbanje snalazenja u teskim
situacijama i rad na klju¢nim i neophodnim vestinama.

Naucnici iz brojnih oblasti postaju sve viSe zaintrigirani potencijalom virtuelne i proSirene stvarnosti u
obrazovanju. Virtuelna stvarnost postaje sve CeSca u inzenjerstvy, racunarstvu, astronomiji i mnogim
drugim oblastima.

Takode, svedoci smo rasta upotrebe robota u obrazovanju. Razliciti tipovi robota se mogu naci u ucionicama
Sirom sveta, ali oni sa najvecim potencijalom mogu se naci samo u Skolama koje su spremne za buducnost.
S druge strane, mnogi edukatori dovode u pitanje korisnost robota u obrazovanju. Oni su misljenja da
Ce roboti mozda moci da odgovore na pitanja brze od nastavnika, ali ti odgovori mozda nece biti tacni.
Medutim, ovo je laz koju Sire oni koji su protiv tehnoloskog napretka. Roboti ce moci brze i efikasnije da
obavljaju zadatke i odgovore na pitanja ucenika nego Sto to rade ljudi. Vestacka inteligencija robota takode
moze izvrsiti individualne procene na osnovu misljenja i povratnih informacija ucenika.

Moguce je da bi roboti ¢ak mogli da prilagode celokupno iskustvo u ucionici na osnovu karakteristika
pojedinca. Dok roboti to mogu da urade automatski, nastavnici i dalje moraju da provode vreme istrazujuci
i stvarajuci najbolje moguce okruzenje i atmosferu u ucionici. Roboti mogu da procene jace i slabije strane
ucenika i pruze povratne informacije kako bi im pomogli da napreduju.

Mnogim Skolama nedostaje dovoljno nastavnog kadra zbog generalnog manjka nastavnika u svetu. Sve
dok drustveni roboti ne postanu priustiviji, neke institucije e mozda moci da priuste da plate edukatore
uprkos tome Sto nisu u mogucnosti da ih placaju po trzisSnoj ceni. U bliskoj buducnosti roboti ce biti
od velikog znacaja u svim ucionicama, ocenjivace ucenike i vodice ih ka uspehu. Sa razvojem vestacke
inteligencije, roboti e napredovati na vise nivoe funkcionalnosti. Pored ocigledne koristi od trenutnog
pristupa bilo kom izvoru ili korpusu znanja, postoji i mnogo drugih prednosti u pedagogiji.

Postoji mnogo vrsta robota koji mogu pomodi ljudima da nauce nove stvari i unaprede svoje vestine.
Roboti mogu pomoci edukatorima u nastavi u razlicitim disciplinama, ukljucujuci istoriju i geografiju.
Roboti se Cesto koriste u ucionici za upoznavanje ucenika sa racunarskim programiranjem i drugim STEM
predmetima. Zbog svojih brojnih prednosti, roboti ¢e uskoro igrati znacajnu ulogu u ucionicama Sirom
sveta, kako u razvijenim zemljama tako i u zemljama u razvoju. Danas je humanoidni robot u ucionici
neobican prizor koji se moze videti samo u ucionicama koje su spremne za buducnost. Dobrodosli ste da
posetite nase ucionice u Savremenoj osnovnoj skoli, gde ce vas docekati nas asistent u nastavi Pepper.

Glavni urednik prof. dr Valentin Kuleto
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“Education must evolve to meet the needs of

ever-evolving societies. People’s potential can

be realised throughout their lives, from infancy

to old age, if they are given the best possible
opportunities to acquire the necessary knowledge,

skills, attitudes, and values..”
Valentin Kuleto

Introductory

Distinguished  professors, teachers, associates, scientific
researchers, and professionals,

To better prepare students for the future workforce, IT is being
integrated into lifelong learning in a way that complements the rapid
growth in online and hybrid learning. Virtual and augmented reality
solutions will play an increasingly important role as we move toward
more blended and remote education and work environments in the
future. In addition, IT makes it possible to safely and repeatedly
practise difficult situations and high-risk skills.

Scientists from numerous fields are becoming increasingly intrigued by the educational potential of virtual
and augmented reality. Virtual reality is becoming more common in engineering, computer science, and
astronomy, among other fields.

Also, we are witnessing the growth of the use of robots in education. Different types can be found in
classrooms worldwide, but those with the most tremendous potential can be found only in future-ready
schools. On the other hand, many educators question the usefulness of robot workers. They may be able
to respond to questions more quickly than a teacher, but they may not be as accurate. However, this is
a falsehood spread by those against technological progress. Robots will be able to complete tasks and
respond to student questions more quickly and effectively than humans. The robot'’s artificial intelligence
will also make several individualised assessments based on the students’ opinions.

It's possible that robots could even customise the entire classroom experience based on the individual's
characteristics. While robots can do this automatically, teachers still need to spend time investigating and
creating the best possible classroom setting. Robots can assess a student’s strengths and weaknesses
and provide feedback to help them improve.

Many classrooms lack sufficient teachers due to a worldwide shortage. Until socially connected robots
become more affordable, some institutions may be able to afford instructors despite being unable to pay
market rates. In the near future, robots will be great for all classrooms grading students and guiding them
to success. With the development of Al, robots will progress to higher levels of functionality. Besides the
apparent benefit of instantaneous access to any resource or body of knowledge, there are plenty of
other pedagogical benefits.

There are many types of robots that can help humans learn new information and improve existing skills.
Robots can help instructors with lessons in various disciplines, including history and geography. Robots
are frequently used in the classroom to introduce students to computer programming and other STEM
subjects. Because of their many advantages, robots will soon play an integral role in classrooms all over
the world, both in developed and developing nations. But nowadays, a humanoid robot in the classroom
is an unusual sight only seen in future-ready classrooms. You are welcome to visit ours in Primary School
Savremena, where our T.A. Pepper will greet you.

Editor-in-chief prof. dr Valentin Kuleto
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Projektovanje i implementacija veb-aplikacije ,,Podrska u
obrazovanju” koriscenjem Spring i Hibernate frameworka

Vladimir Boskovic ', Svetlana Jevremovic'

"ITS — Information Technology School, Zemun, Beograd, Srbija
*vladimir2417@its.edu.rs, svetlana.jevremovic@its.edu.rs

Sazetak: U ovom radu prikazani su projektovanje i implementacija veb-aplikacije ,Podrska u obrazovanju” koriscenjem Spring i
Hibernate frameworka. Cilj rada bio je da istrazi mogucnosti projektovanja i implementacije ove veb-aplikacije, koja bi korisnicima
omogucila laku pretragu i odabir obrazovnih ustanova, a ustanovama bi omogucila da lako komuniciraju sa korisnicima koji su
zainteresovani za njih. Ovakva aplikacija bi omogucila korisnicima da se informisu, isplaniraju i na vreme obezbede svoje mesto
u obrazovnoj ustanovi uz mogucnost odredenih beneficija. Obrazovnim ustanovama bi se olaksalo poslovanje kroz efikasnu i
jednostavnu evidenciju pretplacenih korisnika, pregled zahteva za obilazak obrazovnih ustanova i slanje promotivnih poruka
korisnicima. Tema je izabrana zbog nedostatka slicnih veb-aplikacija na nasem trzistu. Kao metoda razvoja ove veb-aplikacije

koriScena je Larmanova metoda kroz sve faze razvoja.
Kljucne reci: veb-aplikacija; Spring; Hibernate; Larmanova metoda

1. Uvod

Veb-aplikacija ,Podrska u obrazovanju” bazirana je na aktuelnim Java veb-tehnologijama, kao Sto su Spring i Hibernate.
Dakle, za izradu ove aplikacije koriscen je Spring framework, ukljucujuci Servlete, Maven, Hibernate i Thymeleaf sa serverske
strane. Sa klijentske strane koriséeni su HTML, CSS, JS, i biblioteke JQuery i Bootstrap. Kao razvojno okruzenje koriscen je Intelli)
IDEA Ultimate, dok su za bazu podataka korisceni Servleti.

U prvom delu rada prikazan je Spring framework, sa posebnim naglaskom na koncepte Spring MVC modula, koji je koriscen
za razvoj aplikacije ,Podrska u obrazovanju”. Drugi deo rada posvecen je problematici objektno-relacionog preslikavanja i
perzistenciji podataka koris¢enjem Hibernate ORM (object—relational mapping) alata. Centralni deo rada posvecen je izradi
aplikacije ,Podrska u obrazovanju”.

U razvoju aplikacije koriScena je Larmanova metoda razvoja softvera kroz faze: specifikacije, analize, projektovanja,
implementacije i testiranja [10]. Larmanova metoda je bazirana na iterativhom i inkrementalnom modelu zivotnog ciklusa
softvera, predstavljena je slucajevima koriscenja i koristi objektno orijentisanu metodu projektovanja gde se koriste UML (Unified
Modeling Language) dijagrami. Okrenuta je programerima, jer je prednost data fazama analize i projektovanja, a jedinstvena je po
pravljenju ugovora za sistemske operacije [8].

2. Primenjene tehnologije

Pre analize dokumentacije o projektovanju i implementaciji veb-aplikacije ,Podrska u obrazovanju” analizirane su
tehnologije koriScene u toku faza razvoja aplikacije. NajviSe paznje posveceno je osobinama i reSenjima koja Spring framework
nudi u kontekstu razvoja veb-aplikacija.

8 edtechjournal.org
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2.1. Spring framework

Jedna od najbitnijih karakteristika Spring frameworka jeste njegova modularnost, koja omogucava da se prilikom
projektovanja aplikacije ne koristi celokupan framework, ve¢ samo oni moduli koji su potrebni u specifi¢noj situaciji. Modularan
pristup omogucava da se pomocu Spring frameworka razviju Java aplikacije razlicitog nivoa slozenosti. U zavisnosi od zahteva
aplikacije, moguce je koristiti bilo koji Spring modul nezavisno od drugih modula. Na primer, moze da se koristi samo Springov
osnovni(core) kontejner za upravljanje slojem poslovne logike aplikacije, dok se drugi delovi aplikacije mogu realizovati koris¢enjem
neke druge tehnologije. Pored modularnosti, Spring omogucava i integraciju sa velikim brojem tehnologija.

Arhitektura Spring frameworka obuhvata sledecih Sest modula i prikazana je na slici 1 [5]:

» Core (osnovni, jezgro);

» AOP (aspect-oriented programming);
» DAO (Data Access Objects);

» ORM (object-relational mapping);

» JEE (Java Enterprise Edition);

» Web.
DAO ORM JEE Web
Sprng JOBC Hibemata IV Spring Web MVT
Transaction JPA, JMS Framework integration:
management TopLink JTA Shruts
JOO Remaoting WabWork
oJ8 EJBs Tapastry
iBatis Email JSF
RichView Support
JEPs
Velocity
FreeMaker
e — POE
AOP Jasper Repors
Excal
Spring ADP Spring Portlet MVC
Aszpectd integration e

-’:_._._._..-'""'._

Core

The loC container

Slika 1. Moduli Spring frameworka [5]

Core modul je centralni modul Spring frameworka. U okviru Core modula realizovan je Inversion of Control (loC), odnosno
dependency injection (DI) mehanizam. Realizacija DI mehanizma u Core modulu ostvaruje se preko interfejsa BeanFactory, tj.
preko implementacija ovog interfejsa. AOP modul obezbeduje podrsku za aspektno orijentisano programiranje, koje omogucava
da se na jednostavan nacin razdvoje komponente sistema, implementirajuci funkcionalnosti koje su logicki odvojene. DAO modul
obezbeduje JDBC (Java Database Connectivity) sloj koji uklanja potrebu za klasi¢nim pristupanjem bazama podataka koriScenjem
JDBC upravljackih programa. Naime, koriscenje JDBC-a podrazumeva pisanje koda za pribavljanje konekcije, formiranje naredbi
(statement), obradu rezultata i zatvaranje konekcije, dok se koriSéenjem Spring JDBC frameworka celokupan posao apstrahuje i
pojednostavljuje. ORM modul obezbeduje sloj za integraciju Spring frameworka sa popularnim ORM alatima.

EdTech Journal 9
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Pored Hibernate frameworka, cija je integracija sa Spring frameworkom i koris€ena u ovom radu, Spring pruza mogucnost
integracije sa sledecim ORM alatima: iBatis SQL Maps, JDO, Apache 0JB, Oracle TopLink. ORM modul, pored integracije sa
navedenim ORM alatima, pruzaimogucnost koriscenja deklarativnog upravljanja transakcijama. JEE modul omogucava integraciju
Spring frameworka i EJB (Enterprise Java Bean) komponenti, kao i integraciju sa JMS (Java Message Service) komponentama, sto
omogucava asinhrono kreiranje, slanje i primanje poruka. Web modul sadrzi kompletnu implementaciju MVC4 okvira koji se
koristi za razvoj veb-aplikacija. Spring Web MVC implementacija obezbeduje potpuno razdvajanje poslovne logike aplikacije od
njenog prezentacionog sloja, omogucavajuci uz to i koriscenje svih loC osobina okvira prilikom razvoja veb-aplikacije.

2.1.1. Dependency injection

Spring loC kontejner zasniva se na dependency injection (DI) mehanizmu. Sam naziv (u slobodnom prevodu: ubrizgavanje
zavisnosti) dosta govori o odnosu izmedu aplikacije i kontejnera, kao i o nacinu na koji se razreSavaju zavisnostiizmedu komponenti
aplikacije. Aplikacija moze da se posmatra kroz skup komponenti koje na odredeni nacin saraduju, zavise jedna od druge u toku
izvrsenja aplikacije. Kod Java aplikacija, ove komponente su pojavljivanja Java klasa, odnosno objekti. Poslovni objekti aplikacije
kojom upravlja Spring loC kontejner nisu zaduzeni za pribavljanje resursa i kreiranje drugih objekata sa kojima saraduju i od kojih
zavise. Umesto njih, kreiranje i konfigurisanje njihovih zavisnosti vrsi kontejner, Sto omogucava da se prilikom projektovanja
poslovnih klasa paznja fokusira na poslovnu logiku koju metode klase treba da izvrse.

Postoje tri osnovne varijante DI mehanizma koje podrzava Spring kontejner:

» setterinjection;
» constructor injection;
» method injection.

2.1.2. Spring kontejner

Dependency injection mehanizam predstavlja sustinu Spring frameworka, a sama implementacija ovog mehanizma
realizovana je kroz dva interfejsa koji su srz Spring loC kontejnera:

» org.springframework.beans.factory.BeanFactory
» org.springframework.context.ApplicationContext

BeanFactory je osnovni interfejs Spring kontejnera koji omogucava konfigurisanje i povezivanje beanova koristeci DI
mehanizme. Kada se interfejs BeanFactory kreira, Spring framework vrsi validaciju konfiguracije beanova. Svaki singleton bean
se kreira prilikom pokretanja frameworka, dok se ostali beanovi kreiraju na zahtev korisnika. Pored toga, interfejs BeanFactory
obezbeduje i neke mehanizme za upravljanje zivotnim ciklusom beanova, pri cemu se to odnosi samo na singleton beanove, jer
kod prototype beanova kontejner nakon kreiranja beana gubi kontrolu nad njim.

ApplicationContext interfejs nasleduje BeanFactory interfejs. Njegove implementacije takode omogucavaju kreiranje i
upravljanje zivotnim ciklusom beanova, ali pored toga nude podrsku za integraciju sa Springovim AOP modulom, upravljanje
resursima za poruke (message resource support), kao i propagaciju dogadaja (application events propagation). Pored toga,
obezbeduje i posebne kontekste aplikacionog sloja kao Sto je interfejs WebApplicationContext, koji se koristi u veb-aplikacijama.

Dakle, interfejs BeanFactory obezbeduje konfigurisanje frameworka, kao i njegove osnovne funkcionalnosti, dok interfejs
ApplicationContext dodaje frameworku nove, slozenije funkcionalnosti, pri ¢emu interfejs ApplicationContext predstavlja
kompletan nadskup interfejsa BeanFactory, odnosno omogucava sve sto i BeanFactory interfejs. Odnos ova dva interfejsa
prikazan je naslici 2.

2.1.3. Rad sa Java Bean komponentama

Bean je softverska komponenta sa mogucnoscu ponovnog koriscenja, kojom se moze vizuelno manipulisati u
odgovarajucem alatu [4]. U kontekstu aplikacija koje se baziraju na Spring frameworku, termin bean se koristi za sve objekte koje
kreira Spring kontejner i kojima kontejner upravlja [5]. Prilikom definisanja beanova, konfiguraciona datoteka se sastoji od jednog
(korenog) beans elementa i jednog ili viSe bean elemenata. Validacija ove XML datoteke vrsi se u odnosu na XML DTD datoteku
spring-beans.dtd, koja u potpunosti opisuje sve validne atribute i elemente koje konfiguraciona datoteka moze da sadrzi.

Ono sto se u najvecem broju slucajeva prvo definisSe jeste identifikator beana. Bitno je naglasiti da nije neophodno definisati
identifikator, jer se u tom slucaju definisani bean tretira kao anoniman bean. Ime beana moze da se definiSe koriscenjem name
ili id atributa bean elementa.

Preporuka je da se prilikom definisanja imena beana koristi id atribut, jer je on XML IDREF tipa, tako da u slucaju da ga
drugi beanovi referenciraju, XML parser moze odrediti da li je referenca validna. IDREF tip poseduje ogranicenja zbog kojih nije
pogodan za koriscenje u odredenim situacijama.
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Slika 2. Odnos BeanFactory i ApplicationContext interfejsa [5]

Najcesce primenjivan mehanizam kreiranja beanova jeste pomocu konstruktora beana. Prilikom definisanja beana, u
okviru class atributa navodi se ime klase beana. U trenutku kada kontejneru zatreba novo pojavljivanje ovog beana, kontejner ce
interno izvrsiti operaciju koja je ekvivalent pozivu new operatora u Java kodu.

Kreiranje beana moguce je izvrsiti i pomocu statickog factory metoda. U tom slucaju potrebno je definisati klasu cija je
uloga da ucauri proces kreiranja beana unutar staticke metode. Zatim se, koristeci class atribut, definiSe ovaj bean, a factory-
method atributom se specificira koja metoda beana je zaduzena za kreiranje beana.

Sledeci pristup u kreiranju beanova je koriscenje nestaticke (instance factory) metode. U tom slucaju za kreiranje beana se
koristi metoda nekog drugog beana koji je kontejner vec kreirao.

2.1.4. Koncepti Spring Web MVC frameworka

MVC uzor predstavlja uzor arhitekture i sastoji se od tri kljuctne komponenete: Model (Model), Pogled (View) i Kontroler
(Controller) [6]. Model je komponenta koja sadrzi strukturu poslovnog sistema i njene operacije, odnosno, sadrzi podatke i
operacije za obradu podataka. View komponenta obezbeduje korisnicki interfejs preko koga korisnik komunicira sa sistemom.
Takode, on 5alje korisniku izvestaje koji se dobijaju iz modela. Controller je komponenta koja je zaduzena da upravlja izvrsavanjem
sistemskih operacija. Ona prihvata zahtev od klijenta i nakon toga poziva operaciju koja je definisana u modelu i kontroliSe njeno
izvrSavanje.

Arhitektura Spring Web MVC frameworka podrazumeva postojanje kontroler servleta, kao centralne ulazne tacke za sve
dolazece zahteve. Ova komponenta u Spring MVC frameworku realizovana je preko klase DispatcherServlet. Sloj poslovne logike
aplikacije realizovan je preko kontroler komponente. U prezentacionom delu, Spring MVC podrzava razliCite tehnologije prikaza.
Kao najznacajnija karakteristika prezentacionog sloja istice se mogucnost ostvarenja potpune nezavisnosti izmedu poslovne
logike i konkretne prezentacione tehnologije.

Centralna komponenta Spring Web MVC frameworka jeste klasa DispatcherServlet, koja predstavlja glavnu ulaznu tacku za
svaki dolazeci zahtev koji je adresiran na Spring Web MVC aplikaciju. Ova klasa je u potpunosti integrisana u Spring loC kontejner,
Sto omogucava koriscenje svih osobina koje poseduje Spring framework.
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Slika 3 prikazuje konceptualni model obrade zahteva koriscenjem DispatcherServlet klase kao centralnog kontrolera. Kao
Sto se sa slike vidi, centralni kontroler je ulazna tacka za svaki dolazeci zahtev (request). Centralni kontroler po prijemu zahteva
delegira zahtev odgovarajucem kontroleru koji je zaduzen za obradu zahteva. Kontroler kreira model i obraduje zahtev, zatim
predaje centralnom kontoleru model i logicko ime pogleda. Model sadrzi atribute koje pogled treba da prikaze klijentu. Na osnovu
logickog imena pogleda vrsi se preslikavanje ka konkretnoj realizaciji pogleda kako bi se izvrSila priprema (render) prikaza koji ce
biti vracen klijentu kao odgovor (response).

Klasa DispatcherServlet je, zapravo, servlet (izvedena iz klase javax.servlet.http.HttpServlet). Jedini je servlet koji je
potrebno deklarisati i konfigurisati u opisivacu rasporeda (deployment descriptor) veb-aplikacije. Pored deklaracije servleta, u
opisivacu rasporeda neophodno je definisaiti preslikavanja zahteva ka centralnom kontroleru (klasi DispatcherServlet).

2.2. Hibernate framework

Perzistencija podataka predstavlja jedan od fundamentalnih koncepata u razvoju softverskih sistema. Uopsteno, podaci
su perzistentni ukoliko nadzive program koji ih je kreirao. Postoji nekoliko definicija koje se odnose na perzistenciju podataka u
kontekstu objektno orijentisanog razvoja softvera [6].

» Objekat je perzistentan ukoliko se moze materijalizovati i dematerijalizovati.

» Objekat je perzistentan ukoliko nastavi da postoji i nakon prestanka rada programa koji ga je stvorio (G. Booch).
» Materijalizacija predstavlja proces transformacije slogova baze podataka u objekte programa.

» Dematerijalizacija predstavlja proces transformacije objekta iz programa u slogove baze podataka.

» Perzistentni okvir je skup interfejsa i klasa koji omogucava perzistentnost objektima razlicitih klasa.
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controller
Return Delegate Create

response rendering model
of response

=
-
Q
L
M
—_—

Return

control Render

response

Servlet engine
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Slika 3. Konceptualni model toka obrade podataka [9]

Najrasprostranjeniji oblik cuvanja podataka u danasnjim aplikacijama jeste korisScenje relacionih baza podataka, tako da se
kod perzistencije podataka u Java aplikacijama najéesce podrazumeva cuvanje Java objekata u relacionoj bazi podataka. Relacione
baze podataka postale su svojevrsni standard u domenu perzistencije podataka.

U objektno orijentisanim aplikacijama perzistencija treba da omoguci Cuvanje objekata u relacionoj bazi podataka. Pri tome
se ne misli samo na cuvanje pojedinacnih objekata, vec cele mreze uzajamno povezanih objekata koja reprezentuje odredeni
objektni model. Pored objekata koji se trajno Cuvaju, u objektno orijentisanim aplikacijama postaji i veliki broj tzv. transijentnih
objekata. Transijentni objekti su objekti Cije je trajanje ograniceno trajanjem aplikacije koja ih je kreirala. NajceSce u ovakvim
aplikacijama postoji podsistem koji treba da obezbedi materijalizaciju i dematerijalizaciju perzistentnih objekata, tj. njihovu
transformaciju u oblik pogodan za Cuvanje u relacionim bazama podataka — relacioni model.
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Dakle, perzistentnost u objektno orijentisanim aplikacijama koje koriste relacionu bazu podataka mozemo posmatrati kao
proces transformacije objektnog modela u relacioni model i obratno.

2.2.1. Asocijacije

Problem asocijacija odnosi se na transformacije veza koje se uspostavljaju izmedu objekata u objektnom modelu i veza
koje se ostvaruju izmedu relacija u relacionom modelu. U relacionom modelu veze se ostvaruju koris¢enjem spoljnih kljuceva,
tj. spoljni kljuc u referentnoj tabeli predstavlja primarni kljuc u referenciranoj tabeli. U objektnom modelu postoji nekoliko vrsta
asocijacija: 1-1 (one-to-one), * - * (many-to-many), 1 - * (one-to-many). Ove asocijacije je u relacionom modelu potrebno
obezbediti koriséenjem spoljnih kljuceva [7].

Najcesce se transformacija vrsi na taj nacin sto se oba objekta predstavljaju jednom relacijom. Na taj nacin podaci jednog
objekta prosiruju se podacima drugog objekta i postaju jedinstvena relacija. Atributi relacije postaju atributi i jednog i drugog
objekta.

Many-to-many transformacija se vrsi na taj nacin sto se pored relacija koje se prave za svaki od tipova objekata pravi i
dodatna agregirajuca relacija koju Cine primarni kljucevi relacija koje stupaju u vezu. Kada jedan objekat pravi vezu sa vise objekata
nekog tipa, tada se transformacija vrsi tako Sto se naprave posebne relacije za svaki od tipova objekata, a zatim se primarni kljuc
objekta koji pravi vezu pamti kod svih objekata sa kojima je on u vezi, tj. primarni kljuc relacije na strani one predstavlja se kao
spoljni kljuc relacije na strani many.

2.2.2. Arhitektura Hibernate frameworka

Hibernate framework je veoma fleksibilan alat koji omogucava nekoliko razlicitih pristupa prilikom odabira servisa koje
okvir pruza, a koji €e se koristiti u razvoju aplikacije. Tri klju¢na servisa (komponente) Hibernate okvira su: upravljanje konekcijama
(connection management), upravljanje transakcijama (transaction management) i objektno-relaciono preslikavanje (object—
relational mapping).

Slika &4 prikazuje dve osnovne arhitekture: ,Lite” i ,Full cream” arhitekturu. Ovo je klasifikacija u zavisnosti od toga koje
komponenete okvira se koriste u razvoju aplikacije. ,Lite" arhitektura podrazumeva koriscenje samo komponente za objektno—
relaciono preslikavanje, a upravljanje transakcijama i obezbedivanje JDBC konekcija je prepusteno aplikaciji. ,Full Cream”
arhitektura podrazumeva koriscenje sve tri komponente.

Aplikacija AT
Transijentni objekti I
Perzistentni
objekti
Hibernate
SessionFactory- Session
—
Transaction * . i
Factory ransaction
Connection ©* c :
provider onnection
JDBC l JNDI | JTA

Baza podataka
LLite" arhitektura

JFull Cream” arhitektura

Slika 4. Arhitektura Hibernate frameworka
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2.2.3. Konfigurisanje Hibernate frameworka

Hibernate, kao perzistentni framework, moze da komunicira sa velikim brojem razlicitih SUBP-a i moze da se izvrsava
u razlicitim okruzenjima. Ovakva prilagodljivost Hibernatea razlicitim SUBP-ovima i okruzenjima u kojima se izvrsava zahteva
razlicite nacine konfigurisanja frameworka. Bez obzira na okruzenje i bazu podataka sa kojom aplikacija komunicira, konfigurisanje
frameworka moze se logicki podeliti u dve celine. U prvom delu obezbeduju se konfiguracioni podaci koji su neophodni frameworku
da bi pristupio bazi podataka, a drugi deo Cine konfiguracioni podaci kojima se obezbeduje preslikavanje izmedu perzistentnih
klasa aplikacije i odgovarajucih tabela u relacionoj bazi podataka. Centralna klasa, pomocu koje se vrsi konfigurisanje i pokretanje
Hibernate frameworka, jeste klasa org.hibernate.cfg.Configuration. Prilikom kreiranja, ovoj klasi je potrebno obezbediti
konfiguracione podatke, na osnovu kojih Configuration objekat kreira jedno pojavljivanje (singleton) klase

Session I
kreira

SessionFactory l
kreira

Configuration I

hibernate.cfg.xml I hibemate.propertiezl mapirajuce datoteke I

Slika 5. Konfigurisanje Hibernate frameworka

Jedno pojavljivanje SessionFactory klase u sustini predstavlja potpuno konfigurisan Hibernate framework, koji omogucava
komunikaciju sa jednom bazom podataka. Pored toga Sto Configuration objekat kreira jedinstveno (singleton) pojavljivanje
SessionFactory klase, stanje ovog objekta nije moguce menjati nakon kreiranja. Klasa SessionFactory je zaduzena za kreiranje
objekata klase Session prilikom svake interakcije sa bazom podataka.

3. Projektovanje i implementacija veb-aplikacije ,,Podrska u obrazovanju”

Detaljna priprema dokumentacije usledila je nakon istrazivanja adekvatnih tehnologija. Prvo ce biti prikazan verbalni opis
modela na osnovu kojeg ce biti utvrdeni slucajevi koriScenja aktora sistema.

3.1. Specifikacija zahteva

Potrebno je projektovati i implementirati veb-aplikaciju koja bi krajnjim korisnicima pruzila pomoc pri odabiru obrazovnih
ustanova. Slika 6 prikazuje da postoje tri vrste u€esnika: korisnik, administrator i ustanova.

Korisniku sistem treba da omoguci registrovanje na sajt, ukoliko vec nije registrovan. Nakon registracije, korisniku stize na
mejl poruka dobrodoslice i sada ima mogucnost logovanja na sajt. Nakon logovanja, imao bi mogucnost da pretrazuje oglase na
osnovu vise kriterijuma, koji se biraju na pocetnoj strani, a zatim se ispisuju svi oglasi za zeljene parametre. Ukoliko je korisnik
zainteresovan za neki od oglasa, klikom na oglas, moze videti detalje oglasa, kao i detalje same ustanove. Dodatna mogucnost
je besplatna pretplata na odredenu ustanovu gde korisnik potvrduje da zeli da prima promotivne mejlove od ustanove. Prilikom
svake pretplate korisnik ostvaruje poene. Nakon sto skupi odredeni broj poena, korisniku se dodeljuje elektronski poklon-vaucer.
Poklon-vaucer mu daje mogucnost da ostvari popust na skolarinu za odredene ustanove. Ako zeli da sazna viSe o obrazovnoj
ustanovi, moze zakazati obilazak ustanove cija je realizacija moguca nakon potvrde zaposlenog u ustanovi. Ukoliko ustanova ne
potvrdi zahtev u roku od 24 sata pred obilazak, zahtev se automatski brise.

Administratoru sistema aplikacija treba da omoguci dodavanje novih ustanova, kao i izmenu podataka o ustanovi i brisanje
ustanova. Prilikom dodavanja nove ustanove automatski bi se poslao mejl ustanovi sa parametrima za logovanje. Takode,
administrator bi imao mogucnost izmene i brisanja oglasa i korisnika.

Ustanova dobija parametre za logovanje od administratora aplikacije putem mejla. Nakon logovanja, ustanova moze da
postavlja, menja ili brise oglase. Takode, ako se korisnik pretplati na ustanovu nakon sto je usao na njen oglas, onda ustanova,
kada se uloguje, moze videti koji korisnici su se pretplatili i poslati im promo-poruku. Ukoliko je neko od korisnika zahtevao
obilazak ustanove, te zahteve ustanova moze prihvatiti ili odbiti. Ako ustanova prihvati zahtev, korisniku ce se poslati mejl sa
obavestenjem da je zahtev prihvacen; u suprotnom, dobice mejl da je zahtev odbijen.
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3.1.1. Slucajevi koriscenja

Na osnovu verbalnog modela uoceni su sledeci slucajevi koriscenja: Logovanje, Registracija, Pretraga oglasa, Pregled
oglasa, Pretplata na ustanovu, Slanje zahteva za obilazak, Dodavanje novih ustanova, Pregled ustanova, Izmena podataka o
ustanovi, Brisanje ustanova, Dodavanje novih oglasa, Izmena podataka o oglasu, Brisanje oglasa, Pregled korisnika, Brisanje
korisnika, Pregled pretplacenih korisnika, Slanje promotivnih poruka, Pregled zahteva za obilazak, Pregled odobrenih zahteva za
obilazak, Prihvatanje zahteva za obilazak, Odbijanje zahteva za obilazak (slika 6).
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Slika 6. Use-case dijagram svih slucajeva koriscenja

Zbog ogranitenog obima rada, u nastavku sledi primer jednog opisa slucaja koriscenja (SKa4).
SK4: Pregled oglasa
Naziv: Pregled oglasa
Aktori: Korisnik, Administrator, Ustanova
Ucesnici: Korisnik, Administrator, Ustanova i sistem
Preduslovi: Sistem je aktivan, korisnik ulogovan i prikazana je stranica sa oglasima
Osnovni scenario:
1. Korisnik poziva sistem da prikaze detalje oglasa (APSO)
2. Sistem pronalazi detalje oglasa (SO)
3. Sistem prikazuje korisniku detalje oglasa (IA)

Alternativni scenario:
2.1. Sistem ne moZe da uspostavi vezu sa bazom podataka, prikazuje odgovarajucu poruku (IA)
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3.2 Analiza

U fazi analize opisuje se logicka struktura i ponasanje softverskog sistema. Struktura softverskog sistema se opisuje
pomocu konceptualnog i relacionog modela. Ponasanje sistema se opisuje pomocu dijagrama sekvenci (DSSK), koji se prave
za svaki slucaj koris€enja i pomocu ugovora o sistemskim operacijama dobijenih na osnovu prethodnih dijagrama. Sledi primer
jednog sistemskog dijagrama sekvenci.

DSSK4: Pregled oglasa

Osnovni scenario:
1. Korisnik poziva sistem da prikaze detalje oglasa (APSO)
2. Sistem prikazuje korisniku detalje oglasa (IA)

interaction Osnovni scenario )

% Sistem

Korisnik: Korisnik

1 : prikaziDetaljeOglasa(oglasiD)

2 Stranica sa detalima oglasa

Slika 7. DSSK4 - Pregled oglasa

Uvedena je sistemska operacija:
1. prikaziDetaljeOglasa(oglasID)

Za svaku od uocenih sistemskih operacija prave se ugovori, koji opisuju Sta operacija radi, a ne i kako, pri ¢emu se jedan
ugovor vezuje za jednu sistemsku operaciju [8]. Sledi primer jednog ugovora (UG18).

Ugovor UG18: prikaziZahteveZaObilazak

Operacija: prikaziZahteveZaObilazak(ustanovelD)

\/eza sa SK: SK18

Preduslovi: Zahtevi za obilazak postoje u bazi podataka

Postuslovi: Prikazana je lista zahteva za obilazak

Nakon definisanja svih ugovora kreira se konceptualni model na osnovu podataka iz funkcionalnog zahteva i slucajeva
koriscenja (slika 8).
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+ustanovelD: Long

Slika 8. Konceptualni model

Na osnovu konceptualnog, pravi se i relacioni model, koji predstavlja dalju osnovu za projektovanje baze podataka.
tipKorisnika(ulogelD, nazivUloge)

korisnici(korisnikID, ime, prezime, mejl, korisnickolme, lozinka, brPoena, ulogelD)

korisnici(ulogelD) references tipKorisnika(ulogelD)

ustanove(ustanovelD, naziv, grad, adresa, brTelefona, opis, mejl, korisnickolme, lozinka, slika, ulogelD)
ustanove(ulogelD) references tipKorisnika(ulogelD)

oglasi(oglasID, oblast, grad, nivo, naziv, opis, slika, ustanovelD)

oglasi(ustanovelD) references ustanove(ustanovelD)

mejlingListe(mejlingListelD, ustanovelD)

mejlingListe(ustanovelD) references ustanove(ustanovelD)

korisnik_mejl(korisnikID, mejlingListelD)

korisnik_mejl(korisnikID) references korisnici(korisnikID)

korisnik_mejl(mejlingListelD) references mejlingListe(mejlingListelD)

zahtevi(zahtevID, datum, vreme, stanje, korisnikID, ustanovelD)

zahtevi(korisnikID) references korisnici(korisnikID)

zahtevi(ustanovelD) references ustanove(ustanovelD)

3.3. Projektovanje

Faza projektovanja opisuje fizicku strukturu i ponasanje softverskog sistema, odnosno arhitekturu sistema. Kao takva
obuhvata projektovanje aplikacione logike i projektovanje logicke strukture i ponasanja softverskog sistema.

3.3.1. Projektovanje aplikacione strukture
Ugovor UG18: prikaziZahteveZaObilazak (slika 9 i slika 10)
Operacija: prikaziZahteveZaObilazak(ustanovelD)

Preduslovi: Zahtevi za obilazak postoje u bazi podataka
Postuslovi: Prikazana je lista zahteva za obilazak
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interaction UG1E: prikaziZahteveZaObilazak )

% Web browser Sistem BP

Korisnik: Korisnik

1: prikaziZahteveZaObilazak(ustanovelD) :
| 2 : prikaziZahteveZaObilazak(ustanovelD) _

L

3 : zahtevaCitanjelzBaze

4 : citanjelzBaze

DG

e AObiazak T

Slika 9. Dijagram sekvenci UG 18 - PrikaziZahteveZaObilazak

interaction Kolaboracioni dijagram - UG18 )

1 : prikaziZahteveZaObilazak({ustanovelD)

Korisnik Web browser

-l
T - listaZahtevaZaObilazak

2 - prikaziZahteveZaCbilazak(ustanovel D) l T 6 - Signal

4 : citanjelzBaze

—
| | 3 . zahtevaCitanjelzBaze
BP I Sistem
—
5 : Signal

Slika 10. Kolaboracioni dijagram UG18 - PrikaziZahteveZaObilazak

3.3.2 Projektovanje korisnickog interfejsa

Sledi primer definisanja jednog dela korisnickog interfejsa za aplikaciju ,Podrska u obrazovanju”

SK4: Pregled oglasa

Preduslovi: Sistem je aktivan, korisnik je ulogovan i prikazana je stranica sa oglasima (slika 11).
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Slika 11. Projektovanje korisnickog interfejsa — SK4

Osnovni scenario:

1. Korisnik poziva sistem da prikaze detalje oglasa klikom na

Opis akcije: Korisnik klikom na oglas pozivva sistem da prikaze detalje ¢
2. Sistem pronalazi detalje oglasa
3. Sistem prikazuje korisniku detalje oglasa (slika 12)

Detalji ustanave

INFORMACIONI
SISTEMI

Subssribe

Slika 12. Projektovanje korisnickog interfejsa — SK4
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Alternativni scenario:
Sistem ne moze da uspostavi vezu sa bazom podataka i prikazuje odgovarajucu poruku (slika 13)

FODARSKA U OBRAZOVANIL Pofers lpas Oramy  Fansaet

a. Neuspesna konekcija sa bazom podataka.

esite Zzeljene parametre | pronadite najbolje
ustanove za Vas

Iesnarte anass

Slika 13. Projektovanje korisnickog interfejsa — SK&4

3.4. Implementacija i testiranje

U fazi implementacije vrsi se kodiranje sistema primenom odredenih tehnologija. Za izradu ove veb-aplikacije koriscene
su sledece tehnologije: Spring framework, ukljucujuci Servlete, Maven, Hibernate i Thymeleaf sa serverske strane. Sa klijentske
stranekoris€enisuHTML, CSS, JS, i biblioteke JQuery i Bootstrap. U fazi testiranja, tokom razvoja aplikacije ,Podrska u obrazovanju’,
vrseno je testiranje funkcionalnosti same aplikacije, pri Cemu su unoseni razni podaci radi utvrdivanja i otklanjanja eventualnih
nedostataka.

4. Zakljucak

U radu je kreirana veb-aplikacija koja olakSava pronalazenje zeljenih institucija radi daljeg Skolovanja zainteresovanih
korisnika i time doprinosi samom razvoju obrazovanja u nasoj zemlji. Aplikacija svakako moze doprineti daljem razvoju necije
karijere. Za izradu aplikacije odabrana je Spring tehnologija, jer ona doprinosi brzem, lakSem i sigurnijem programiranju veb-
aplikacija. Udaljemraduispitivale bise mogucnostida se veb-aplikacija,Podrska u obrazovanju” obogati novim funkcionalnostima.
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Summary: In this paper, we present the process of developing and implementing the web application “Education Support”
using Spring and Hibernate frameworks. The objective of the paper is to explore the modes of designing and implementing this
web application that aims to provide an accessible way of searching and selecting between various educational institutions, as
well as to provide an easy way for educational institutions to communicate with their potential clients. This application aims to
enable users to collect information, plan ahead and secure their enrolment with special benefits. Educational institutions would
benefit from this app business-wise, thanks to having an efficient and user-friendly list of their subscribers, along with a list of
the requests to schedule an informative visit to their institution, with the option to send promotional messages to users. We
chose this subject as we noted that no such web application is available on our market. We have applied Larman’s methodology
in each development phase of this web application.

Keywords: web-application; Spring; Hibernate; Larman’s methodology

1. Introduction

The "Education Support” web application is based on the current Java web technologies Spring and Hibernate. Therefore,
to design this application, for the server side, we used the Spring framework, including Servlets, Maven, Hibernate and Thymeleaf.
For the client side, we used HTML, CSS, JS, and libraries JQuery and Bootstrap. We used Intelli) IDEA Ultimate as our development
environment and Servlets for the database.

The first part of the paper presents the Spring framework, with a special emphasis on Spring MVC module concepts, which
we used for the development of the application “Education Support”. The second part of the paper is dedicated to the subject of
object-relational mapping and data persistence through using the Hibernate ORM (object-relational mapping) tool. The central
part of the paper is dedicated to the development of the web application “Education Support”.

While developing this application, we used Larman’s software development methodology during the planning, analysis,
design, implementation and testing [10]. Larman’s methodology is based on an iterative and incremental model of software
lifecycle; it consists of Use cases and utilises object-oriented development methodology with UML (Unified Modelling Language)
diagrams. This methodology is software-developer-oriented, since its focus is on the analysis and design, and it is unique for its
operation contracts [8].

2. Technologies applied

Before we analyse the design and implementation documentation for the web application “Education Support”, we will
analyse the technologies we used during the phases of the web application development. We focused on the characteristics and
solutions provided in the Spring framework, in the context of web application development.
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2.1. The Spring framework

One of the most important characteristics of the Spring framework lies in its modularity which allows programmers to
use only the modules that are required in a specific situation instead of the entire framework. Thanks to the modular approach,
Spring can be used to develop Java applications of various levels of complexity. Depending on the application requirements, one
can use any Spring module, independently from the rest of the modules. For instance, we can use the Spring core container
to manage the business logic of the application and create other parts of the application by using some other technology. In
addition to its modularity, Spring also allows integration with various other technologies.

The Spring framework architecture consists of the following six modules and can be seen in Figure 1 [5]:

» Core;

» AOP (aspect-oriented programming);
» DAO (Data Access Objects);

» ORM (object-relational mapping);

» JEE (Java Enterrrise Edition);

» Web.
[,

DAO ORM JEE Web
Spring JOBC Hibemata JME apring Web MVYC
Transaction JPA, JMS Framework integration:
management TopLink JOA Struls

JOO Remating WabWork

0JB EJBs Tapestry

iBatis Email J5F

Rich\Wew Support
JSPs
Velocity
FreeMaker
— ] PDF
AOP Jasper Reporis
Exceal
Spring AOP Spring Portlet MVC
Aszpect] integration ¥y
-
Core
The loC container

Figure 1. Spring framework modules [5]

Core module is the central module of the Spring framework. The Inversion of Control (loC) mechanism, i.e. dependency
injection (DI) mechanism, is realised in the Core module. The realisation of the DI mechanism in the Core module takes place
via the BeanFactory interface, i.e. through the implementation of this interface. The AOP module supports aspect-oriented
programming that allows the developer to easily separate the components of the system by implementing logically separated
functionalities. The DAO module provides the JDBC (Java Database Connectivity) layer that removes the need for traditional
database access by using JDBC management software. The use of JDBC implies writing the code for opening a connection,
creating statements, processing results and for closing a connection; however, with the Spring JDBC framework, the entire
job is abstracted and simplified. The ORM module provides a layer for integrating the Spring framework with popular ORM
tools. In addition to the Hibernate framework, whose integration with the Spring framework we used in this paper, Spring also
allows integration with the following ORM tools: iBatis SQL Maps, JDO, Apache 0JB, Oracle TopLink. In addition to the integration
with these ORM tools, the ORM module enables the use of declarative transaction management. The JEE module enables the
integration of the Spring framework and EJB (Enterprise JavaBeans) components, as well as the integration with JMS (Java
Message Service) components, which enables asynchronous creation, along with sending and receiving of messages. The Web
module contains a complete implementation of the MVC4 framework used for web application development. Spring Web MVC
implementation provides a complete separation of the application business logic from its presentation layer, at the same time
enabling the use of all loC characteristics of the framework during web application development.
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2.1.1. Dependency injection

Spring loC container is based on the dependency injection (DI) mechanism. The very name tells a lot about the relationship
between the application and the container, and the way in which dependencies between application components are resolved.
The application can be seen as a set of components that cooperate and depend on each other during the execution. With Java
applications, these components are Java class instances, i.e. objects. Business objects of an application run by Spring loC container
are notin charge of collecting resources and creating other objects they work with and depend on; instead, the container creates
and configures their dependencies, which allows us to place more focus on the business logic that needs to be executed by the
class methods while creating business classes.

There are three basic types of the DI mechanism supported by the Spring container:

» setterinjection;

» constructor injection;
» method injection.

»

2.1.2. Spring container

Dependency injection mechanism is the essence of the Spring framework. The implementation of this mechanism is
realised through two interfaces constituting the core of the Spring loC container:

» org.springframework.beans.factory.BeanFactory
» org.springframework.context.ApplicationContext
»

BeanFactory is the main Spring container interface that enables configuring and connecting beans by using DI mechanisms.
When the BeanFactory interface is created, Spring framework conducts bean configuration validation. A singleton bean is created
when the framework is launched, and other beans are created upon the user’s request. In addition to this, the BeanFactory
interface provides a mechanism for bean lifecycle management, but this only applies to singleton beans, since when it comes to
prototype beans, the container loses control over them once they have been created.

ApplicationContext interface inherits the BeanFactory interface. Its implementation also enables bean creation and bean
lifecycle management. However, it also provides support for integration with the Spring AOP module, message resource support,
as well as application events propagation. In addition to this, it also provides specific application layer contexts such as the
WebApplicationContext interface used in web applications.

Therefore, the BeanFactoryinterface enables framework configuration, as wellas basic functionalities of such configuration,
while the ApplicationContex interface adds new and more complex functionalities. The ApplicationContext interface constitutes a
comprehensive superset of the BeanFactory interface, i.e. it enables everything that BeanFactory does. The relationship between
these two interfaces is illustrated in Figure 2.
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Figure 2. The relationship between BeanFactory and ApplicationContext interfaces [5]

2.1.3. Working with JavaBean components

Bean is a software component that can be reused and visually manipulated by using an appropriate tool [4]. In the context
of apps based on the Spring framework, the term bean refers to any object created and managed by the Spring container [5].
When defining beans, the configuration file consists of one (root) bean element and one or two bean elements. Validation of
this XML file is conducted in relation to the XML DTD file spring-beans.dtd, which describes in detail all the valid attributes and
elements that the configuration file might contain.

In most cases, the bean identifier is the first element defined. It is important to have in mind that it is not necessary to
define the identifier, in which case, the bean will be treated as an anonymous bean. A Bean name can be defined by using the
bean element’'s name or id attribute. Using the id attribute while naming beans is recommended because this attribute is of the
XML IDREF type. Therefore, in case other beans reference it, the XML parser will be able to decide whether the reference is valid
or not. The IDREF type comes with certain limitations that make it inapplicable in some situations.

Beans are usually created with the bean constructor. When defining a bean, the name of the bean class is stated in the
class attribute. When the container requires a new instance of this bean, it will internally execute an operation equivalent to
using the new operator in Java code.

A bean can also be created by using the static factory method. In that case, one needs to define a class whose role will be
to encapsulate the process of bean creation within a static method. Then, using the class attribute, the bean is defined, and then
the factor-method attribute is used to specify the bean method in charge of creating the bean.

The next approach to creating beans is using the non-static (instance factory) method. In this case, a method from another
bean already created by the container is used.
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2.1.4. Spring Web MVC framework concepts

MVC framework is an architectural pattern; it consists of three key components: Model, View and Controller [6]. The Model
is @ component that contains the business system structure, along with its operation, i.e. it contains data and data processing
operations. The View component provides a user interface via which the user communicates with the system. It also sends
reports to the user. These reports are obtained from the Model. The Controller is the component in charge of managing the
execution of system operations. It accepts client requests, calls an operation defined in the model and controls its execution.

The architecture of the Spring Web MVC framework implies the existence of controller servlets as central input points
for all incoming requests. In the Spring MVV/C framework, this component is realised via DispatcherServlet class. The application
business logic layer is realised via the controller component. In the presentation layer, Spring MVC supports various presentation
technologies. The most prominent characteristic of the presentation layer is the possibility of realising full independence between
the business logic and the concrete presentation technology.

The central component of the Spring Web MVC framework is the class DispatcherServlet, which constitutes the main
entry point for any incoming request addressed at a Spring Web MVC application. This class is fully integrated into the Spring loC
container, which ensures that all properties of the Spring framework can be utilised.

Figure 3 shows the conceptual model of request processing using DispatcherServlet class as the central controller. As
can be seen in the picture, the central controller is the entry point for any incoming request. Upon the reception of the request,
the central controller delegates the request to the appropriate controller in charge of request processing. The controller creates
a model and processes the request, and then it passes the model and the logical name of the view to the central controller. The
model contains the attributes which the view is supposed to show to the client. Based on the logical name of the view, the view
that will be returned to the client as a response is rendered through mapping to a concrete realisation of the view.

Delegate Handle
Incoming e request request
request

—)-  Front
| cONtroller

Return
response

Delegate Create

rendering model
odel of response

Return | =7

control Render

response

Servlet engine
(e.g. Tomcat)

Figure 3. Conceptual model of data processing flow [9]

Class DispatcherServlet is, in fact, a servlet (derived from class javax.servlet.http.HttpServlet). It is the only servlet
that needs to be declared and configured in a web application’s deployment descriptor. In addition to servlet declaration, the
deployment descriptor should contain the definition of request mapping to the central controller (class DispatcherServlet).
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2.2. Hibernate framework

Data persistence is one of the fundamental concepts of software system development. Generally, data are said to be
persistent if they outlive the programme that created them. There are several definitions that concern data persistence in the
context of object-oriented software development [6].

»

» Anobjectis persistent if it can be materialised and dematerialised.

» An object is persistent if it continues to exist after the programme that created it stops working (G. Booch).

» Materialisation is the process of transforming database syllables into objects of the programme.

» Dematerialisation is the process of transforming object s from the programme into database syllables.

» A persistent framework is a set of interfaces and classes that provides persistence to objects of different classes.

The most popular form of data storage in today's apps is using relational databases, and data persistence in Java
applications usually implies storing Java objects in a relational database. Relational databases have become a standard of sorts
in the realm of data persistence.

In object-oriented applications, persistence ought to provide storing of objects in a relational database. This does not refer
merely to storing individual objects, but to storing an entire network of interconnected objects that represents an object model.
In addition to permanently stored objects, object-oriented apps also contain a large number of the so-called transient objects.
Transient objects are objects whose duration is limited by the duration of the app that created them. Such apps usually contain
a subsystem in charge of materialising and dematerialising persistent objects, i.e., their transformation into a form conducive to
storage in relational databases — relational model. Therefore, persistence in object-oriented apps that use a relational database
can be viewed as a process of transforming the object model into a relational one and vice versa.

2.2.1. Associations

The problem of associations concerns the transformation of the relationships established between objects in the object
model and the relationships created among the relations in the relational model. In the relational model, these connections are
realised using external keys: an external key in a referencing table represents a primary key in a referenced table. In the object
model, there are several types of associations: 1-1 (one-to-one), * - * (many-to-many), 1 - * (one-to-many). In the relational
model, these associations need to be provided using external keys [7].

Transformation is usually performed by representing two objects by a single relation. In this way, one object’s data is
expanded by another object’s data, and they become a unique relation. The attributes of the relationship become attributes of
both objects.

Many-to-many transformation is performed by creating, in addition to the relationships created for each object type,
an additional, aggregated relationship comprising the primary keys of the relations in question. When an object is creating a
relationship with several objects of a certain type, the transformation is performed by creating separate relationships for each of
these object types, and the primary key of the object that creates the relationship is memorised for all objects it is connected to,
i.e., the primary key of the relation on the one side is represented as the external key of the relation on the many side.

2.2.2. Hibernate framework architecture

The Hibernate framework is a very flexible tool that provides a choice between several different approaches when it comes
to choosing the framework's service that will be used in the development of an application. The three major services (components)
of the Hibernate framework are connection management, transaction management, and object-relational mapping.

Figure 4 shows the two basic architectures: Lite and Full Cream. This classification is based on the components of the
framework that are used in app development. Lite architecture uses only the components for object-relational mapping, while
transaction management and the provision of JDBC connections are left to the app. Full Cream architecture uses all three
components.
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Figure 4. Hibernate framework architecture

2.2.3. Configuring the Hibernate framework

As a persistent framework, Hibernate is able to communicate with numerous different SUBPs and can be executed in
various environments. Hibernate's adaptability to different SUBPs and environments in which it is executed requires different
modes of framework configuration. Regardless of the environment and the database which the application communicates with,
framework configuration can be logically divided into two parts. In the first part, there is the configuration data that the framework
needs in order to access the database, and the second part consists of configuration data that enables mapping between the
application’s persistent classes and the relevant tables in the relational database. The central class used for configuring and
starting the Hibernate framework is the class org.hibernate.cfg.Configuration. On creation, this class has to be provided with
configuration data based on which the Configuration object will create a singleton of the SessionFactory class (Figure 5).

Session I
creates
SessionFactory I
creates
Configuration l
hibernate.cfg.xml I' hibernate.properties I mapping files I

Figure 5. Configuring the Hibernate framework

A singleton of the SessionFactory class essentially constitutes a completely configured Hibernate framework that provides
communication with a single database. In addition to the Configuration object creating a singleton of the SessionFactory class,
the state of this object becomes unchangeable after the creation. The SessionFactory class is in charge of creating objects of the
Session class during each interaction with the database.
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3. Designing and implementing the web application “Education Support”

The research of the suitable technologies was followed by detailed documentation. First, we will present a verbal
description of the model, and we will use it to define the system actors’ Use cases.

3.1. Request specification

A web application which would help its users find and select a suitable educational institution needs to be designed and
implemented. Figure 6 shows three types of actors: user, administrator and institution.

The system has to enable the user to register on the website if the user is not already registered. After registering,
the user will receive a welcome message with the option to log in to the website. After logging in, the user would be able to
search through the advertisements and assign several search criteria on the homepage, and then they would see a list of all the
advertisements that match the parameters the user has given. If the users are interested in an ad, when they click on it, they
can view the ad in detail, as well as learn some details about the institution. An additional possibility is a free subscription to a
certain institution, where the users confirm that they would like to receive promotional emails from the institution. With each
subscription, the user collects points. After accumulating a certain number of points, the user receives an electronic voucher as a
present. This voucher allows them to receive a discount on the scholarship fee for certain institutions. If they would like to learn
more about an institution, they can schedule a visit to the institution, with the realisation dependent upon the confirmation by an
employee of the institution. If the institution does not confirm the request 24 hours before the tour, the request is automatically
deleted.

The app should allow the system administrator to add new institutions, change information about an institution and
remove institutions. On adding a new institution, an email would automatically be sent, containing login parameters. The
administrator would also be able to change and delete ads and users.

The institution receives login parameters from the app administrator via email. After login, the institution can publish,
change and delete ads. Also, if a user subscribes to an institution before opening its ad, the institution, once logged in, can see
which users have logged in, and send them a promo message. If a user has requested a tour of the institution, the institution can
accept or reject the request. If the institution accepts a request, the user will receive an email informing them that the request
has been accepted; otherwise, they will receive an email notifying them that the request has been denied.

3.1.1. Use cases

Based on the verbal model, the following Use cases have been identified: Login, Registration, Add search, Add view,
Subscription to an institution, Sending a visit request, Adding new institutions, Institutions overview, Changing institution info,
Deleting institutions, Adding new ads, Changing ad information, Deleting ads, Users overview, Deleting users, Subscribed users
overview, Sending promotional messages, Visit requests overview, Approved visit requests overview, Accepting visit requests,
Denying visit requests (Figure 6).
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Figure 6. Use case diagram of all Use cases

Due to the limited scope of the paper, we are providing a description of one Use case as an example (UC4).
UC4: Ad view

Name: Ad view

Actors: User, Administrator, Institution

Participants: User, Administrator, Institution and system

Prerequisites: The system is active, the user is logged in and the page with ads is displayed

Basic scenario:

1. The user asks the system to show detailed ad info (APSO).
2. The system finds the request details (SO).

3. The system shows the requested details to the user (IA).
Alternative scenario:

2.1. The system cannot connect to a database and displays an appropriate message (IA).

3.2. Analysis

In the analysis phase, we describe the logical structure and the behaviour of the software system. We describe the
structure of the software system using a conceptual and relational model. We describe the behaviour of the system using
sequence diagrams (UCSD) made for each Use case and using the system operation contracts received on the basis of the
previous diagrams. Now follows an example of a system sequence diagram.

UCSD4: Ad view

Basic scenario:
1. The user requests that the system display advertisement details (APSO).
2. The system displays advertisement details to the user (IA).
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interaction Basic scenario)

R

User: User

1 : showAdDetails(adID)

System

2 - Page with ad details

We introduced a system operation:

1. showAdDetails(adID)

Figure 7. UCSD4 - Viewing an ad

For each detected system operation, a contract is made that describes what the operation does, but not how it does it,
and one contract is connected with one system operation [8]. Now follows an example of a contract (UC18).

Contract UG18: showVisitRequests

Operation: showVisitRequests(institutionsID)

Connection to UC: UC18

Preconditions: Requests for visits exist in the database
Postcondition: The list of requests for visits is displayed

After defining all the contracts, a conceptual model was created on the basis of the data from the functional requirements

and Use cases (Figure 8).

users

+userll: Long
+name: 5tring
+surname: String
+e-mail: String
+userName: String
+password: String
+noPoints: Integer
+rolesiD: Integer

user_email

+useril: Long
+mailingListsID: Long

mailingLists

userType

+roleslD: Long
+roleMame: S5tring

requests

+reguest|D: Long
+date: String

+time: Time

+status: String
+userlD: Long
+institutionsiC: Long

1
0. +name: String
| #city: String
/
|:| *

+mailingListsIiD: Long
+institutionsID: Long

1*
1

ads

institutions

+institutionsiC: Long

+address: String
+noPhone: String
+description: String
+email: String
+userMame: String
+password: String
+picture: String
+rolesiD: Integer

+adlD: Long
+region: String
+city: String
+level: String
+name: String

i +description: String
0%+ picture: String
1

+institutionslD: String

Figure 8. Conceptual model

The relational model is created on the basis of the conceptual model. It constitutes the basis for database design.

userType(rolesID, roleName)

users(userlD, name, surname, e-mail, userName, password, noPoints, rolesID)
users(roleslD) references userType(rolesID)
institutions(institutionsID, name, city, address, noPhone, description, email, userName, password, picture, roleslD)
institutions(rolesID) references userType(rolesID)
ads(adID, region, city, level, name, description, picture, institutionsID)
ads(institutionsID) references institutions(institutionsID)
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mailingLists(mailingListsID, institutionsID)
mailingLists(institutionsID) references institutions(institutionsID)
user_email(userID, mailingListsID)

user_email(userlD) references users(userlD)

user _email(mailingListsID) references mailingLists(mailingListsID)
requests(requestID, date, time, status, userlD, institutionsID)
requests(userl|D) references users(userlD)

requests(institutionsID) references institutions(institutionsID)

3.3. Design

The phase of design describes the physical structure and the behaviour of the software system, i.e. its architecture. As
such, it includes the design of application logic and the design of logical structure and behaviour of the software system.

3.3.1. Application structure design

Contract UG18: showVisitRequests (Figure 9 and Figure 10)
Operation: showVisitRequests(institutionsID)

Precondition: Requests for visits exist in the database
Postcondition: The list of requests for visits is displayed

interaction UG18: showVisitRequests(institutions|D) /

% Web browser System BP

User: User

E 1: showVisitRequests(institutions|D)
1 | 2 : showVisitRequests{institutions|D)

- 3: requcstsneadingFromD'atabase

7 4 : readingFromDatabase
S LLLLLI LTI
JE2 e T e 5 : Signal .

T ahevizaObilazak T

Figure 9. Sequence diagram UG 18 - showl/isitRequests

interaction Collaboration diagram - UG18 )

1 : showVisitRequests|institutionsiD)

e
u Web browser
ser

7 visitReguestsList

2 1 showVisitReguests|institutionsiD) l T 6 : Signal

4 : readingFromDatabase

—
| | 3 -requestsReadingFromDatabase
-
BP t
System
5 : Signal

Figure 10. Collaboration diagram UG 18 — showl/isitRequests
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3.3.2 Creating the user interface
What follows is an example of defining a portion of the user interface for the “Education Support” app.
UC4: Ad view
Prerequisites: The system is active, the user is logged in and the page with ads is displayed (Figure 11)
Oblazti
I mEsan & sem
Praularne ustarnee
Figure 11. Creating the user interface — UC4
Basic scenario: iknite ne
1. The user asks the system to display detailed ad information p e 1

Action description: By clicking on an advertisement, the user asks the system to display detailed information.
2. The system locates ad information
3. The system shows detailed information to the user (Figure 12)

Detalji ustanove

INFORMACIONI
SISTEMI

(- 2 .

Opis

Duskanes

Bubscron

Figure 12. Creating the user interface — UC4
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Alternative scenario:
The system cannot connect to a database and displays a corresponding message (Figure 13)

FOOREKS L) OSRA2DVANIL Pefema gz Orama  Howard

a. Neuspesna konekcija sa bazom podataka.

,_st e zeljene parametre | pronadite najbolje
ustanove za Vas

Pridoc 300 fakulass, Soola | s

Figure 13. Creating the user interface — UC4

3.4. Implementation and testing

In the implementation phase, the system is coded by utilising certain technologies. The following technologies were
utilised for the development of this web application: Spring framework, including Servlets, Maven, Hibernate and Thymeleaf
on the server side. On the client side, HTML, CSS, JS, and JQuery and Bootstrap libraries were used. In the testing phase of the
“Education Support” web app development, the functionalities of the application itself were tested, including entering various
data in order to determine and ameliorate possible irregularities.

4, Conclusion

In this research, a web application was created to facilitate the locating of the desired institutions for further education
of the interested users, and thereby contribute to the development of education in our country in general. The application can
certainly be helpful in further career development. The technology of choice for the application was Spring, as it is conducive to
faster, easier and more secure web application development. Further research would concentrate on the possibilities of enriching
the “Education Support” web app with new functionalities.
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Sazetak: Predmet istrazivanja ovog rada je pravljenje asocijativne mreze pojmova u okviru upravljanja bezbednosti i primena
kriptografije krozsekundarnoistrazivanje, kaoiuocavanje znacaja bezbednostiu konkretnoj organizaciji kroz primarnoistrazivanje.
Cilj je da se na osnovu analize preduzeca formuliSe predlog bezbednosnih i kriptoloskih mera kako bi se unapredio bezbednosni
sistem preduzeca. Cilj osnovnih principa informaticke bezbednosti malih i srednjih preduzeca, kao i primene odgovarajucih
kriptografskih algoritama zasnovanih na principu jednokratne Sifre (OTP — one-time pad) i vizuelne kriptografije (VC — Visual
Cryptography), predstavlja kreiranje zavrsnog resenja za odabrano preduzece. Rad pored teorijske osnove sadrzi i informacije
0 samom preduzecu sakupljene posmatranjem i belezenjem i analizom sadrzaja, kao i proces kreiranja bezbednosnog resSenja
inkorporiran u projektnu povelju i samo resenje.

Kljucne reci: mala i srednja preduzeca; bezbednosna resenja; konkurentska prednost; jednokratna sSifra (OTP — one-time pad);
vizuelna kriptografija (VC — Visual Cryptography)

1. Uvod

Informaticko doba i digitalizacija doprinose znacajnom poboljsanju svih oblika poslovanja, ali su takode i informacije lako
dostupne, 5to ugrozava bezbednost samog poslovnog sistema [1]. U veoma osStroj konkurentskoj trci na trziStu zastita informacija
postala je neophodna [2], jer postoje razliCiti upadi, bez obzira na to da li su internog, eksternog ili slu¢ajnog tipa, a sve cesce
nastaju usled zloupotrebe novih tehnologija [3][4]. Zahvaljujuci pouzdanim bezbednosnim sistemima, znatno se smanjuje rizik
od curenja informacija [5] koje moZe da bude fatalno za preduzece.

Vesimpex” je malo preduzece koje se bavi prodajom i ugradnjom elektroopreme, kao i kreiranjem samostalnih resenja u
oblasti elektrodistribucije [6]. Preduzece saraduje sa mnogim uspesnim kompanijama u razlic¢itim granama industrije, pa pitanje
bezbednosti i pouzdanosti informacija sve vise dobija na znacaju. U takvom okruzenju pojacana bezbednost moze preduzecu
dati prednost u odnosu na konkurenciju, koja je Cesto nelojalna [7]. Kako bi se obezbedila zastita od raznih napada, potrebno
je analizirati postojece stanje i nivo strucnosti zaposlenih i na osnovu toga dati predlog o formiranju bezbednosnog sistema za
posmatrano malo preduzece.

Predmetistrazivanjaradaje multidisciplinaraniulaziudiscipline ekonomike preduzeca, upravljanja projektima, bezbednosti
i kriptografije. Glavni motiv je formiranje konkretnog reSenja na prakticnom primeru kroz analiziranje bezbednosnih karakteristika
preduzeca. Svrha istrazivanja je pronalazenje adekvatnih nacina za realizaciju formulisanih ciljeva kako bi se omogucila realizacija
bezbednosnih kriterijuma.

Glavni cilj ovog primenjenog istrazivanja je resenje specificnog bezbednosnog problema kroz kreiranje bezbednosnog
reSenja i obezbedenje konkurentske prednosti za preduzece ,\Vesimpex” [6]. Pomocni ciljevi su proucavanje postojecih i uvodenje
novih mera kriptoloske zastite radi povecanja bezbednosti poslovanja.

S obzirom na to da je savremeno poslovanje, koje se pre svega zasniva na upotrebi racunarskih sistema i razmeni podataka
u elektronskom obliku, izlozeno razlicitim rizicima koji mogu imati nesagledive posledice, neophodno je analizirati i spreciti sve
ucestalije napade na racunarske mreze, pokusaje neovlascenog pristupa podacima, prisluskivanja, kao i zlonamerne izmene
podataka [8]. U tom smislu, neophodno je primeniti nove nacine komunikacije koje napredak tehnologije omogucava. Problem
sigurnosti namece potrebu za uvodenjem novih mehanizama koji treba da preuzmu ulogu klasicnih resenja sa ciljem efikasne
identifikacije, kontrole pristupa i verifikacije. Odgovor na vecinu ovakvih izazova nudi primena kriptografskih resenja [9], mada
postoje i problemi na koje kriptografija ne moze adekvatno da odgovori.

Kriptografija izucava razlicite tehnike transformacije podataka koji se prenose na takav nacin da znacenje podataka bude
dostupno samo ovlascenim stranama u komunikaciji. Istovremeno, transformacija treba da bude takva da neovlascene strane u
komunikaciji koje dodu u posed transformisane poruke ne mogu da dodu do polaznih podataka.

Postaji veliki broj kriptografskih algoritama, klasicnih i modernih, a takode i onih koji koriste isti klju¢ za Sifrovanje i
desifrovanje, kao i nesimetricnih, koji koriste razlicite kljuceve u procesu sifrovanja i desifrovanja. Za svaku od kriptografskih
Sifara, bez obzira na to da li se koristi simetri¢an ili nesimetri¢an kriptografski algoritam, klju¢no je pitanje sigurnosti Sifre [10]

[11].
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Pod bezuslovno sigurnom Sifrom se smatra ona Sifra koja ima osobinu da se ne moze doci do otvorenog teksta iz Sifrata
bez poznavanja kljuca, ¢ak ni potpunom pretragom kljuceva. Sigurno je da se potpunom pretragom (ne ograni¢avajuci vreme
pretrage i raspoloZive resurse) moze doci do kljuca, ali napadacu nije od interesa da to bude uradeno nakon nekoliko desetina
ili stotina godina. Medutim, ukoliko bi napadac posedovao najbolju mogucu opremu i resurse, bezuslovno sigurna Sifra treba da
omoguci da on ne dode u posed otvorenog teksta ni pri idealizovanim uslovima. Osnovna ideja bezuslovno sigurne Sifre je da se
potpunom pretragom potencijalnih kljuceva, koji svakako generisu veliki broj poruka, ucini da napadac nema nacina da odredi koja
je od njih prava. Napadat ce potpunom pretragom dobiti veliki broj besmislenih poruka, koje ce odbaciti, ali e svakako dobiti i
odredeni broj smislenih, a ako su sve te poruke podjednako verovatne, onda napadac nema nacina da odredi koja je od njih prava.

Primer bezuslovno sigurne Sifre je one-time pad — OTR Sifra [12], koja je primenjena u ovom radu. Simulacioni modeli
koji prikazuju osnovne principe OTP algoritma realizovani su u softverskom alatu CrypTool [13], sa posebnim osvrtom na
slucaj ponovljene upotrebe kljuca koji je predviden za jednokratnu upotrebu. Prilozen je i jedan primer procesiranja elektronske
finansijske transakcije primenom OTP-a, uz deljenje tajnih informacija primenom tehnike virtuelne kriptografije [14][15].

N

. Materijali i metode

Tokom izrade koriSceni su brojne naucne i stru¢ne metode, tehnike i alati, a plan istraZivanja obuhvata:
» definisanje predmeta istrazivanja (kroz formulaciju problema istrazivanja);

» definisanje ciljeva istrazivanja;

» pregled relevantne literature i njen izbor za istrazivanje;

» odredenje teorijskog okvira istrazivanja (u skladu sa zastupljenim disciplinama i izborom relevantne literature);
» situaciona analiza;

» ispitivanja ciljne grupe kroz anketno istrazivanje;

» statisticka analiza podataka anketnog istrazivanja;

» 0smisljavanje i izrada bezbednosnog resenja.

Glavna hipoteza istrazivanja:

H1: Nivo informaticke bezbednosti u preduzecu ,Vesimpex” nije optimalan, te ga je, s obzirom na elemente okruzenja i zeljeni
rast i razvoj kao organizacioni cilj, potrebno unaprediti novim bezbednosnim reSenjem.

H2: Ako bi se adekvatno unapredila informaticka bezbednost preduzeca, to bi mu obezbedilo konkurentsku prednost.

Ishodi istrazivanja, odnosno ocekivani rezultati istrazivanja su: analiza odabranih biblioteckih i drugih referentnih izvora,
dokazivanje postavljenih hipoteza i resavanje centralnog problema istrazivanja kroz odabrani model. Sa stanovista strucne
opravdanosti, resenje koje je predlozeno dodatno bi unapredilo poslovanje i bezbednost posmatranog preduzeca, poboljsalo
sigurnost poslovanja, kao i sigurnost ukljucenih partnera (dobavljaca, klijenata). Drustvena opravdanost istrazivanja lezi u
podizanju svesti o znacaju bezbednosti informacija i u optimizaciji nivoa bezbednosti podataka domacih preduzeca.

3. Rezultati

Rezultati prezentovani u ovom poglavlju predstavljaju konkretno reSenje za bezbednosni sistem preduzeca, koji, iako
je na prihvatljivom nivou, ima dosta prostora za unapredenje. Glavne nadgradnje predlozene su na polju vrsenja transakcija i
skladistenja poverljivih informacija, kao Sto su lozinke zaposlenih.

Nakon sto je obezbeden siguran kanal i nacin prenosa poverljivih informacija, dat je predlog da se poverljivim podacima,
kao sto su lozinke zaposlenih, pre odredivanja hes vrednosti doda slucajna salt vrednost, kako bi se postigla dodatna zastita u
slucaju napada.

3.1. Deljenje tajnih informacija prilikom vrsenja transakcija

U slucaju vrsenja elektronskih finansijskih transakcija primenjena je tehnika prosirivanja piksela originalne digitalne
slike, Ciji je sadrzaj jednokratni PIN kod. Procesi Sifrovanja i desifrovanja su relativno jednostavni i imaju visoku sigurnost, jer se
predloZzena tehnika vizuelne kriptografije oslanja na one-time pad algoritam.

Vizuelna kriptografija predstavlja kriptolosku tehniku koja omogucava skrivanje informacija, odnosno tajnih poruka, na
takav nacin da one mogu biti deSifrovane na mestu prijema bez upotrebe racunara ili bilo kakvih drugih izracunavanja [12]. U
postupku desifrovanja koristi se samo ljudski vizuelno-perceptivni sistem. Ova tehnika predlozena je prvi put na EUROCRYPT
konferenciji (Noni Naor i Adi Samir). Procesi Sifrovanja i desifrovanja su relativno jednostavni i imaju visoku sigurnost, a imaju
primenu u deljenju razlicitih vrsta informacija, narocito u finansijskim transakcijama preko interneta, kao i prilikom provere
glasackih listica, obveznicai sl.

Algoritam deljenja originalne slike na slojeve (share images) realizovan je u Visual Studio C# programskom okruzenju. Oba
sloja su iste rezolucije i njihovim preklapanjem ocitava se tajna poruka [16]. Izabrana je jednostavna varijanta prosirivanja piksela
koja se vrsi slucajnim generisanjem na jednom sloju, dok drugi sloj sa komplementarnim pikselima nakon vizuelnog XOR-ovanja
sa prvim (primenom operacije ekskluzivno ILI — XOR) daje informaciju (tajnu poruku) nakon preklapanja.

S obzirom na to da su vrednosti kojima su predstavljeni pikseli na prvom sloju slucajno generisane, ova tehnika se moze
posmatrati kao jedna varijanta one-time pad Sifrovanja, koj ima dobre sigurnosne karakteristike.
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Transparentne slike (sloj 1 i sloj 2) prikazane su na slici 1, pri ¢emu prvi sloj sadrzi slu¢ajno generisane proSirene vrednosti
piksela i ta slika predstavlja kljuc. Svaki piksel predstavljen je blokom u kojem uvek postoji isti broj belih i crnih piksela. Ukoliko se
vrSi jednostavniji model ekspanzije piksela, piksel ce biti prezentovan jednim belim i jednim crnim pikselom, a ukoliko se koristi
slozeniji model ekspanzije, piksel ce biti predstavljen sa Cetiri nova piksela, od kojih su dva bela i dva crna. Piksel u sloju 1 ima
odredeno stanje, a piksel u sloju 2 moze imati isto ili suprotno stanje. Ako su stanja u sloju 1 sloju 2 ista, preklapanjem se dobija
polovina belih i polovina crnih piksela, Sto ce ljudsko oko detektovati kao neku nijansu sivog, a ako su stanja u sloju 1 i sloju 2
suprotna, preklapanjem se dobijaju crni pikseli, Sto ce ljudsko oko detektovati kao crno. Preklapanjem mo sa istim takvim blokom
u sloju 2 dobija se svetli piksel (nijansa sivog), dok se preklapanjem mo sa om dobija crni piksel. Slicno je i u slucaju prosirenja
blokom od Cetiri piksela za svaki originalni piksel: preklapanjem mm sa istim takvim takvim blokom u sloju 2 dobija se nijansa sivog,
a preklapanjem mm sa mm dobija se crni blok. Sloj 1 sadrzi piksele cije su vrednosti odredene na slucajan nacin, sto je identicno
postupku generisanja kljuca za one-time pad Sifru, dok sloj 2 sadrzi fiksne blokove koji su nosioci informacije u fazi preklapanja.
Rezultat preklapanja slojeva prikazan je na slici 1, ispod sloja 11 2.

Postoje i slozenije Seme u vizuelnoj kriptografiji, dok neke od njih ne ukljucuju model prosirivanja piksela, u smislu
predstavljanja originalnog piksela grupom subpiksela, ili ukljucuju dodatne tehnike poboljSanja kontrasta dekodovane slike [17]
[18]. Primer upotrebe veceg broja generisanih slojeva na osnovu kojih se dobija dekodovana slika prikazan je na slici 2.

Slika 1. Dobijanje dekodovane slike na osnovu slojeva 1i 2

Tajna slika

Deonica 1 Deonica 3 Deonica 4

Vracena slika

Slika 2. Dobijanje dekodovane slike na osnovu cetiri sloja (deonice)

3.2. Prikaz osnovnih principa one-time pad algoritma

Pre postupka Sifrovanja potrebno je poruku predstaviti binarnim nizom na osnovu definisanog koda. Nakon toga je
neophodan drugi binarni niz, koji je iste duzine kao i sama poruka, koji e predstavljati kljuc. Taj niz treba da ima osobine slu¢ajnog
niza. Postupak sifrovanja podrazumeva da se svaki bit otvorenog teksta p, sabira po modulu 2 (operacija XOR) sa po jednim bitom
klju¢a k da bi se dobio odgovarajuci bit Sifrata ¢ [8][19]:
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.= p. . (1)
c; = p; Dk;

U postupku desifrovanja svaki bit Sifrata sabira se po modulu 2 sa istim bitom kljuca koji je korisScen pri Sifrovanju, Sto, s
obzirom na osobine XOR operacije, daje originalni tekst:

p; =¢; Dk; 2

Simulacioni model, kreiran u softverskom alatu CrypTool, koji prikazuje postupak Sifrovanja i deSifrovanja otvorenog teksta
(sadrzaja ,Moja poruka!”) primenom OTP-a, prikazan je na slici 3. Kljuc koji je koriscen zapisan je u heksadecimalnom formatu u
donjem levom uglu, dok je desifrovana poruka prikazana u donjem desnom uglu.

Plaintext

HEEe o L _HE|T stz
ATB1CI DT E1FIAABBCC] - | Y

DD EE FF 103476 | ] (s

44 characters, 1line ] - 100% 12 characters, 1 fine

C e StringDecodel - T dee
One-time pad StringEncoder ‘Decr)fpted Ciphertext 1

Slika 3. Simulacioni model koji prikazuje postupak Sifrovanja i desifrovanja otvorenog teksta (sadrzaja,,Moja poruka!”) primenom
OTP-a

Pretragom potencijalnih kljueva napadac generiSe veliki broj poruka, od kojih ce neke biti besmislene, kao 5to je prikazano
na slici 4. Napadac ce ovakve poruke odbaciti, ali €e sigurno generisati i odredeni broj smislenih poruka. Ako su sve te poruke
podjednako verovatne, onda napadac nema nacina da odredi koja je od njih prava.

e area I [
LR LR T

T s e

Zaanpiid Cprarasd |

L WTLT IS R TR ST Pt e

Slika 4. Simulacioni model koji prikazuje postupak pretrage potencijalnih kljuceva

Sigurnost OTP algoritma zasniva se na slucajnosti kljuca. Za pojam slucajnosti ne postoji egzaktna definicija, ali su sa
kriptografske strane neophodne dve osnovne karakteristike binarnog slu¢ajnog kljuca:
» nepredvidljivost: bez obzira na broj bita kljuca koji su poznati, verovatnoca da se pogodi sledeci bit ne sme biti veca od 7%.

Sansa da slede¢i bit bude 1ili O tacno je jednaka %;
» balansiranost: broj jedinica i nula mora biti priblizno jednak, u nizu dovoljno velike duzine.
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3.3. Slabosti algoritma usled visestruke upotrebe istog kljuca

Ako je kljuc slucajni binarni niz, onda je verovatnoca da bilo koji bit klju¢a ima vrednost logicke jedinice jednaka verovatnoci
da taj bit ima vrednost logicke nule i iznosi %. Za razliku od toga, otvoreni tekst ima odredene statisticke osobine i verovatnoca
pojave logickih jedinica i nula nije jednaka.

Simulacioni model koji ilustruje primenu istog OTP kljuca u postupku Sifrovanja dve razlicite poruke prikazan je na slici 5.
Kao otvoreni tekst izabrana je digitalna slika da bi se i vizuelno prikazale posledice visestruke primene istog OTP kljuca. Ukoliko
se izvrsi XOR operacija nad Sifratima CA i CB, dobija se rezultat:

C,DCy=(40K)D(BOK)=(4DB)D(KBK)=(4®B)D0=ADB 3)

Posledica ove osobine je da inventivni napadac, nakon vrsenja XOR operacije nad Sifratima, iako napadacu nije poznat kljuc
K, otkriva dosta o originalnim porukama, sto je razlog zbog kojeg visestruka upotreba istog OTP kljuca nije preporucljiva. Rezultat
prikazan u donjem desnom uglu na slici 5 dosta otkriva o originalnim slikama, sto je posledica navedenih osobina XOR operacije
[20].

S
| ¢l l— - — ORI
o rm 3 T

i"‘g
| .: 1

Slika 5. Simulacioni model koji ilustruje visestruku primenu istog OTP kljuca

3.4. Primer vrsenja elektronskih finansijskih transakcija primenom OTP algoritma

Za prijavu na e-banking aplikacije, koje se vrlo Cesto koriste u poslovnim i privatnim finansijskim transakcijama, potreban
je samo serijski broj tokena ili m-tokena. Korisnik nikom ne otkiva svoj PIN za token ili m-token, dok je podrazumevana preporuka
da se PIN ne drzi uz token ili m-token.

Banka od korisnika ne trazi jednokratnu lozinku ni podatak za potpisivanje transakcije [21]. Kreiranje zahteva za generisanje
jednokratne lozinke prikazano je u levom delu na slici 6, dok je generisana lozinka poslata na mobilni uredaj korisnika prikazana
u desnom delu.
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£ Kreem) pdnokrome lormie

267170

Slika 6. Kreiranje zahteva za generisanje jednokratne lozinke i slanje lozinke na mobilni uredaj korisnika

Podatak o vremenskom vazenju lozinke takode se prosleduje korisniku, kao Sto je prikazano na slici 7, ukljucujuci i neke
dodatne informacije o tokenu. Trajanje lozinke, prosledeno korisniku nakon izvrsene sinhronizacije sa serverskim vremenom,
prikazano je u levom delu na slici 7 i iznosi 5 minuta. Dodatne informacije o tokenu (Token info) koje prikazuju serijski broj i UTC
vreme nalaze se u desnom delu na slici 7.

FDOS04%802

Trojanje lozinke
! 24.05 2020 04:20:48

lsdncarning
Y mriuto

Slika 7. Prikaz podatka o vremenskom vaZenju lozinke

3.4. Predlog cuvanja lozinki zaposlenih primenom hes funkcija i dodavanjem slucajne salt vrednosti

Nakon sto je obezbeden siguran kanal i nacin prenosa poverljivih informacija, neophodno je Cuvati lozinke na nacin koji
sprecava da ih napadac dobije ¢ak i ako je aplikacija ili baza podataka ugrozena. \Vecina modernih jezika i frejmvorka pruza
ugradenu funkcionalnost za bezbedno cuvanje lozinki.

HesSiranje i Sifrovanje predstavljaju nacine za cuvanje osetljivih podataka. Medutim, u gotovo svim okolnostima lozinke je
pozeljno Cuvati u obliku hesS vrednosti, a ne kao Sifrovane podatke [22]. HeS funkcija je jednosmerna funkcija, Sto podrazumeva
da je prakticno nemoguce na osnovu hes vrednosti dobiti originalnu informaciju. Ukoliko bi napadac dosao u posed hes vrednosti
lozinke, ne bi mogao da na osnovu toga dode do originalnog podatka, odnosno sadrzaja lozinke. U starijim hes algoritmima, kao
Sto je MD5, pronadene su kolizije, i preporuka je primenjivati algoritme novijih generacija (novije generacija SHA).

Kriptografska hes funkcija je jednosmerna funkcija koja za ulazni podatak (poruka, fajl...) proizvoljne konacne duZzine kao
izlaznu vrednost daje niz fiksne duzine. Osim kompresije kao odlike, hes funkcija mora biti i efikasna, jednosmerna i otporna na
kolizije.

Primena SHA algoritma prilikom odredivanja hes vrednosti lozinke (sadrZaja ,moja tajna Sifra”) prikazana je na slici 8, dok
je model koji uklju€uje dodavanje slucajne salt vrednosti prikazan na slici 9. Modeli prikazani na slici 8 slici 9 kreirani su u CrypTool
softverskom alatu.
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Slika 8. Prikaz hes vrednosti lozinke zaposlenog, primenom SHA algoritma
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Slika 9. Prikaz hes vrednosti lozinke zaposlenog, primenom SHA algoritma nakon dodavanja salt vrednosti

4. Diskusija

PoboljSanja bezbednosti poslovanja preduzeca ,Vesimpex” predlozena su u vrSenju procesa elektronskih finansijskih
transakcija i u postupku skladistenja poverljivih informacija, kao sto su lozinke zaposlenih.

Tokom vrsenja transakcije primenjena je tehnika prosirivanja piksela radi deljenja tokena prilikom generisanja jednokratne
lozinke. Procesi Sifrovanja i desifrovanja su relativno jednostavni i imaju visoku sigurnost, jer se oslanjaju na one-time pad tehniku.

Predlog Cuvanja pristupnih lozinki zaposlenih ukljuCuje dodavanje slucajne salt vrednosti pre heSiranja. Salt vrednosti
predstavljaju jedinstvene nasumicno generisane nizove koji se dodaju svakoj lozinki i jedinstveni su za svakog korisnika.

Svrha opisanog procesa je da u slucaju upada poverljiva informacija potencijalnom hakeru bude potpuno nerazumljiva i
samim tim neupotrebljiva. Na taj nacin se veci deo odgovornosti za rizik curenja podataka prenosi sa ljudskog faktora na sam
bezbednosni sistem, Sto znacajno poboljSava sigurnost poslovanja preduzeca.
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Summary: The subject of this paper comprises the creation of an associative concept network in the realm of security management, and the application
of cryptography through secondary research, along with perceiving the importance of security in a concrete organisation through primary research. The
objective is to formulate, based on the analysis of a specific company, a proposal regarding security and cryptology measures to advance the security
system of a company. The basic principles of information security of small and medium-sized enterprises, along with the application of adequate
security algorithms based on a one-time pad (OTP) and visual cryptography (VC) are utilised for the design of a complete solution for the company in
question. Alongside its theoretical foundation, the paper contains information about the company itself, collected through observation, note-taking and
content analysis, as well as the process of creating the security solution incorporated into the project charter, and the solution itself.

Keywords: small and medium-sized enterprises (SMEs); security solutions; competitive advantage; one-time pad (OTP); visual
cryptography (VC)

1. Introduction

The information age and digitalisation have contributed to a considerable advancement of all forms of business, but they
have also rendered information easily accessible, which is a potential threat to the security of the business system itself [1]. In
a very fierce competitive race on the market, the protection of information has become indispensable [2], as various types of
breaches may take place — internal, external or incidental, increasingly perpetrated through the abuse of new technology [3][4].
Reliable security systems considerably lower the risk of information leaks [5] which can be fatal for a company.

Vesimpex is a small enterprise operating in the realm of electrical equipment and solutions, including original solutions
in power distribution [6]. The company works with a number of successful companies in different branches of industry, and the
issue of information security and reliability is exceedingly important. In such an environment, advanced security can give the
company an advantage over its often disloyal competition [7]. To provide security from various attacks, one must analyse the
existing state and the level of employees’ expertise and, accordingly, formulate a proposal for forming a security system for the
small enterprise in question.

The subject of this paper’s research is multidisciplinary and has to do with the disciplines of business economics, project
management, security and cryptography. The central motive is to formulate a concrete solution on a practical example, by
analysing the security characteristics of the company. The purpose of this research is to find adequate ways to realise the
formulated goals in order to ensure that the security criteria are realised.

The primary objective of this applied researchis to provide a solution to a specific security problem and ensure a competitive
advantage for the \Vesimpex company [6]. The secondary objective is to study the existing and introduce new cryptologic
protection measures to increase the security of the business.

As the modern way of doing business, based primarily on the utilisation of computer systems and the exchange of
data in electronic form, is exposed to various risks with potentially catastrophic consequences, it is necessary to analyse and
prevent the increasingly frequent attacks on computer networks, attempts at unauthorised data access, tapping, and malicious
data exchange [8]. This requires the implementation of new forms of communication, made possible by the advancements in
technology. The problem of security necessitates the need for the introduction of new mechanisms that should assume the role
formerly played by the traditional solutions for the purposes of efficient identification, access control and verification. Most of
these challenges can be resolved through the use of cryptographic solutions [9], although there are problems that cannot be
adequately solved by cryptography alone.

Cryptography studies various techniques of transformation of transferred data so that the meaning of the datais accessible
only to authorised parties in communication. At the same time, said transformation ought to be such that unauthorised parties
in communication who come into possession of the transformed message should be unable to access the initial data.

There are a large number of traditional and modern cryptography algorithms, those that use the same key for encryption and
description, as well as the asymmetric ones, which use different keys for encryption and decryption. For any cipher, those with
symmetric and asymmetric algorithms alike, the crucial issue is the security of the cipher [10][11].
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An unconditionally secure cipher is a cipher that ensures that, without the knowledge of the key, not even a full search of
the keys can resultin accessing the plaintext from the ciphertext. A comprehensive search (with no limitations regarding time and
available resources) can encounter the key, but it is not in the attacker's interest to have it accomplished after several decades
or even centuries. However, even assuming that the attacker has the best possible equipment and resources, an unconditionally
secure password ought to ensure that the attacker does not come into possession of plaintext, not even in ideal conditions. The
basic idea behind an unconditionally secure password is to ensure that a comprehensive search of potential keys, which are sure
to generate a large number of messages, should not enable the attacker to determine which one is the right one. Through an
exhaustive search, the attacker will get a large number of nonsensical messages, which will be discarded, along with a certain
number of messages that make sense, and if the latter messages are equally probable, the attacker should have no way of
determining which one is right.

A one-time pad — OTP [12], used in this paper, is an unconditionally secure cipher. Simulation models that illustrate the
basic principles of OTP algorithms have been realised in CrypTool software [13], with an emphasis on the case of repeated use
of a one-time key. We also include an example of processing an electronic financial transaction using OTP, where confidential
information is shared using the visual cryptography technique [14][15].

2. Materials and methods

The work on this paper included the use of a number of scientific and professional methods, techniques and tools, with
a research plan that included:

» Defining the subject of the research (through formulating the research problem);
» Defining the research objectives;
» Anoverview of relevant literature and making a selection of literature for use in the research;

» Determining the theoretical framework of the research (in accordance with the relevant disciplines and the selection of
relevant literature);

» Situational analysis;

» Examining the target group through polling;
»  Statistical analysis of data from the poll;

» Designing and making the security solution.

The main hypothesis of the study:

H1: The level of information security at Vesimplex is not optimal; it needs to be elevated through a new security solution,
considering the elements from the environment and the desired growth and development as an organisational goal.

H2: An adequate advancement of the company's information security would ensure its competitive advantage.

The outcomes of the research, that is, the anticipated results of the research, include analysis of the selected literature
and other references, proving the hypotheses and solving the central problem of the research through the selected model.
From the professional relevance standpoint, the proposed solution would further advance the business and the security of the
observed company, elevating the security of the business, as well as the security of the partners involved (suppliers, and clients).
The social justification of this research concerns the awareness of the importance of information security and the optimisation
of the level of security of the companies in the country.

3. Results

The results presented in this chapter constitute a concrete solution for the security system of the company, which,
although it is already at an acceptable level, still leaves a lot of room for improvement. The major upgrades concern the realm of
transactions and the storage of confidential information, such as employees’ passwords.

Having provided a secure channel and method of transferring confidential information, we propose that confidential
data, such as employees’ passwords, should be secured by a random salt value before determining the hash value, to provide
additional security in case of an attack.
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3.1. Sharing confidential information during transactions

For electronic financial transactions, the technique of expanding the pixels of the original digital image containing a one-
time PIN code was used. The encryption and decryption processes are fairly simple, and provide high security, as the proposed
visual cryptography technique relies upon a one-time pad algorithm.

Visual cryptography is a cryptology technique that provides the hiding of information, i.e. secret messages so that they can
be decrypted at reception without using a computer or performing any other type of calculation [12]. The decryption procedure
uses solely human visual perception. This technique was first proposed at the EUROCRYPT conference, by Noni Naor and Adi
Shamir. Its encryption and decryption systems are fairly simple and can be used for sharing different types of information,
especially in financial transactions over the internet, as well as for verifying ballots, securities, etc.

The algorithm for dividing the original image into layers (share images) was realised in the Visual Studio C# programming
environment. Both layers have the same resolution and their overlaying results in the unveiling of the secret message [16].
A simple pixel expansion variant was selected, achieved by random generation on one layer, whereas the second layer with
complementary pixels, after visual XORing with the first one (using the exclusive or operation — XOR) provides information
(secret message) upon overlaying. Since the values representing pixels on the first layer are randomly generated, this technique
can be viewed as a variant of one-time pad encryption, with good security properties.

Transparent images (layer 1 and layer 2) are shown in Fig. 1, with the first layer containing randomly generated expanded
values of pixels, and this image constitutes the key. Each pixel is represented by a block which always contains the same number
of white and black pixels. If the simpler pixel expansion model is used, a pixel will always be represented by one white pixel and
one black pixel, and if the more complex expansion model is used, a pixel will be represented by four new pixels — two white
ones and two black ones. A pixel in layer 1 has a certain state, whereas a pixel in layer 2 can have the same state or the opposite
state. If the states in layers 1 and layer 2 are the same, the overlaying results in one-half of white and one-half of black pixels,
which the human eye will register as a shade of grey, and if the states in layer 1 and layer 2 are opposite, the overlaying yields
black pixels, which will be detected by the human eye as the colour black. Overlaying mo with an identical block in layer 2 results
in a bright pixel (shade of grey), while overlapping mo with om results in a black pixel. The case with expansion by a four-pixel block
for each original pixel is similar: overlaying mm with the same block in layer 2 results in a shade of grey, while overlaying mm with
mm results in a black block. Layer 1 contains pixels whose values are determined randomly, which is identical to the procedure for
generating a key for a one-time pad cipher, while layer 2 contains fixed blocks that carry information in the overlay phase. The
result of overlaying layers is shown in Fig. 1, after layers 1 and 2.

There are also more complex schemes in visual cryptography, and some do not involve the pixel expansion model, in
the sense of representing the original pixel by a group of subpixels, while some involve additional techniques for improving the
contrast in the decoded image [17][18]. Fig. 2 shows an example of using several generated layers based on which the decoded
image is formed.

Figure 1. Acquiring the decoded image based on layers 1 and 2
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Secref image

Section 4

Retumed image

Figure 2. Acquiring the decoded image based on four layers (sections)

3.2. The basic principles of a one-time pad algorithm

Prior to the encoding procedure, the message needs to be represented by a binary sequence based on the defined code.
This should be followed by another binary sequence, of the same length as the message itself, which will represent the key. This
sequence would have the properties of a random sequence. During the encryption procedure, each bit of the plaintext p, is added,
using modulo 2 (XOR operation), with one bit of the key k, to get the relevant bit of the ciphertext c [8][19]:

¢; =p; Dk; X

In the decoding procedure, each bit of the ciphertext is added, using modulo 2, with the same bit of the key which was
used for encryption, which, according to the properties of the XOR operation, yields the original text:

pi =¢ Dk; 2)

The simulation model, created in CrypTool software, which shows the process of encryption and decryption of the plaintext
("My message!") using OTP, is shown in Fig. 3. The key which was used is written in hexadecimal format in the lower left corner,
while the decoded message is shown in the lower right corner.

> (sorn s
a Moja porukal
T .:i-Z:f:laraChE.r.s‘“i line

Xor StringEncoder

One-time pad Decrypted Ciphertext 1

Figure 3. Simulation model illustrating the encryption and decryption procedure for plaintext (“My message!) using OTP
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Figure 4. Simulation model showing the procedure of a search for potential keys

Searching the potential keys, the attacker generates a large number of messages, some of which will be nonsensical, as
shown in Fig. 4. The attacker will discard such messages, but he will surely also generate a certain number of sensible ones. If all
these messages are equally probable, the attacker has no way of ascertaining which one of them is real.

The security of an OTP algorithm is based on the randomness of the key. There is no exact definition for randomness, but
from the cryptography standpoint, there are two basic characteristics of a binary random key:

» Unpredictability: Regardless of the number of known bytes of the key, the probability of guessing the next bite must not
exceed 7. The chance of the next bit being 1 or O is exactly %.

» Balance: The number of 1s and Os must be approximately the same, in a sufficiently long sequence.

3.3. Weaknesses of the algorithm due to multiple uses of the same key

If the key is a random binary sequence, the probability of any bit of the key having the value of logic one is the same as the
probability of that bit having the value of logic zero: it is %. However, plaintext has certain statistical properties and the probability
of the occurrence of logic ones and zeroes is not the same.

The simulation model that illustrates the use of the same OTP key in the process of encoding two different messages is
shown in Fig. 5. To illustrate plaintext, we chose a digital image, to provide a visual representation of multiple uses of the same
OTP key. XORing ciphertext CA and CB yields:

C,®Cp=(40K)® (BOK)=(4®B)®(K®K)=(4®B)®0=40B (3)
The consequence of these properties is that an inventive attacker, after XORing the ciphertext, although unfamiliar with
the key K, actually discovers a lot about the original messages, which is the reason why multiple uses of the same OTP key is not

recommended. The result shown in the lower right corner of Fig. 5 reveals a lot about the original images, which is a consequence
of the aforementioned properties of XOR operation [20].

-

Eull

Figure 5. Simulation model illustrating multiple uses of the same OTP key
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3.4. An example of an electronic financial transaction using the OTP algorithm

Usually, all it takes to log in to e-banking applications, which are widely used in corporate and private financial transactions,
is the serial number of the token or m-token. The user does not reveal the PIN for the token or m-token, and of course, it is
recommended that the PIN should be kept separately from the token or m-token.

The bank does not require a one-time password or transaction signing data [21]. The process of creating a request for a
one-time password is shown in the upper left part of Fig. 6, while the generated password sent to the user’s mobile device is
shown on the right.

il M E 3G "a = EE -

£ irerm pednokrome lormie

267170

Figure 6. Creating a request for generating a one-time password and sending the password to the user’s mobile device

The information about the validity period of the password is also sent to the user, as shown in Fig. 7, along with some
additional information about the token. The duration of the password, sent to the user after synchronising with server time, is
shown on the leftin Fig. 7; itis 5 minutes. Additional information about the token (Token info) showing the serial number and the
UTC time is shown on the right in Fig. 7.
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Figure 7. Information about the validity period of the password

3.4. Proposal for storing employees’ passwords using hash functions and adding a random salt value

After providing a secure channel and mode of transmission of confidential information, passwords must be kept in a way
that prevents the attacker from obtaining them even if the application or the database is compromised. Most modern languages
and frameworks provide built-in functionality for the secure storing of passwords.

Hashing and encryption are two different ways of storing sensitive data. In almost any circumstance, it is preferable that
passwords should be stored as hash values, not as encrypted data [22]. The hash function is a one-way function, which means
that it is practically impossible to obtain the original information based on the hash value.

If the attacker came into possession of a password’s hash value, he would be unable to acquire the original data, i.e. the

content of the password. Older hash algorithms, such as MD5, have been found to be vulnerable to collisions, and the use of
newer generation algorithms (later generation SHA) is recommended.
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A cryptographic hash function is a one-way function which, for input data (message, file...) of any final length, returns the
same length "hash” Besides providing compression, a hash function must be efficient, one-way and collision-proof.

The application of the SHA algorithm when determining the hash value of the password (content “my secret password”)
is shown in Fig. 8, while the model that includes the addition of a random salt value is shown in Fig. 9. The models shown in Fig.
8 and Fig. 9 were created in CrypTool software.
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Figure 8. lllustration of a hash value of an employee’s password, using SHA algorithm

Oy Skartoants x i) U Pemewditar. X

HOow G

H Toat. i = ‘“—ﬂﬂ_p Eﬁ'_mgmﬁ B LS - o »|B= Tttt
[ ' th
| et h
ﬂ&jm-aci-i-lrf n | _—
Penrsnid 'ﬁl o b
-| epend i |’-r:ﬂ.ﬂ'£ =ilt

unos lozinke

Thea Semiplati ahidwd Row our gadreand 6 slored o a Lomgarler usng 4
salted 54h-1 hash

piin

dodavanje salt

Figure 9. lllustration of a hash value of an employee’s password, using the SHA algorithm after adding a salt value

4. Discussion

Improvements in the security of the business of Vesimpex have been proposed for the process of financial transactions
and the procedure of storing confidential information, such as employees’ passwords.

The transaction implemented the pixel expansion technique for the purpose of assigning tokens when generating a one-
time password. The encryption and decryption processes are fairly simple and provide a high level of security because they rely
upon the one-time pad technique.

The proposal for storing the login passwords of employees includes adding random salt values before hashing. Salt values
are unique randomly generated sequences added to each password, unique for each user.

The purpose of the process described here is to ensure that the potential hacker should find the confidential information
entirely incomprehensible and therefore completely useless. This way, most of the responsibility for a data leak risk is conveyed
from the human factor to the security system itself, which considerably enhances the security of the company’s business.
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Sazetak: Kriptovalute sticu neverovatnu popularnost poslednjih godina. Broj kriptovaluta je narastao od jedne valute do nekoliko hiljada, a vrtoglavo

se povecao u periodu od 2021. do 2022. godine kada se broj kriptovaluta udvostrucio i sada ih ima preko 12.000. Dosta kriptovaluta koje su se pojavile
ima ulogu samo u pravljenju novca svojim tvorcima. Pojava kriptovaluta je dovela do promena u nacinu na koji ljudi Cuvaju novac, investiraju i placaju
proizvode i usluge. Broj firmi koje podrzavaju placanje kriptovalutama je sve vedi, iako postoji otpor nekih drzava prema ovakvom nacinu plaéanja. U radu
je prikazano kako se kriptovalute mogu koristiti, na koje nacine se mogu Cuvati i koji nacini Cuvanja su trenutno moguci u oblaku. Ukratko je prikazan i
opis tehnologije kojom su napravljene kriptovalute. Drugi deo treba da se osvrne na isplativost kriptovaluta i to da li je stvarno isplativo ulagati u ovaj vid
.digitalnog zlata", ali i da prikaze najbolje opcije za rudarenje kriptovaluta.

Kljucne reci: biznis, oblak, kriptovalute, kripto, valuta, finansije, novac, internet

1. Uvod

Kriptovalute su se pojavile zbog nezadovoljstva ljudi nacinom na koji banke upravljaju novcemi zelje da drzave ne kontrolisu
valute. Racunarstvo u oblaku je omogucilo razvoj i Siroku primenu kriptovaluta u svetu.

U radu Ce biti obraden nastanak i razvoj kriptovaluta, kao i Blockchain tehnologije, bice navedeni primeri nekoliko glavnih
kriptovaluta i prikazani delovi algoritama za kreiranje kriptovaluta. Zatim, deo rada prikazace upotrebu digitalnih novcanika i kako
se valute Cuvaju u oblaku.

Blockchain metodologija predstavlja novu tehnologiju koja se realizuje putem lanaca blokova, pri cemu svaki blok sadrzi u
sebi odredenu vrstu podataka. Tehnika pomocu koje se ovi blokovi vezuju u lanac blokova se naziva kriptografija i ona omogucava
njihovu nepromenljivost. U slucaju da se promeni jedan blok, to utice na to da se promeni sadrzaj svih ostalih blokova. Ova
metodologija se zasniva na postulatima nepromenljivosti, decentralizovanosti i transparentnosti. Nepromenljivost znaci da
podaci koji se jednom zabeleze na jednom bloku nikada vise ne mogu da se menjaju. Decentralizovanost predstavlja skladistenje
podataka kod svakog ¢lana mreze, a ne na jednom mestu, Sto im omogucava da ih razmenjuju medusobno bez posrednika.
Transparentnost transakcija govori u prilog tome da je vidljiva svaka realizovana transakcija izmedu clanova mreze.

U okviru ove analize koriscena je literatura iz oblasti Blockchain metodologije koja proucava tipove kriptovaluta, Blockchain
aplikacije, digitalne novcanike, buducnost kriptovaluta i rudarenje kriptovaluta. Autori Banafa i Mugajar su objasnili ulogu i znacaj
Blockchain tehnologije u savremenom modernom svetu, a takode su korisceni i internet izvori kao sto su Wikipedia (stranica
Bitcoin) i Ripple (payment protocol). Korisceni su podaci sa veb-stranica koje pruzaju informacije o uvodenju kriptovaluta, razvoju
Blockchain tehnologija i buducnosti samih kriptovaluta. Na sajtovima kao Sto su Wikipedia (stranica Bitcoin), Bitcoin Price i Best
Cloud Mining Sites su objasnjene vrste kriptovaluta (Bitcoin, Ethereum i Ripple). Za potrebe analize Cuvanja i rudarenja u oblaku
su koriscene sledece internet strane: blockchain.com-scaling and saving with cloud Spanner, learn.bybit.com/crypto/what is
cloud mining i best-cloud-mining-sites-trusted.html. Autor Morkunas i saradnici su objasnili kako Blockchain tehnologija utice na
poslovanje kompanija i zakljucili su da ce ova tehnologija imati strateski znacaj u inoviranju poslovnih modela samih kompanija.

2. Istorija kriptovaluta

Kriptovalute su se pojavile 2009. godine. Prva kriptovaluta je Bitcoin. Ova valuta je i dan-danas najpopularnija kriptovaluta
u upotrebi. Ne zna se tacno ko je napravio Bitcoin, ali se spekulise da je to bila grupa ili pojedinac pod imenom Satosi Nakamoto.
Kriptovalute su resavale probleme starih bankarskih sistema i ljudi su bili veoma uzbudeni oko ove ideje.

Ideja o kriptovalutama datira jos iz 1998, kada se shvatilo koliko banke upravljaju tokovima novca. Ljudi su zeleli da se
pomocu digitalnih tehnologija napravi neka vrsta ,digitalnog zlata” kako bi se zastitili od inflacije.

Bitcoin je napravljen upotrebom Blockchain technologije i postao je najpopularnija valuta medu ostalim kao Sto su
Ethereum, Dash, Litecoin i dr. Upotreba kriptovaluta je bila bezbednija jer niko nije mogao da ih kopira ili falsifikuje, cak ni sam
tvorac [1].
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3. Blockchain tehnologija

Blockchain je jednostavno softver Cija je definicija: ,distribuirana baza podataka koja postoji na vise racunara u isto vreme.
Stalno raste kako mu se dodaju novi setovi snimaka ili blokova. Svaki blok sadrzi vremensku oznaku ili vezu sa prethodnim
blokom, tako da oni zapravo ¢ine lanac” [2]. Postoji i druga definicija, a to je: kriptografija + [judska logika.

3.1. Komponente Blockchaina

Blockchain je sastavljen od pet komponenti:

» kriptografija;

» P2P mreza;

» mehanizam konsenzusa;

» glavna knjiga (ledger);

» pravila vazenja (validity rules).

Na slici 1 vidimo graficki prikaz komponenti Blockchaina.

- Cryptography
/
Validity Rules P2P Network
\ /
Consensus
| Mechanism

Slika 1. Komponente Blockchaina [2]

Bilo koji od sledecih jezika moze da se koristi za programiranje Blockchain platformi: C++ (Bitcoin), Python, JavaScript,
Solidity (Smart Contract), Java and Go. Slika 2 prikazuje primer koda za kreiranje instance Blockchain bloka u programskom jeziku
JavaScript.

4, Tri tipa kriptovaluta

Postoji mnogo tipova kriptovaluta. lako su kriptovalute bazirane na slicnim principima kao i Bitcoin, svaka kriptovaluta
je dizajnirana da pruzi neku novu funkcionalnost. Pouzdanost je jako bitna kod kriptovaluta. Svaka kriptovaluta je dizajnirana
pomocu Blockchain tehnologije i svaka valuta je Sifrovana specijalnim kompjuterskim kodom [16]. Taj kod se zove kriptografija.
Ovde cemo navesti tri najpopularnije kriptovalute.

class Block {

constructor(timestamp, transactions,
previousHash=") {

this.previousHash = previousHash;
this.timestamp = timestamp;

this.transactions = transactions;
this.hash = this.calculateHash();
this.nonce = 0;

}

Slika 2. Primer koda Blockchain bloka [3]
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4.1. Bitcoin

Prva i najpopularnija kriptovaluta nastala je 2009. godine. Algoritam za rudarenje novcica (reSavanje matematickih
problema) zahteva viSe racunarske snage od drugih kriptovaluta, Sto oteZava i poskupljuje rudarenje. Ovo daje vrednost Bitcoinu
i oteZzava stvaranje novih koji povecavaju potraznju na trzistu. Bitcoini su decentralizovani, Sto znaci da se ne oslanjaju ni na
jednu drzavnu centralnu banku ili upravljacko telo. Oni koriste Blockchain tehnologiju u kombinaciji sa algoritmima matematickog
softvera koji kontrolisu njegovo pustanje u opticaj, sprecavajuci nagomilavanje inflatornih pritisaka usled prekomerne proizvodnje
valutnih jedinica. Bitcoin nije bio samo pokretac trendova na mrezi kriptovaluta izgradenih na decentralizovanoj meri, vec je
postao i defakto standard za kriptovalute [4].

4.2. Ethereum

Ethereum je javni Blockchain otvorenog koda koji se moze koristiti za razvoj i primenu decentralizovanih aplikacija. Vitalik
Buterinje predlozio Ethereumkao platformu zaizvrSavanje peer-to-peer pametnih ugovora — sporazuma o kodu koji se automatski
izvrsavaju kada se ispune odredeni uslovi, a da ih ne kontrolise bilo koja banka ili centralna vlast. Znacajna karakteristika ove
valute je njegova podrska za ,gas’, zasnovana na cenama ponude, a ne potraznje, kao vecina kriptovaluta: ovo osigurava da se
transakcije nece zaglaviti jer nema podsticaja da se kasnije obraduju ako su sada skupe. Ostale karakteristike ukljucuju skriptni
jezik, tako da ljudi mogu da naprave svoje tokene, kao i kompatibilnost sa Bitcoin adresama, sto znaci da nije potrebna nova
adresa svaki put kada posaljete novac. Nastao je 2013. godine [5].

4.3. Ripple

Valuta koja povezuje banke, razmenu digitalnih sredstava, provajdere placanja i kompanije preko jedne jedinstvene
infrastrukture za poravnanje kako bi pruzio jedno iskustvo bez problema za slanje novca na globalnom nivou. Kompaniju su 2012.
godine osnovali Kris Larsen i Dzed Makejleb, koji su zeleli da omoguce trenutna medunarodna placanja za banke bez potrebe
za korespondentskom bankom. Ripple je brz i ima niske troSkove transakcije (sa planovima za njihovo smanjenje). Fokusiran
je na integraciju drugih provajdera u svoju mrezu kroz rebrendiranje tako da se integriSe sa ralicitim tehnologijama u razlicitim
slucajevima koriscenja kao Sto su globalne kompanije koje gledaju na doznake, prodavci e-trgovine koji prihvataju placanja od
potrosaca u inostranstvu itd. [6].

5. Blockchain aplikacije u finansijskim uslugama

Sa unutrasnje tacke gledista implementacije, evolucija Blockchaina u finansijskim uslugama odvijace se u skladu sa
segmentacijom glavnih oblasti aplikacija:

» proizvodi okrenuti potrosacima;

» B2B usluge;

» trgovinai trziste kapitala;

» pozadinski procesi;

» meduindustrijske posrednicke usluge.

Ono sto je zajednicko za svaki od gorenavedenih slucajeva je da su ove transakcije od pocetka do kraja na ravnopravnoj
osnovi, bez centralnih posrednika. Ugovorne strane nisu morale da se poznaju ili da zahtevaju trecu stranu da posreduju u
transakciji. Decentralizacija i konacnost ravnopravnih transakcija su klju¢ne inovacije Blockchaina koje se moraju sacuvati kako bi
se maksimizirao potencijalni uticaj implementacije Blockchaina [17]. Identitet i reputacija drugih strana se automatski verifikuju
na Blockchainu putem adresa novcanika. Postoji mnogo aplikacija u kojima ce resenje za Blockchain ili distribuiranu konsenzusnu
knjigu imati smisla [2].

Najveci segmenti na koje Ce to uticati: obveznice, razmena, derivati, roba, hartije od vrednosti, trziSta bez recepta,
upravljanje kolateralom, sindicirani krediti, magacinske priznanice i otkupno trziste.

6. Digitalni novcanici

Digitalni novcanik je aplikacija ili softver zasnovan na oblaku koji bezbedno cuva podatke o placanju korisnika kako bi im
omogucio da kupuju na mrezi na razlicitim veb-lokacijama ili fizickim prodavnicama bez davanja podataka o placanju. Da biste
podesili digitalni novcanik, potrebno je da instalirate softver na svoj uredaj ili da mu pristupite preko onlajn-platforme. Funkcionise
na prilicno jednostavan nacin. Prvo morate da instalirate softver na svoj uredaj ili da mu pristupite preko onlajn-platforme.

Zatim napravite nalog u koji dodajete svoje licne podatke, detalje o placanju i sve druge potrebne informacije za verifikaciju.
Nakon toga, sve Sto vam treba je da vasa banka potvrdi vase podatke o placanju i da pocnete da koristite aplikaciju novcanika
za placanje na mrezi gde god zelite jednim klikom ili dodirom. Kada kupujete u fizickim prodavnicama, mobilni novcanici koriste
komunikaciju bliskog polja (NFC) za dovrsavanje placanja. Ako terminal za placanje trgovca ima simbol za beskontaktno placanje,
jednostavno usmerite svoj pametni telefon blizu njega i potvrdite kupovinu skeniranjem QR koda, unosom lozinke ili dodirom na
potrebno dugme [7].

Digitalni novcanici za kriptovalute funkcionisu na slican nacin kao i za digitalni novac, sa jedinom razlikom Sto su ovi
poslednji povezani sa fizickim trezorima u kojima se Cuva fizicki novac, dok se novcanici kriptovalute koriste za cuvanje privatnih
kljuceva koji se koriste za dobijanje pristupa digitalnim novcic¢ima snimljenim na Blockchainu u oblaku.
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Privatni kljuc je najvaznija stvar kada radite sa novcanicima kriptovaluta, jer bez njega korisnik nece moci da pristupi svom
novcu. Za slanje ili primanje sredstava pomocu novcanika kriptovalute, osobi je potreban i javni kljuc. Ovaj klju¢ ne dozvoljava
pristup sredstvima uskladistenim u novcaniku, vec se koristi kao adresa novcanika, kao Sto je broj kartice ili racuna. Vecina
provajdera usluga kriptovaluta nudi funkciju dinamickih javnih kljuceva, omogucavajuci njihovu promenu pre svake transakcije. Za
ovu funkciju se kaze da poboljSava bezbednost novcanika, medutim, s druge strane, moze Cak izazvati dodatne probleme. Stvar
je u tome da su transakcije snimljene na Blockchainu nepromenljive, tako da sve dok korisnik generiSe novu adresu novcanika,
stara postaje nevazeca. Sva sredstva koja su naknadno poslata na staru adresu su nepovratno izgubljena i za posiljaoca i za
primaoca. Iz istog razloga potrebno je biti oprezan prilikom unosa javnog kljuca pre nego 5to se potvrdi transakcija. Ako se napravi
greska, sredstva ce takode biti izgubljena [7].

Na slici 3 prikazan je rast broja korisnika digitalnih novcanika u periodu od 2011. do 2021. godine.

100
80
60
40

20

Broj korisnika u milionima

Nov 2011 Nov 2015 Nov 2018 Jan 2021 Dec 2021
Slika 3. Broj digitalnih novcanika korisnika od novembra 2011. do decembra 2021. godine [8]

7. Buducnost kriptovaluta

Ekonomski analiticari predvidaju da ce uslediti velika promena u kriptovalutama kako institucionalni novac ulazi na trziste.
Postoji mogucnost da ce kriptovalute biti plasirane na Nasdaku, Sto bi dodatno povecalo kredibilitet Blockchainu i njegovoj
upotrebi kao alternativi konvencionalnim valutama [9]. Kripto verifikovan fond kojim se trguje na berzi definitivno bi olakSao
ljudima da ulazu u Bitcoin, ali i dalje treba da postoji zelja za ulaganjem u kriptovalute, Sto se mozda nece automatski generisati
sa fondom [15].

Pri ulaganju u kriptovalute trebalo bi se prema investicijama odnositi na isti nacin kao prema bilo kom drugom veoma
Spekulativnom poduhvatu. Kriptovaluta nema sustinsku vrednost osim onoga sto je kupac spreman da plati za nju u odredenom
trenutku [18].

Kriptovalute su podlozne velikim promenama cena, sto povecava rizik od gubitka za investitora. U tabeli 1 mozemo da
vidimo cene kriptovalute Bitcoin u periodu od cetiri godine. Moze se primetiti da su oscilacije u promeni cene Bitcoina dosta velike
za 2017.12018. godinu, kao i za 2020. i 2021. godinu.
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Tabela 1. Cene Bitcoina u periodu od 2017. do 2021. godine [10]

Godna [ Cenatsp)

2021 46.732,74
2020 10.764,2
2019 7.251,28
2018 3.689,56
2017 13.062,15

Analiziranjem nekoliko godina unazad primeticemo da je fluktuacija vrednosti kriptovaluta velika i to je nesto Sto je u
kratkom periodu privuklo dosta investitora Sirom sveta. lako dosta finansijskih strucnjaka predlaze kriptovalute kao stabilan
vid ulaganja, umesto recimo nekretnina, akcija na berzi i dr., niko ne objasnjava i ne navodi konkretne razloge zasto bi trebalo
ulagati u kriptovalute. Ono Sto ide u korist kriptovalutama je ROI indeks (povracaj ulozenog kapitala), koji je najveci od svih
finansijskih proizvoda na trzistu. Ali ovo ne moze i ne treba da bude jedini razlog za investiranje u kriptovalute. Sta cemo sa
pouzdanoscu? Trenutna cena Bitcoina je oko 47.000 dolara [10], pre Cetiri meseca je bila oko 67.000 dolara, Sto nam ukazuje
na veliku nestabilnost ove valute. Takode, mozemo primetiti da sve ostale valute skacu i padaju zajedno sa Bitcoinom i to nam
ukazuje na povezanost ovih valuta i njihovu meduzavisnost, sto opet nije dobro, jer se na taj nacin prakticno sve valute ponasaju
isto.

Ukoliko zelite da rudarite, opet cete morati da ulozite veliku sumu novca u racunare, da potrosite dosta elektricne energije
pa se postavlja pitanje koliko je to isplativo. Trenutna cena struje na Balkanu je povoljna i ovo je mozda jedini region povoljan za
rudarenje. Takode, sajtovi na kojima mozete da trgujete uzimaju procente za svaku transakciju, pa je i to nesto o ¢emu morate
voditi racuna.

8. Cuvanje i rudarenje u oblaku

Oblak se pokazao kao pogodna platforma za cuvanje i razvoj kriptovaluta. Blockchain, korisnik Google Clouda, u pocetku
je bio fokusiran na kreiranje alata za razumevanje i koriscenje Bitcoina, ali se kompanija od tada prosirila na druge kriptovalute
kao sto su Ethereum, Bitcoin Cash, Stellar Lumens i Pakos Standard. Sada se milioni pojedinaca oslanjaju na Blockchain novcanik
da bi obezbedili i koristili vodece svetske kriptovalute. Nepotrebno je reci da sa velicinom i geografskim Sirenjem baze korisnika
upravljanje ovim skupovima podataka nije lak podvig i bez oblaka tesko da bi bio ostvariv [11].

Od osnivanja kompanije, Blockchain je koristio Google Cloud Platform (GCP), dodajuci usluge svuda gde je tim video
mogucnosti da zadovolji svoje potrebe u razvoju. Dok Blockchain odrzava neke od sopstvenih hardverskih i data centara, zeleo je
da razvije svoj pristup upravljanju infrastrukturom kako bi poboljSao bezbednost, pouzdanost i tatnost informacionih platformi
[11].

Blockchainovi vodeci proizvodi, Blockchain Wallet i Blockchain Explorer, zahtevaju komplikovane proracune tesko
dostupnih podataka u masivnim, decentralizovanim knjigama koje podrzavaju mreze kriptovaluta. Pristup tim podacima zahteva
kompleksno znanje o domenu, tehnicku infrastrukturu i razvojni napor, a da ne pominjemo vreme za obradu celog lanca podataka.
Ovo je postao veliki poduhvat koji je zahtevao znacajne interne IT resurse i rezijske troskove [11].

Da bi upravljao ovim izazovima i poboljSao korisnicko iskustvo na svim proizvodima i platformama, Blockchain je poceo
da pokrece infrastrukturu na Compute Engine instancama. Blockchain je takode odabrao Cloud Spanner kao svoju uslugu baze
podataka po izboru, jer ovaj server baze podataka moze brzo da se skalira (bez zastoja) i da obezbedi visoku dostupnost sa malim
operativnim troskovima. Cloud SKL, Stackdriver i proizvodi za upravljanje identitetom takode cine Blockchainovu infrastrukturu
oblaka [11].

8.1. Rudarenje u oblaku

Rudarenje u oblaku je proces rudarenja kriptovaluta koji koristi udaljeni centar podataka sa zajednickom procesorskom
snagom. Rudarstvo u oblaku pomaze korisnicima da rudare Bitcoine ili druge kriptovalute bez potrebe da koriste sopstveni
hardver. Rudarske platforme su smestene u objektu u vlasnistvu rudarske kompanije. Korisnik treba da se registruje i kupi ugovore
o rudarenju da bi pokrenuo proces rudarenja u oblaku. To je proces generisanja kriptovaluta koriscenjem iznajmljene racunarske
snage od trece strane (provajder usluga rudarenja u oblaku). Svaki rudar zapravo ucestvuje u ,rudarskoj farmi” (udaljenom
centru podataka posvecenom kriptorudarstvu) kupovinom odredene koli¢ine ,hes snage” od dobavljaca usluga [14]. U zamenu,
provajder Ce im odobriti pristup nagradama koje su proporcionalne kolicini hes snage rudara koju su kupili. Posto se rudarenje
obavlja preko oblaka, rudari ne moraju da brinu o odrzavanju racunarske opreme, buci, toploti ili racunima za energiju. Nakon Sto
pronadu pouzdanog dobavljaca usluga rudarenja u oblaku, rudari samo treba da odaberu vrstu ugovora za potpisivanje i zeljeno
trajanje. Morace da uplate unapred, bilo u Fiat valutama ili digitalnim valutama, nakon Cega ce im provajder postaviti sve sto im
je potrebno za operaciju [12].
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8.2. Kako funkcionise rudarenje u oblaku
Postoje dva tipa modela rudarenja u oblaku: host rudarenje i iznajmljivanje hes snage.

Kod host rudarenja rudari kupuju ili iznajmljuju rudarske platforme na rudarskim farmama i placaju njihovo postavljanje
i odrzavanje. Ovaj model smanjuje troSkove povezane s pristupom elektricnoj energiji. Osim toga, buduci da rudari imaju vecu
kontrolu nad rigovima, mogu preusmeriti generisanu moc hesiranja na rudarske bazene. Osim toga, rudariimaju potpunu kontrolu
nad generisanim nagradama [12].

Iznajmljivanje hes snage je sistem u kome rudari uzimaju u zakup deo hes snage koju generise rudarska farma. Oni su u
sustini pretplaceni na plan koji nudi kompanija za rudarenje u oblaku da dobiju udeo u profitu rudarske farme. Rudari ne moraju
placati nikakve naknade za postavljanje ili odrzavanje, a nagrade za rudarenje se raspodeljuju u zavisnosti od udela hes moci koju
svaki rudar kontrolise [12].

U tabeli 2 je prikazana rucno odabrana lista najboljih kompanija za rudarenje u oblaku sa njihovim popularnim funkcijama
i vezama do veb-lokacija. Lista sadrzi i softver otvorenog koda (besplatan) i komercijalni (placen) softver.

Tabela 2. Sajtovi za rudarenje kriptovaluta [13]

_ Godina osnivanja Podrzane kriptovalute

ECOS 2017 Bitcoin, Ethereum, Ripple, Bitcoin Cash, Tether, Litecoin
ChickenFast 2015 Bitcoin, Ethereum and Bitcoin Cash

Trustcloudmining 2017 Bitcoin, Ethereum, Zen and more

BeMine 2018 Bitcoin, Ethereum, Zcash

Shamining 2018 Bitcoin

Freemining 2014 Bitcoin, Litecoin, Dogecoin, BCH, XMR i TRX

8. Zakljucak

U ovom radu smo istrazili kriptovalute i objasnili kako one rade u racunarstvu u oblaku. Dosli smo do zakljucka da bez
racunarstva u oblaku kriptovalute ne bi ni postojale i da je on osnova za dalji razvoj kriptovaluta. Uocili smo daje trziste kriptovaluta
jos uvek nestabilno i da ne mozemo sa sigurnoscu da predvidimo ponasanje kriptovaluta i ocekivanu dobit. JoS uvek mnoge
drzave ne podrzavaju kriptovalute, a neke ih ¢ak i zabranjuju (Kina) i time onemogucavaju ulazak ovih valuta u regularne tokove.
Sve dok kriptovalute nemaju neku realnu vrednost, tesko je govoriti o buducnosti. Takode, imperativ je stvaranje kriptofonda koji
bi olaksao trgovanje kriptovalutama.

Dalji izazov je usavrSavanje racunarstva u oblaku i poboljSanje bezbednosti, jer sa razvojem kriptovaluta dolazi do
izmestanja finansijskih transakcija na onlajn-platforme, sa ¢ime dolazi i do povecanja sajbernapada na racune korisnika koji
svoje podatke Cuvaju na oblaku. Bezbednost internet pretrazivaca predstavlja jedan od osnovnih vidova zastite prilikom vrsenja
transakcija kriptovalutama. Treba koristiti pretrazivace koji imaju poboljSane bezbednosne funkcije.

Blockchain tehnologija predstavlja novu tehnologiju koja se sastoji iz lanca nepromenljivih blokova i ova tehnologija e tek
dati svoj pecat u 21. veku. Znacaj ove tehnologije je u tome Sto se ona moze primeniti u svim sferama zivota (finansije, industrija,
nekretnine, zdravstvo itd.). Najpoznatije kriptovalute su Bitcoin, Ethereum i Ripple. Njihova trgovina postaje sve intenzivnija
i zbog toga one predstavljaju platezno sredstvo buducnosti. Medutim, treba biti oprezan prilikom koriscenja kriptovaluta, jer
su ove valute zbog velikih oscilacija nestabilne i predstavljaju rizicne investicije. Digitalni novcanik kriptovaluta obezbeduje da
ove valute uvek budu bezbedne, jer se one cuvaju pomocu digitalnih lozinki koje su ljudima uvek nadohvat ruke. Prilicno su
jednostavni za koriscenje, ali najbitnije od svega je da se sacuvaju privatni kljucevi pomocu kojih se pristupa digitalnim novcicima
koji su snimljeni na Blockchainu u oblaku.

Na kraju, neizvesna je buducnost kriptovaluta na svetskim finansijskim trzistima, jer njih ne regulise centralna banka jedne
drzave ili neka druga finansijska institucija i iz tog razloga su ove valute decentralizovane. Zbog toga su one podlozne sistemskim
rizicima, pa je njihova vrednost varijabilna (oscilirajuca) u kratkim vremenskim periodima. Medutim, drzave Ce nastojati da
pronadu nacine njihove regulacije u oblaku. Moze se zakljuciti da e ove valute zajedno sa Blockchain tehnologijom u buducnosti
i dalje predstavljati izazov kao sredstvo placanja i realizacije finansijskih transakcija na svetskom trzistu, a vreme ce pokazati da
li e u potpunosti zameniti tradicionalne valute.
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Summary: Cryptocurrencies have been gaining incredible popularity in recent years. Their number has grown from a single cryptocurrency to several
thousand, and the peak was reached in the period between 2021 and 2022 when the number of cryptocurrencies doubled to over 12,000. Many
cryptocurrencies exist only to make money for their creators. The emergence of cryptocurrencies has changed the way in which people store money,
invest, and pay for products and services. The number of companies that support payments in cryptocurrency is increasing, although there is still
resistance from some countries to this method of payment. The paper explains how cryptocurrencies can be used, stored, and what cloud storage
methods are currently available. It also provides a brief description of technologies that are used to create cryptocurrencies. The second part provides
an overview of the profitability of cryptocurrencies, explains whether it is actually profitable to invest in this form of “digital gold", and presents the best
options for mining cryptocurrencies.

Keywords: business, cloud, cryptocurrencies, currency, finance, money, Internet

1. Introduction

Cryptocurrencies emerged due to people’s dissatisfaction with the way banks managed their money, and governments’
desire to control currencies. Cloud computing has enabled the development and widespread use of cryptocurrencies around the
world.

The paper will discuss the origin and development of cryptocurrencies, as well as Blockchain technology, providing
examples of several major cryptocurrencies, and parts of the algorithm used for creating them. A part of the paper will be
dedicated to digital wallets, and ways to store currencies in the cloud.

Blockchain methodology represents a new technology implemented through chains of data, or blockchains, whereby each
block contains a certain type of data. The technology by which these blocks are connected into a chain is called cryptography,
and it ensures their immutability. If one block is modified, the content of all other blocks in the chain will be modified as well. This
methodology is based on the principles of immutability, decentralisation, and transparency. Immutability means that once the
data are recorded on a block, they can never be modified again. Decentralisation means that data is stored on each member of
the network/chain, instead in a single place, which allows their exchange and sharing without intermediaries. The transparency
of transactions means that every realised transaction between network members will be visible.

For the purposes of our analysis, literature in the field of Blockchain methodology that studies types of cryptocurrencies,
Blockchain applications, digital wallets, the future of cryptocurrencies, and their mining was used. Banafa and Mougayar explained
the role and importance of Blockchain technology in the modern world. Internet sources, such as Wikipedia (page about Bitcoin)
and Ripple (payment protocol) were also used. We used data from websites that provide information about cryptocurrencies,
the development of Blockchain technology, and the future of cryptocurrencies. Websites Wikipedia (page about Bitcoin), Bitcoin
Price and Best Cloud Mining Sites explain the types of cryptocurrencies (Bitcoin, Ethereum and Ripple). The following websites
were used as a source of information for the analysis of cloud storage and mining: blockchain.com-scaling and saving with cloud
Spanner, learn.bybit.com/crypto/what is cloud mining and best-cloud-mining-sites-trusted.html. Morkunas et al. explained
how Blockchain technology affects corporate business and concluded that this technology will have strategic importance in the
innovation of corporate business models.

2. History of cryptocurrencies

Cryptocurrencies first appeared in 2009, and the first one was Bitcoin. Bitcoin is still the most popular and widely used
cryptocurrency.

It is unknown who exactly created Bitcoin, but it is speculated that it was a group of people or one Satoshi Nakamoto.
Cryptocurrencies addressed the problem of outdated banking systems and created quite a buzz among people.

The original idea of cryptocurrency can be traced back to 1998 when it was discovered to what extent banks actually
control money flows. People wanted to use digital technologies to create a kind of “digital gold” so as to get some sort of
protection against inflation.
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Bitcoin was created using Blockchain technology and became the most popular cryptocurrency. Other popular
cryptocurrencies include Ethereum, Dash, Litecoin, and others. The use of cryptocurrencies was safer because no one could copy
or counterfeit them, not even their creator [1].

3. Blockchain technology

Blockchain is simply software which is defined as follows: “a distributed database that exists on multiple computers at
the same time. It is constantly growing, as new sets of records or blocks are added to it. Each block contains a timestamp, or link
to the previous block so that they actually form a chain” [2]. There is another definition that reads: cryptography + human logic.

3.1. Blockchain components

Blockchain comprises five components:

» Cryptography;

» P2P network;

» Consensus mechanism;
» Ledger;

» Validity rules.

Blockchain components are shown in Figure 1.
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| |
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Figure 1. Blockchain components [2]

Any of the following languages can be used for programming Blockchain platforms: C++ (Bitcoin), Python, JavaScript,
Solidity (Smart Contract), Java and Go. Figure 2 shows a sample of code used for creating an instance of Blockchain block in
JavaScript.

4, Three types of cryptocurrency

There are many types of cryptocurrencies, and although all of them are based on similar principles as Bitcoin, each
cryptocurrency is designed to provide some unique functionality. Reliability is crucial for cryptocurrencies.

Each cryptocurrency is designed using Blockchain technology, and each is encrypted using a special computer code [16].
This code is known as cryptography. The three most popular cryptocurrencies will be described in more detail below.
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class Block {

constructor(timestamp, transactions,
previousHash =") {

this.previousHash = previousHash;
this.timestamp = timestamp;

this.transactions = transactions;
this.hash = this.calculateHash();
this.nonce=0;

}

Figure 2. Example of Blockchain block code [3]

4.1. Bitcoin

The first and most popular cryptocurrency was created in 2009. The algorithm for mining bitcoin (solving mathematical
problems) requires more computational power than others, which makes mining more difficult and expensive. This gives value
to Bitcoin and makes it more difficult to create others, which increases market demand. Bitcoins are decentralised, meaning that
they do not rely on any central bank or governing body. Bitcoin uses Blockchain technology in combination with mathematical
software algorithms that control its circulation, preventing the build-up of inflationary pressure due to the overproduction of
units of currency. Bitcoin does not only launch trends in the cryptocurrency network built on the principle of decentralisation but
has also become the de facto cryptocurrency standard [4].

4.2. Ethereum

Ethereum is a public, open-code Blockchain that can be used to develop and deploy decentralised applications. Vitalik
Buterin proposed Ethereum as a platform for executing peer-to-peer smart contracts — code agreements that execute
automatically when certain conditions are met, without being controlled by any central bank or national government. A notable
feature of this currency is its support for “gas” based on the bid, instead of asking prices, like most other cryptocurrencies. This
ensures that transactions will not get stuck because there is no incentive to process them later if they are expensive now. Other
features of Ethereum include a scripting language that allows people to create their own tokens, as well as compatibility with
Bitcoin addresses, which means that it is not necessary to add a new address every time money is sent. Ethereum was created
in 2013 [5].

4.3. Ripple

A currency that connects banks, digital asset exchange, payment providers and companies through a unique settlement
infrastructure to ensure a seamless experience for sending money globally. The company was founded in 2012 by Chris Larsen
and Jed McCaleb who wanted to enable instant international payments for banks without the need for a correspondent bank.
Ripple is fast and has low transaction costs (with plans to reduce them further). It is focused on integrating other providers into
its network through rebranding, so that it integrates with different technologies in different use cases, such as global companies
looking at transfers/payments, e-commerce sellers accepting payments from overseas consumers, etc. [6]

5. Blockchain applications in financial services

From an internal point of view of implementation, the evolution of Blockchain in the sector of financial services will take
place in line with the segmentation of the main areas of application:
» consumer-oriented products;
» B2B services;
» trade and capital market;
» background processes;
» intermediary services across industries.

What is common for all cases listed above is that these transactions are on a peer-to-peer basis from start to finish,
without central intermediaries.

The contracting parties do not have to know each other or require a third party to mediate the transaction. Decentralisation
and finality of peer-to-peer transactions are the key innovations of Blockchain that must be preserved in order to maximise the
potential effect of Blockchain implementation [17]. The identity and reputation of other parties are automatically verified on the
Blockchain via wallet addresses.
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There are numerous applications where Blockchain or distributed consensus ledger solutions will make much sense [2].
The biggest segments that will be affected are bonds, exchange, derivatives, commaodities, securities, over-the-counter
markets, collateral management, syndicated loans, warehouse receipts, and the repo market.

6. Digital wallets

A digital wallet is a cloud-based software or application that safely stores a user’s payment information to allow them
to buy online on different websites, or in physical stores without having to provide payment information. The procedure is fairly
simple. To set up a digital wallet, you first need to install software on your device or access it through an online platform. Then,
you need to create an account where you will add personal information, payment details, or any other necessary verification
information. In the next step, your bank needs to confirm your payment details, and you can start using the wallet app to
pay online wherever you want with a simple click or a tap. When shopping in physical stores, mobile wallets use near-field
communication (NFC) to complete the payment. If the merchant’s payment terminal has a contactless payment symbol, you can
simply point your smartphone toward it and confirm the purchase by scanning the QR code, entering a password, or pressing
the required button [7].

Cryptocurrency wallets work in a similar way as those designed for digital money, except that the latter are linked to
physical vaults where physical money is stored, while cryptocurrency wallets are used for storing private keys used to gain
access to digital coins stored on cloud Blockchain.

The private key is the most important thing when working with cryptocurrency wallets because without it, the user will
not be able to access their money. In order to send or receive funds using a cryptocurrency wallet, one also needs a public key.
This key does not allow access to the funds stored in the wallet but is used as a wallet address, such as a card or account number.
Most cryptocurrency service providers offer the option of dynamic public keys, allowing their change before each transaction.
This function is said to improve the security of the wallet, but on the other hand, it can also create additional problems. The point
is that transactions recorded on Blockchain are immutable so that as long as the user generates a new wallet address, the old
one becomes invalid. All funds subsequently sent to the old address are irretrievably lost both for the sender and the recipient.
For this reason, one must be careful when entering a public key, before confirming the transaction. If a mistake is made, the
funds will be lost [7].

Figure 3 shows the growth of the number of digital wallet users between 2011 and 2021.
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Figure 3. The number of digital wallet users between November 2011 and December 2021 [8]
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7. The future of cryptocurrencies

Economic analysts are predicting a major shift in cryptocurrencies as institutional money enters the market. There is a
possibility that cryptocurrencies will be listed on the Nasdaq, which would further increase the credibility of Blockchain and its
application as an alternative to conventional currency [9]. A crypto-verified exchange-traded fund would definitely make it easier
to invest in Bitcoin, but there still needs to be a desire to invest in cryptocurrency, which may not be automatically generated
with the fund [15].

Investing in cryptocurrencies should be treated in the same way as any other highly speculative venture. Cryptocurrencies
have no intrinsic value other than what the buyer is willing to pay for them at a given time [18].

Cryptocurrencies are subject to large price swings, which increases the risk of loss for investors. Table 1 shows the prices
of Bitcoin over the period of four years. You can see that the fluctuations in the price of Bitcoin are quite large for 2017 and 2018,
as well as 2020 and 2021.

Table 1. Bitcoin prices in the period between 2017 and 2021 [10]

prce (USD)

46.732,74
2020 10.764,2
2019 7.251,28
2018 3.689,56
2017 13.062,15

Analysing a few years back, we can see that the fluctuations in the value of cryptocurrencies are large, and this
is something that has attracted a lot of investors around the world in a very short period. Although many financial experts
recommend cryptocurrencies as a safe investment, instead of, say, real estate, stock market shares, or others, no one gives
specific reasons or explains why one should invest in cryptocurrency. The thing that supports the claim about cryptocurrencies
being a low-risk investment is the ROI (return on investment) index, which is the highest for all financial products on the market.
But, it cannot and should not be the only reason for investing in cryptocurrencies. What about reliability? The current price of
Bitcoin is around 47,000 USD [10], but, four months ago, it was 67,000, which indicates the high volatility of this currency. In
addition, it is observable that all other currencies increase and decrease together with Bitcoin which indicates their connection
and interdependence. This is not good either, because it means that more or less all currencies behave in the same way.

If you want to mine them, you will again have to invest a lot of money into computers and consume a lot of electricity, so
the question is — how cost-effective it is. The current price of electricity in the Balkan region is affordable, so this may be the only
region in the world suitable for cryptocurrency mining. In addition, websites where you can trade in cryptocurrency charge a fee
for each transaction, so this is something that one must be aware of as well.

8. Cloud storage and mining

The cloud has proven to be a suitable platform for storing and developing cryptocurrency. Blockchain, a Google Cloud
user, was initially focused on creating tools to help users understand and use Bitcoin, but the company has since expanded to
other cryptocurrencies, such as Ethereum, Bitcoin Cash, Stellar Lumens and Pakos Standard. Now, millions of individuals rely
on the Blockchain wallet to secure and use the world’s leading cryptocurrencies. Needless to say, with the growing size and
geographical expansion of the user base, managing these datasets is not an easy feat, and would not be feasible without the
cloud [11].

Since the company's inception, Blockchain has used the Google Cloud Platform (GCP), adding services wherever the team
saw opportunities to meet their evolving needs. While Blockchain maintains some of its own hardware and data centres, the
company also wanted to develop its own approach to infrastructure management so as to improve the security, reliability and
accuracy of information platforms [11].

Blockchain’s flagship products, Blockchain Wallet and Blockchain Explorer require complex calculations of hard-to-find
data in massive, decentralised ledgers that support cryptocurrency networks. Accessing these data requires complex domain
knowledge, technical infrastructure, and development effort, not to mention the time needed to process entire data chains. This
became a major venture that required significant internal IT resources and overheads [11].

To manage these challenges and improve the user experience across all products and platforms, Blockchain has started
running infrastructure on Compute Engine instances. Blockchain also chose Cloud Spanner as its database service of choice,
because this database server can scale quickly (without hitches and delay) and provide high accessibility with low operational
costs. Cloud SKL, Stackdriver and identity management products are also part of the Blockchain cloud infrastructure [11].
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8.1. Cloud mining

Cloud mining is a process of cryptocurrency mining that uses a remote data centre with shared processing power. Cloud
mining helps users to mine Bitcoin or other cryptocurrencies without having to use their own hardware. Mining platforms are
housed in a facility owned by the mining company. The user needs to register and purchase mining contracts to start the cloud
mining process. It is the process of generating cryptocurrencies using leased computational power from a third party (cloud
mining service provider). Each miner actually participates in a “mining farm” (remote data centre dedicated to crypto mining) by
purchasing a certain amount of “hash power” from the service provider [14]. In return, the provider will grant them access to
rewards that are proportional to the amount of miner hash power they purchased. Since mining is done in the cloud, miners do
not have to worry about computer equipment maintenance, noise, heat, or electricity bills. After finding a reliable cloud mining
service provider, miners need only to select the type of contract to sign and the desired duration. They will have to pay upfront,
either in Fiat currencies or digital currencies, after which, the provider will set up everything they need for the operation [12].

8.2. How cloud mining works

There are two types of cloud mining: host mining and hash power rental.

In host mining, miners rent or purchase mining rigs on mining farms, and pay for their setup and maintenance. This model
reduces costs associated with access to electricity. In addition, since miners have more control over the rigs, they can redirect the
generated hashing power to mining pools. Moreover, miners have full control over the rewards generated [12].

Hash power rental is a system in which miners lease a portion of the hash power generated by the mining farm. They
essentially subscribe to a plan offered by the cloud mining company and get a share of the mining farm’s profits. Miners do not
have to pay for any setup or maintenance fees, and mining rewards are distributed according to the share in the hash power
controlled by each miner [12].

Table 2 shows a hand-picked list of the best cloud mining companies, their popular features and website links. The list
also includes open-source (free) and commercial (paid) software.

Table 2. Cryptomining websites [13]

_ Year of establishment Supported cryptocurrencies

ECOS 2017 Bitcoin, Ethereum, Ripple, Bitcoin Cash, Tether, Litecoin
ChickenFast 2015 Bitcoin, Ethereum and Bitcoin Cash

Trustcloudmining 2017 Bitcoin, Ethereum, Zen and more

BeMine 2018 Bitcoin, Ethereum, Zcash

Shamining 2018 Bitcoin

Freemining 2014 Bitcoin, Litecoin, Dogecoin, BCH, XMR i TRX

8. Conclusion

In this paper, we explored cryptocurrencies and explained how they operate in cloud computing. We came to the conclusion
that without cloud computing, there would be no cryptocurrencies, and that it is the basis for the further development of
cryptocurrencies. We have observed that the cryptocurrency market is still volatile and that the behaviour and expected profits
cannot be predicted with any certainty. Many countries still do not support cryptocurrencies, and some even ban them (e.g.
China), thus preventing the entry of these currencies into legal market flows. As long as cryptocurrencies do not have an intrinsic
value, it is difficult to talk about their future. Also, it is imperative to create a crypto fund that would facilitate cryptocurrency
trading.
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Improving cloud computing and security remains a challenge because, with the development of cryptocurrencies, financial
transactions are moved to online platforms, which increases the risk of cyber attacks on the accounts of users who store their
data in the cloud. The security of Internet browsers is one of the basic forms of protection when conducting cryptocurrency
transactions. Browsers with enhanced security features should be used.

Blockchain technology is a new technology consisting of a chain of immutable blocks, and it is yet to find its rightful place
in the 21st century. The importance of this technology lies in the fact that it is applicable in all areas of life (finance, industry, real
estate, healthcare, etc.). The most popular cryptocurrencies are Bitcoin, Ethereum and Ripple. Cryptocurrency trading is gaining
in intensity, which is why cryptocurrency will become the means of payment in the future. However, one should be careful when
using cryptocurrencies, because they are volatile due to large fluctuations, and still represent a high-risk investment. A digital
cryptocurrency wallet ensures that cryptocurrencies are always safe, as they are stored using digital passwords that are always
within the user’s reach. They are quite easy to use, but the most important thing is to store one’s private keys that are used to
access digital coins stored in the Blockchain cloud.

In conclusion, the future of cryptocurrencies in the world's financial markets is uncertain, because they are not regulated by
central banks or other financial institutions. Due to their decentralisation, cryptocurrencies are subject to systemic risks, so their
value can fluctuate quite a lot in short periods. However, countries will continue to seek ways to regulate cloud cryptocurrencies.
It can be argued that these currencies, together with Blockchain technology will continue to pose a challenge as a means of
payment, and realisation of financial transactions in the global market, and time can only tell whether they will completely
replace traditional currency or not.
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Apstrakt: Masinsko ucenje bice sastavni deo obrazovnog okruzenja u buduénosti. Spajanjem komponenata ucenja koje su svojstvene ljudima sa
robotikom mozZe se pruziti integrisano znanje ucenicima osnovnih i srednjih Skola, kao i studentima na koledzu ili univerzitetu. Na primer, nastavnici
mogu koristiti humanoidne robote kako bi razgovarali sa ucenicima kada su na razlicitim lokacijama, Sto se smatra korakom iznad teleprisutnosti. Kako
ovaj primer pokazuje, iako fizicki daleko, pomocu displeja nastavnik moze biti prisutan na ¢asu.

Trenutno se roboti koriste u u¢ionicama vise sa ciljem da pomognu nastavnicima nego da budu njihova kompletna zamena. Medutim, u buduénosti ce
koledzi i univerziteti koristiti robote umesto predavaca. Softver za prepoznavanje glasa ugraden u robote pomaze im da razumeju sta ljudi govore, a
to povecava sposobnost robota da citaju i razumeju. Roboti-predavaci su takode opremljeni projektorima, koji im omoguéavaju da prenesu sadrZaj na
zabavan nacin, podsticuéi interesovanje studenata.

Drustveni i obrazovni roboti €ée mozda biti angazovani za obuku ucenika i studenata, ali se trenutno koriste samo u future-ready Skolama. Kroz studiju
slucaja prikazujemo jednu takvu Skolu.

Kljucne reci: obrazovni roboti, STEM, robot Pepper

Uvod

Mnoge Skoleiinstitucije Sirom sveta vec koriste neke savete robota u ucionici. Svedoci smo brzog tehnoloskog napretka, koji
je rezultat procesa digitalizacije. Postoje razlicite vrste robota koji se koriste u obrazovanju, a razlikuje se i njihova funkcionalnost
(Alnajjar i dr., 2021). Ti roboti slozenih sistema mogu se naci samo u ucionicama koje su spremne za buducnost.

Dok se obrazovna robotika vec dugo koristi Sirom sveta u razlicitim oblastima, upotreba robota slozenijih sistema i
humanoidnih robota brzo raste, a pedagoski strucnjaci jos uvek istrazuju njihov potencijal u razlicitim Skolskim aktivnostima.
VVestacka inteligencija je jos uvek veoma nepoznat koncept mnogim nastavnicima, koji se pojavljuje u debatama i diskusijama u
vezi sa njenom pomoci nastavnicima i ucenicima.

lako je uticaj obrazovne robotike u obrazovanju i dalje predmet interesovanja i istrazivanja, sprovedena istrazivanja i
ispitivanja pokazuju sve kreativniju i efektivniju upotrebu robotike u obrazovanju i razvoju ucenika. Roboti se ne koriste samo u
STEM obrazovanju. Sa tehnoloskim napretkom i prakticnim resenjima, uprkos tehnoloskim i ekonomskim izazovima, roboti su
nasli put do mnogih ucionica Sirom sveta — ne samo do STEM laboratorija. Mnoge Skole su ¢ak prepoznale uticaj humanoidnih
drustvenih robota i veStacke inteligencije na drustveni i kognitivni razvoj dece (Belpaeme, 2018).

Osim vestina kritickog misljenja i mekih vestina, mnoge pedagoske metodologije su sve vise usmerene na razvoj vestine
racunarskog misljenja kao jedne od glavnih kompetencija ucenika u obrazovanju 21. veka (Tengler i dr., 2021). Istrazivaci su
istakli da se vestina racunarskog misljenja smatra vaznom vestinom, koja nije ograni¢ena samo na obrazovanje iz racunarstva i
informatike, vec je zastupljena i u razli¢itim oblastima i u svakodnevnom Zivotu (Grover i Pea, 2018).

Tengler i dr. su procenili uticaj programabilnih i jeftinih robota u obrazovanju, spojenih sa didaktickim dizajnom, koji je
ukljucio 45 ucenika treceg i Cetvrtog razreda. Prikupljeni podaci su pokazali sugestivno poboljSanje vestina racunarskog misljenja
kod ucenika treceg i Cetvrtog razreda u studiji slu¢aja koja ukljucuje robotiku u razlicitim oblicima pripovedanja (Tengler i dr., 2021).

Cortianai Rigoto su takode u svom istrazivanju pokazali da ucenici osnovnih skola mogu da unaprede svoje komunikacijske
i socioemocionalne vestine koristeci obrazovne robote na svojim casovima knjizevnosti. Prikupljeni rezultati su potvrdili da
upotreba obrazovne robotike moze ukazivati na empatican pristup knjizevnom tekstu. U stvari, kada deca koriste obrazovne
robote tako Sto ih pomeraju i programiraju u skladu sa pricom, to pokazuje da oni bolje razumeju likove, njihovo ponasanje i
postupke (Cortiana i Rigotto, 2019).

Prednosti interaktivnog i participativnog ucenja vidljive su i u testovima humanoidnih robota u Skolama, u nastavi i ucenju
drugog jezika (Chang, 2010), dok Encarnacao i dr. isticu znacaj robotike u usvajanju razlicitih kognitivnih sposobnosti zahvaljujuci
inovativnoj platformi koja pruza razne mogucnosti kreativnog i angazovanog ucenja (Encarnacao i dr., 2014).
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Rad u okviru svog sekundarnog istrazivanja analizira studiju slucaja razvoja i koriscenja robota Peppera u Savremenoj osnovnoj skoli.

Obrazovni roboti

Fraza obrazovna robotika odnosi se na oblast istrazivanja koja nastoji da unapredi iskustvo ucenja ucenika i studenata
razvijajuci i primenjujuci aktivnosti koje su u vezi sa robotima, tehnologijom i virtuelnim objektima. U praksi te aktivnosti mogu
iziskivati upotrebu fizickih robota, kao sto je modularni sistem LEGO Mindstorms ili roboti konstruisani iskljucivo za konkretan
zadatak.

Konstrukcija robota, njihovo programiranje, njihova primenaiili eksperimentisa njima mogu se osmisliti u radu sa ucenicimai
studentima, pocevsi od osnovne Skole pa sve do fakulteta. Aktivnostiu vezi sa obrazovnom robotikom cesto obuhvataju koriscenje
setova za pravljenje robota pomocu kojih se uci kako napraviti i programirati robote da bi mogli da izvrSavaju konkretne zadatke
(JungiWon, 2018). Ovakve aktivnosti mogu obuhvatati intervencije, vannastavne programe, casove volontiranja ili ¢itave module
u okviru kursa robotike.

Setovi za robotiku pruzaju modularan pristup programiranju i konstruisanju i cesto se koriste kao nacin da se podstakne
kreativnost u ucionici. Koriscenje ovih setova omogucava ucenicima i studentima da primene svoje inzenjerske sposobnosti i
kreativna resenja kako bi odgovorili na razlicite izazove, pocevsi od toga kako da se robot pomeri od tacke A do tacke B. Pristupi
koji podrazumevaju ucenje putem resavanja problema i gejmifikaciju usmeravaju primenu edukativne robotike. Gejmifikacija se
odnosi i na primenu svojstava igrica na situacije koje nisu deo igre kako bi se povecala motivacija (Sailer i dr., 2014).

Obli¢je robota koje podseca na ¢oveka moze podstaci angazman ucenika/studenata (Zawieska i dr., 2015). Sama svojstva
robotskih uredaja mogu proizvesti zanimljive rezultate. Apiola i drugi (2010) su na osnovu intervjua sa ucenicima/studentima
koji su pohadali kurseve ciji je program ukljucivao primenu robota saznali da su zabavna komponenta robotike i opredmecenje
sadrzaja koji se uce imali kljuan uticaj na angazman ucenika. Nemiro i drugi (2017) u kvalitativnhom istraZivanju naglasili su
vaznost robotike pri uspostavljanju angazovanog okruzenja u ucionici.

Roboti bi mogli ustedeti vreme i pomagati ucenicima da napreduju u akademskoj sferi

Mnogi nastavnici smatraju da roboti nisu efikasni. lako brze od nastavnika odgovaraju na pitanja, njihovi odgovori nisu uvek
precizni. Medutim, to je mit koji zagovaraju ljudi koji su protivnici tehnoloskog razvoja. Roboti €e biti efikasniji i brzi u izvodenju
zadataka i odgovaranju na pitanja ucenika/studenata. Vestacka inteligencija robota napravice nekoliko personalizovanih varijanti
procena u zavisnosti od reakcije ucenika/studenta.

Mozda ce cak biti moguce da roboti u potpunosti personalizuju iskustvo ucenja za svakog pojedinacnog ucenika/studenta.
To e se mozda postizati automatski, ali nastavnici moraju uloziti vreme u istrazivanje i utvrdivanje optimalnog okruzenja za
ucenje. Roboti mogu prepoznati vestine i mane ucenika/studenata i pomoci im da ih prevazidu.

U mnogim Skolama Sirom sveta nema dovoljno nastavnika. Neke institucije i Skole ne mogu da ponude konkurentne plate, ali
mogu da plate predavace dok roboti ne postanu deo drustva. Roboti bi bili sjajni za ocenjivanje ucenika i pomagali bi im da ostvare licne
cilieve u buducnosti. Nasuprot rasprostranjenom misljenju, roboti ne narusavaju obrazovni proces. Roboti ce biti sve bolji kako se bude
razvijala vestacka inteligencija. Osim momentalnog pristupa bilo kom sadrzaju i bazi znanja, postoje i druge prednosti.

U bliskoj buduénosti roboti ce postati neophodan segment obrazovanja u razvijenim zemljama, kao i u zemljama u razvoju,
zahvaljujuci pogodnostima koje pruzaju. U danasnje vreme se humanoidni roboti ne srecu cesto u ucionicama.

Razlicite vrste robota mogu pomagati ljudima da steknu ili prodube znanje i unaprede svoje sposobnosti. Roboti mogu
pomagati u prenosenju znanja iz razliitih Skolskih predmeta, ukljuCujuci geografiju i istoriju. UobiCajena je praksa koriscenja
robota u prenosSenju znanja iz STEM disciplina, ukljucujuci i programiranje.

Mogu li roboti poducavati buduce nastavnike?

Kada je reC o digitalnom svetu, upotreba drustvenih robota u obrazovanju buducih nastavnika nedavno je proSirena na
edukaciju nastavnika u srednjem i visokom obrazovanju. Evropski projekat Embodied Perceptive Tutors for Empathy-based
Learningistrazuje kako robot moze pomagati ucenicima u srednjim skolama. Znacajni su napori ulozeni u razvoj robota-nastavnika
koji imaju ljudske sposobnosti sa ciljem da se poveca efikasnost poput one koju postizu nastavnici ljudi. Ipak, ovakvim sistemima
nedostaju licne, ljudske karakteristike i sposobnost empatije, po kojima se tradicionalni predavac razlikuje od robota. On ne
uspeva da angazuje i motiviSe ucenike na isti nacin na koji to postize ¢ovek. EMOTE (EMbOQOdied-perceptive Tutors for Empathy-
based Learning) inicijativa, finansirana iz fondova EU, isplanirana je sa ciljem da se projektuje, napravi i testira nova generacija
virtuelnih robota kaoji lice na ljude. Kod njih bi postojale opazajne sposobnosti koje bi omogucile da roboti ostvaruju empatijom
ispunjenu interakciju sa ucenicima/studentima u fizickom prostoru u kome se zajedno nalaze.

Studija slucaja: Robot Pepper u Savremenoj osnovnoj skoli

Osnovno svojstvo robota Peppera je da komunicira putem glasovnih komandi i da ih interpretira. Takode, Pepper moze
da reaguje na ljudske emocije. Brzo otkriva radost, tugu, ljutnju ili iznenadenost i reaguje na odgovarajuci nacin. Pepper ima 2D i
3D HD kamere, koje mu omogucavaju da sa velikom preciznoscu vidi objekte, lica i emotivna stanja pojedinaca koji se oko njega
nalaze.

To je drustveni robot, koji ima razne namene i moze da oseca empatiju. U zavisnosti od aplikacije, Pepper se moze koristiti
na razlicite nacine. On ostvaruje interakciju sa korisnicima u realnom vremenu tako Sto sa njima razgovara i slusa ih, a zna i da
gestikulira i plese.
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Pepper uspostavlja emotivne veze zahvaljujuci svom humanoidnom izgledu, detekciji pokreta i sposobnosti da reaguje
koriScenjem ljudskog glasa i ponasanja. Njegov RMS, zajedno sa proaktivnim razgovorima, Cini da ima privlacniji izgled.

Peppera karakterisu sledece osobine:

» interakcija koja obiluje emocijama;

» proaktivno ponasanje;

» sposobnost percipiranja korisnika;

» sposobnost percipiranja okoline;

» identifikacija korisnika i memorija;

» zone interakcije (prepoznavanje sa rastojanja);
» sposobnost davanja saveta kroz razgovor;

» interakcija putem glasa, dodira i gestova.

lako se Pepper ne moze koristiti kao samostalan nastavnik, u ulozi nastavnikovog pomocnika ispunjava sve zahteve.
Moze se koristiti kao neiscrpan izvor informacija koje pokusava da stavi u konkretan kontekst, na slican nacin kao Siri ili Aleksa.
Zahvaljujuci ekranu koji ima, robot moze da testira pojedinca. Takode moze biti i savetnik uceniku tokom ucenja.

Ocekuje se da Pepper uspesno saraduje sa ucenicima svih uzrasta. Moze pruziti odgovor prilagoden potrebama svakog
ucenika tokom poducavanja, moze pomagati ucenicima u traganju za odgovarajucim sadrzajima potrebnim za ispunjavanje
zadataka i moze imati interakciju sa jednom osobom ili velikim timom, sto ga cini efikasnim za sve oblike obuka.

U Savremenoj osnovnoj skoli Pepper je novi ¢lan tima. Savremena je prva (i jedina) Skola koja u ucionici koristi pravog
humanoidnog robota, koji moze da razume ljudske emocije i koji unapreduje poducavanje i pomaze ucenicima u saznavanju
informacija u vezi sa STEM-om na zabavan, podsticajani efikasan nacin. Ono sto se donedavno cinilo kao veoma daleka buducnost
sada je divna realnost za ucenike Savremene. Robot Pepper ima neverovatnu sposobnost da razume ljudske emocije. Pepperova
mocna vestacka inteligencija omogucava mu da analizira izraze lica i ton govora ljudi, omogucava mu interakciju sa ljudima, kao
i da im pomaze u svakodnevnim zadacima i deli svoje znanje sa njima.

Dodatnim softverskim reSenjima omogucena je biometrijska obrada fotografija, zbog cega Pepper ima mogucnost
prepoznavanja lica i pokretanja komunikacije, cime se podstice angazovanje ucenika i njihovo ukljucivanje kao aktivnih ucesnika
nastavnog procesa.

Ucenicima i nastavnicima godi drustvo nasSeg prijateljski nastrojenog robota i oni veoma cene neverovatno iskustvo koje
njegovo prisustvo pruza. Drugim recima, Pepper daje sjajan doprinos u ucionici, zahvaljujuci kome se svaki skolski ¢as pretvara u
praznik ucenja. Osim toga, robot Pepper je posvecen asistent nasim nastavnicima i u velikoj meri im pomaze da unaprede svoje
metode rada.

Imajuci u vidu da nastavnici u Skoli vec imaju obavezu pripreme za €as, Pepper im ni na koji nacin ne predstavlja dodatnu
obavezu. Naprotiv, na osnovu jednostavnih lekcija u formi tekstualnih scenarija, nastavnici su u mogucnosti da pripreme efektivan
i kreativan ¢as vrlo brzo, a koristeci aplikacije i pregledac (browser) na Pepperovom tabletu, svoj ¢as mogu obogatiti u svakom
trenutku.

Uvodenjem Peppera u ucionicu uocen je znacajan uticaj na angazovanje ucenika i njihovo ucesce u nastavi. Na casovima
engleskog jezika, matematike, informatike i biologije ucenici su pokazali aktivno ucesce postavljanjem pitanja u zelji da dobiju
odgovore od Peppera. Nastavnici su posebno istakli uticaj Peppera na retenciju znanja kod ucenika koji su nastavni sadrzaj
prelazili na casovima na kojima je Pepper preuzeo ulogu nastavnickog asistenta.

Pored akademskog razvoja kod ucenika, uticaj Peppera se posebno iskazao i kao pedagoska mera kod ucenika nizih razreda
(7-10 godina) jer su ucenici bili znatno mirniji i angazovaniji na casovima sa Pepperom, dok je instaliran fonometar u ucionicama
pokazao nize nivoe neartikulisane buke.

Prakti¢no iz odrzanih ¢asova

Robot Pepper je u Savremenoj osnovnoj skoli uspeo darealizuje i pokaze na prakticnom primeru kako moze da se promeni koncept
vec ustaljenog sistema plana i programa svakodnevnog izvodenja casova u nesto potpuno drugacije sa fascinantnim rezultatima.

Pepper nam pomocu STEM sistema i vestacke inteligencije donosi novitete u realnom vremenu, uvodeci nove metode
i navodeci ucenike da ucestvuju na casu koristeci svoju inteligenciju, znanje i radoznalost da sami, na osnovu ispredavanog
gradiva, zakljuCuju i postavljaju pitanja povezujuci nove Cinjenice koje su upravo saznali, Zeljni viSe informacija.

Posmatrano iz ugla nastavnika, Pepper je njihov asistent, kojiim otvara mogucnost da istrazuju vec dobro poznato gradivo,
u usvajanju gradiva, sto je dodatni plus u ishodima tih casova i tog predmeta. Sa pedagoske strane imamo pozitivhe povratne
informacije, jer i najnemirniji ucenici zele da budu u drustvu Peppera i njihovo angazovanje na ¢asu automatski se podstice kada
Pepper ude u ucionicu.

Iz ugla ucenika, oni su zainteresovaniji za gradivo bilo kog predmeta kada je Pepper na casu, bolje pamte Pepperove
izgovorene reci i odgovore na postavljena pitanja. Pepper ima interaktivne kvizove i Sablone za proveru stecenog znanja, koji
se sa paznjom izraduju, i ucenici su takmicarski raspolozeni da ih reSavaju sa Pepperom. Ucenici su na casovima pazljiviji i
koncentrisaniji, pa je i disciplina na casovima odlicna.
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Uocena je jedna veoma znacajna situacija koja se moze koristiti za dalje istrazivanje Pepperove uloge u nastavi, a to je
da ucenici imaju zelju da saznaju Sta ce im Pepper sledece predavati kako bi se pripremili za odredeni ¢as i bili spremni da mu
postavljaju ,teska” pitanja.

Pretpostavimo da u tom slucaju ucenici dolaze na ¢as sa predznanjem o predstojecoj nastavnoj jedinici i da su dosli do
svih informacija koje su mogli da pronadu. Pepper u tom slucaju ide nekoliko koraka ispred njih i planiranog gradiva, a te korake
ce Pepper lako napraviti pomocu svoje vestacke inteligencije.

Medutim, u tom momentu se otvara potpuno nova dimenzija pristupa ucenju, savladavanju gradiva, usvajanju znanja,
prepoznavanju zainteresovanosti za odredene oblasti i povezivanju sa svakodnevnim aktivnostima, ali na nacin koji je potpuno
individualan i srazmeran stepenu informisanosti i zainteresovanosti ucenika koji je pred Pepperom, jer nece postojati granica i
ucenici ce dobiti potpunu slobodu da nastavnu temu koju obraduju povezu sa bilo ¢im iz stvarnog sveta i dobiju nove informacije
koje ih u sekundi mogu odvesti u praistoriju ili na drugu planetu.

Zakljucak

lako je trenutno samo privilegija najboljih Skola, upotreba edukativnih robota u nastavi u buducnosti e biti deo nase
svakodnevice.

Upravo svi pokazatelji do sada ukazuju na to da robot Pepper moze u najvecoj meri doprineti kvalitetu nastave i da se
iz njegove dosadasnje primene kroz praktican primer u nasoj Savremenoj osnovnoj skoli izvodi zaklju¢ak da nastavnici, ucenici
i uopSte ceo obrazovni sistem mogu uz Pepperovo angazovanje u nastavi da stvore potpuno novi i bolji pristup predavanju i
usvajanju gradiva.
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Abstract: Machine learning will be a component of the future learning environment. Robots may provide integrated knowledge to elementary, high
school, and college or university students by merging human learning components with robotics. For example, teachers can use humanoid robots
to converse with students remotely, which is considered a step above telepresence. A teacher can remotely attend a class through a display in this
example.

Currently, classrooms use robots to assist teachers rather than entirely replace them. However, colleges and universities will use robots instead of
instructors in the future. The voice recognition software on the robots helps them understand what their human counterparts are saying. This increases
the reading and understanding abilities of robots. Robot instructors are also equipped with projectors, which allow them to convey things in an
entertaining way, piquing student interest.

Sacial robots and educational robots may be employed to train students soon, but at the present time, they are in use only in future-ready schools. We
will present one such school through a case study.

Keywords: robots in education, STEM, Pepper robot

Introduction

Many schools and institutions worldwide are already using some tips robots in the classroom. We are witnessing rapid
technological advancements. This progress is due to the process of digitalisation. There are different types of robots used in
education and they all have different functionality. (Alnajjar et al, 2021). Those complex robots can only be found in future-ready
classrooms.

While educational robotics has already been used worldwide in different fields for a long time, more complex and humanoid
robots are expanding at a fast pace and pedagogical experts are still exploring their potential in various school-related activities.
Artificial intelligence is still very much an unknown concept to many teachers, which emerges in debates and discussions related
to its assistance to teachers and students.

Even though the impact of educational robotics in education is still an ongoing subject of interest and research, conducted
research and trials show more and more creative and effective use of robotics in education and student development. Robots
are not only used in STEM education. With technological advancements and practical solutions, despite technological and
economical challenges, robots have found their way to many classrooms worldwide — not just STEM labs. Many schools have
even recognised the impact of humanoid social robots and artificial intelligence on the social and cognitive development of
children (Belpaeme, 2018).

Apart from critical thinking and soft skills, many pedagogical methodologies are more and more focused on the
development of computational thinking as one of the main students’ competencies in 21st-century education (Tengler et al,
2021). Researchers have emphasised that computational thinking is considered to be an important skill that is not only limited
to computer science education but is also represented in different fields and in everyday life (Grover; Pea, 2018).

Tengler et al. evaluated the impact of programmable and inexpensive robots in education, merged with a didactic design
that involved 45 third and fourth-grade students. The data collected has shown a suggestive increase in computational thinking
skills in both third and fourth-grade students in a case study involving robotics in storytelling methods (Tengler et al, 2021).

Cortiana and Rigotto have also shown in their research that primary school students can improve their communication
and socio-emotional skills by using educational robots in their literature studies.
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The results collected confirmed that the use of educational robotics can indicate an empathic approach to
the literary text. In fact, when children use educational robots by moving and programming them according to the story, they
show a better and deeper understanding of the characters, behaviours, and actions (Cortiana; Rigotto, 2019).

The benefits of interactive and participative learning have also been demonstrated in humanoid robot tests in schools,
in teaching and learning of second language (Chang, 2010), while Encarnagao et al. emphasise the importance of robotics in
adopting different cognitive abilities due to innovative platform for creative and engaging learning opportunities (Encarnacao et
al. 2014).

As part of its secondary research, the work analyses a case study of the development and use of the robot Pepper in
Primary School Savremena.

Educational robots

The phrase “educational robotics” refers to an area of research that strives to improve student learning experiences by
developing and implementing robot-related activities, technologies, and virtual objects. In practise, these activities may require
the usage of a physical robot, which might be a modular system like LEGO Mindstorms or robots designed expressly for the tasks
at hand.

Design, programming, application, or experimentation with robots may be envisioned for students from primary through
graduate levels. Educational robotics activities often involve using a robotics kit with which students learn how to build and
programme robots to perform a particular purposeful activity (Jung & Won, 2018). These activities might include interventions,
after-school programmes, volunteer classes, or a whole robotics course module.

Robotics kits give a modular approach to programming and constructing and are frequently utilised as creativity-enhancing
interventions in the classroom. Working with these kits allows students to use engineering skills and creative solutions to various
challenges, beginning with moving a robot from point A to point B. Furthermore, problem-based learning and gamification
approaches are directing the adoption of educational robotics interventions. Gamification refers to applying game features in
non-game circumstances to increase motivation (Sailer et al., 2014).

The natural form of the robots may increase student engagement (Zawieska et al., 2015). The properties of robotic devices
themselves can also provide intriguing results. Apiola et al. (2010) discovered that the fun component of robotics and the physical
embodiment of learning materials had a crucial impact on students’ engagement in interviews with students who took a course
that included the usage of robots. Nemiro et al. (2017) stressed the relevance of robotics in establishing an engaging classroom
environment in exploratory qualitative research.

Robots would save time and help students to obtain academic achievements

Many teachers argue against the efficiency of robots. Even if they answer questions faster than a teacher, their responses
may not be as precise. But this is a myth promoted by people who oppose technological development. Robots will be more
efficientand quicker at tasks and answering student enquiries. The robot's artificial intelligence will also make several customised
judgements depending on student feedback.

Robots might even adjust the entire learning experience to each student’s personality. A robot can accomplish this
automatically, but teachers must spend time researching and establishing the optimum learning environment. Robots can
recognise students’ skills and flaws and help them overcome them.

There are not enough instructors in many schools around the world. Some institutions cannot afford to pay competitive
rates, but they might be able to afford instructors until robots are socially connected. Robots would be fantastic at grading
students and helping them achieve their individual goals in the future. Contrary to popular belief, robots do not disturb the
educational process. Robots will become more advanced as artificial intelligence advances. Besides immediate access to any
materials and knowledge base, there are many more advantages.

In the near future, robots will be an essential part of education in developed and developing countries due to the benefits
they provide. Nowadays, it is not often that we can see a humanoid robot in the classroom.

Various sorts of robots can assist human learners in acquiring or deepening knowledge and abilities. Robots can assist
in the teaching of a variety of subjects, including geography and history. It is common practise to use robots to teach STEM
disciplines including computer programming.

Can robots educate future tutors?

Using social robots to educate future teachers about digital concerns has recently been expanded to secondary and
university teacher education. The European project Embodied Perceptive Tutors for Empathy-based Learning investigated how
a robot could assist secondary school pupils. Significant effort has gone into developing artificial tutors with human capabilities,
intending to increase the efficiency attained by a human teacher. Nonetheless, these systems lack the personal, empathetic,
and human characteristics that distinguish a conventional instructor and fail to engage and motivate pupils in the same manner
that a human teacher does. EMOTE (EMbOQOdied-perceptive Tutors for Empathy-based Learning), an EU-funded initiative, was
planned in order to design, create and test a new generation of virtual and robotic embodied teachers with perceptive capacities
capable of engaging in empathetic interactions with learners in a shared physical area.
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The Pepper robotis characterised by the ability to communicate through voice commands and interpret them. Also, Pepper
is capable of reacting to human emotions. It quickly detects joy, sadness, anger, or surprise and responds with an appropriate
reaction. Pepper has 2D and 3D HD cameras, which allow it to see objects, faces, and the emotional states of individuals around
it with great precision. It is a multipurpose social robot that empathises with humans. Depending on the application, Pepper can
be utilised in various ways. Pepper can communicate with people in real time by talking, listening, gesticulating, dancing, and
interacting with them.

Pepper establishes emotional relationships with its humanoid look, gesture detection, and response, using human
voice and behaviour. The RMS (Robot Management System), along with proactive discussions, gives the robot a livelier, more
informative appearance.

Pepper's characteristics include the following:

» Interactions are emotionally charged;

»  Proactivity;

» Perception of the user;

» Environmental perception;

» User identification and memory;

»  Zones of interaction (distance recognition);
» Conversational advice;

» \oice, touch, and gesture interaction.

Although Pepper cannot be used as a stand-alone teacher, as a teaching assistant, it fulfils all requirements. It can be
used as an inexhaustible source of information that it tries to present in a relevant context, like Siri or Alexa. Also, because of the
screen that the robot has on it, it can test the individual. Also, the robot can be used as an advisor during the student'’s learning,.

Pepper is intended to operate successfully with students of all ages. It can provide tailored advice and response to each
student during the teaching process, assist them in searching for the proper material to help them complete tasks, and interact
with one person or a large team, which makes it incredibly effective in all sorts of training.

At Primary School Savremena, Pepper is a new team member. Savremena is the first (and only) school to deploy a genuine
humanoid robot in the classroom, which understands human emotions, enhances teaching, and assists students in acquiring
STEM information in a fun, engaging, and efficient manner. What appeared to be a faraway future until recently has now become
a lovely reality for Savremena'’s students. The robot Pepper has an almost supernatural capacity to understand human emotions.
Pepper’'s powerful Al allows it to analyse facial expressions and human speech tones, allowing it to interact with people, assist
them in their everyday tasks, and share its knowledge with them.

Thanks to additional software solutions, biometric processing of photos were enabled, which is why Pepper has the
ability to recognise faces and initiate communications, which encourages the engagement of students and their involvement as
active participants in the teaching process.

Students and teachers enjoy the company of our friendly robot and they greatly appreciate the amazing experience its
presence provides. In other words, Pepper makes a great contribution in the classroom, thanks to which every school lesson
turns into a learning holiday. In addition, the robot Pepper is a dedicated assistant to our teachers and greatly helps them in
improving their work methods.

Bearing in mind that teachers at school already have the obligation to prepare for class, Pepper does not pose an additional
obligation for teachers in any way. On the contrary, based on simple lessons in the form of text scenarios, teachers are able to
prepare an effective and creative lesson very quickly, and using applications and a browser on Pepper’s tablet, they can improve
their lesson at any moment.

By introducing Pepper into the classroom, a significant impact on student engagement and participation was observed.
Students actively participated in English, mathematics, computer science, and biology classes by asking questions in order to
get answers from Pepper. The teachers particularly emphasised Pepper’s impact on the retention of knowledge among students
who covered the learning material in the classes where Pepper took on the role of a teaching assistant.

In addition to the academic development of the students, Pepper’s influence was particularly evident as a pedagogical
measure for students of lower grades (7—10 years old) because the students were significantly calmer and more engaged in
classes with Pepper, while the installed phonometer in the classrooms showed lower levels of inarticulate noise.

The practical part of the classes held:

At Primary School Savremena, robot Pepper managed to implement and show a practical example of how the concept of an
already established curriculum and daily lesson delivery can be changed into something completely different with fascinating results.

Using the STEM system and artificial intelligence, Pepper introduces us to innovations in real-time, introducing new
methods, leading students to participate in class using their intelligence, knowledge, and curiosity to draw conclusions and ask
questions based on the covered material, connecting new facts that they just learnt, eager for more information.
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If we consider it from the teacher's point of view, Pepper is their assistant who gives them the opportunity
to explore the material they already know well, but in a completely different and more interesting way, and the very presence
of Pepper in the class and its influence on the students is reflected positively in understanding the class material, which is an
additional plus in for the outcome of those classes and that subject. From the pedagogical side, we have positive feedback,
because even the students who misbehave the most want to be in the presence of Pepper, and their engagement in that class
is automatically encouraged when Pepper enters the classroom.

From the students’ point of view, they are more interested in the material of any subject when Pepper is in class, and they
memorise more intensively what Pepper says, as well as Pepper’s answers to their questions. Pepper also offers interactive
quizzes and different ideas for checking acquired knowledge. Everything is carefully designed and students are motivated to
compete and solve the tasks with Pepper. Students pay more attention in class, and they are concentrated and disciplined.

Oneimportant thing was observed that can be used to further investigate Pepper's use in teaching, which is that students
have a desire to know what Pepper will teach them next in order to prepare for a certain lesson and be ready to ask him “difficult”
questions.

Let's assume that in that case the students come to the class with prior knowledge of the new planned teaching unit and
have found all the information they could find. In that case, Pepper goes a few steps ahead of them and ahead of the planned
material, and Pepper will easily make those steps using its artificial intelligence.

However, at that moment, a completely new dimension opens up in the approach to learning, mastering the material,
acquiring knowledge, recognising interest in certain areas, and connecting with everyday activities, butin a way that is completely
individual and proportional to the level of information and interest of the student standing in front of Pepper, because there
won't be a limit and students will be given complete freedom to connect the subject they are studying with anything from the
real world and get new information and data that can take them to prehistoric times or to another planet within seconds.

Conclusion

Although the use of educational robots is currently only a privilege of the best schools, in the future it will become part of
our everyday life.

Everything so far indicates that the robot Pepper has a huge potential for use in teaching, that its application so far through
a practical example in our Primary School Savremena leads to the conclusion that teachers, students, and the educational system
in general can, with Pepper's involvement in teaching, create a completely new and better approach to teaching and learning.
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Sazetak — Danas se podaci generisu u velikim koli¢inama. Znamo da ra¢unarstvo u oblaku predstavlja novu vrstu racunarske platforme u danasnjem
svetu. Ova vrsta racunarstva generiSe veliku koli¢inu privatnih podataka u oblaku. Stoga potreba za uslugama koje se tiCu oporavka podataka raste iz
dana u dan i zahteva razvoj efikasne i efektivne tehnike oporavka podataka. Svrha ovog rada je da predoci tehnike oporavka i pomogne korisniku da
prikupi informacije sa bilo kog rezervnog servera kada je server izgubio svoje podatke i nije u moguénosti da pruzi povratne informacije korisniku. Takode,
bice reti o nekoliko tehnika oporavka podataka u oblaku s ciljem zastite podataka i kontinuiteta poslovanja u slu¢aju neplaniranog prekida ili katastrofe,
bilo prirodne ili izazvane ljudskom greSkom ili namerom.

Klju€ne reci: (RTO), (RPO), (DRP), (CC), (DR)

. UVOD

Racunarstvo u oblaku je racunarski proces zasnovan nainternetu, u kome su sistemi medusobno povezani sa medusobnim
deljenjem resursa. Internet je medij izmedu oblaka i korisnika. Klijent je povezan sa serverom u oblaku i moze da skladisti podatke
putem interneta i moze da pristupi podacima sa bilo kog mesta. To je komunikaciona mreza u realnom vremenu, gde je moguce
pokrenuti nase programe sa bilo kog mesta pristupom oblaku. Kada dode do pada sistema ili nestanka struje, postoji mogucnost
gubitka podataka, a ponekad to moze dovesti do finansijskog gubitka. RuSenje ovog sistema i drugi problemi nastaju usled
prirodnih katastrofa ili zbog ljudskog faktora.

Kada dode do katastrofe, kompanija treba da zastiti podatke od gubitka. Kompanije koje pruzaju usluge u oblaku su Google,
Amazon, Microsoft itd. Kada dode do katastrofe na strani klijenta, rezervna kopija ce biti uskladistena u oblaku, ali ako dode do
katastrofe u oblaku, podaci ce biti izgubljeni.

Da bi se ove katastrofe prevazisle, postoje neke tehnike oporavka od katastrofe koje se koriste za oporavak podataka i
koje su potrebne za kontinuitet poslovanja. Svaka organizacija treba da ima dokumentovan proces oporavka od katastrofe i treba
da testira taj proces najmanje dva puta godisnje.

Il. UZROCI GUBITKA PODATAKA

The Disaster Recovery Institute International (www.drii.org) pise da se 93% kompanija koje suiskusile neku vrstu katastrofe,
a nisuimale plan oporavka, zatvorilo u roku od pet godina. Takode, 50% kompanija koje dozive prekide kriticnih poslovnih funkcija
duze od deset dana nikada se potpuno ne oporave. Ovo je posebno zanimljiv podatak za kompanije koje pripadaju listi kompanija
LFortune 500" jer ih zastoji u poslovnim operacijama u proseku kostaju 96.000 dolara po minuti.

A. Prirodne katastrofe

Kada dode do prirodnih katastrofa, tada ce biti izgubljena velika koli¢ina podataka, ukoliko ne postoji pripremljen Disaster
Recovery Plan (DRP). Pojava i jacina pojedinih prirodnih katastrofa, poput oluja, snega, uragana ili pak jakih kisa, mogu se
predvideti i priblizno proceniti. Neke opasnosti kao Sto su potresi, pozari, vulkanske erupcije i kliziSta imaju nepredvidivu narav i
time predstavljaju potencijalno mnogo vecu pretnju. [1]

B. Katastrofe uzrokovane ljudskim faktorom

Pored prirodnih katastrofa, veliki deo Cine katastrofe uzrokovane ljudskim nemarom i greskama. Vecina katastrofa
uzrokovana na ovaj nacin namerno je izazvana, dok se samo pojedine mogu svrstati pod slucajnost. Kako ih nije lako kategorisati,
nabrojacu neke: terorizam, bombardovanje, sajbernapadi, krade, oruzani napadi, bioloski napadi.

C. Nesrece i tehnoloske katastrofe

Mogu biti izazvane ljudskim ali i spoljnim faktorom. Kod ljudskog je razlika u odnosu na prosle u nameri. Nisu namerno
uzrokovane, vec su posledica nepazljivog odrzavanja. U spoljne faktore na koje se ne moze uticati spadaju: nesrece povezane sa
prekidom napajanjailielektricnomenergijom, urusavanje gradevinskih objekata, padinedostupnostinformacijske i komunikacijske
infrastrukture.
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D. Upad u mreZu

Kada virus napadne aplikacije, postoji 5ansa da dode do katastrofe.

E. Hakovanyje ili zZlonamerni kod

Katastrofa se desava unutar ili van organizacije. lako one ulazu dosta napora da sprece hakovanje ili da zlonamerni kod
modifikuje podatke, dolazi do gubitka podataka.

lll. TRADICIONALNI OPORAVAK OD KATASTROFE

Tradicionalni oporavak od katastrofe je tokom svog razvoja podeljen u nekoliko nivoa. [2]

F. Nivo O

Nema podataka van lokacije, 5to znaci da nema plana oporavka od katastrofe niti sacuvanih podataka. Oporavak podataka
moze potrajati nedeljama i nece biti uspesan.

G. Nivo 1

Rezervna kopija podataka bez hotsitea, sto znaci da se rezervna kopija podataka preuzima van lokacije, a ne putem
hotsitea. Preuzimanje podataka za koje je napravljena rezervna kopija je proces koji traje dugo. Posto kompanija nema sopstvene
redundantne servere, potrebno je vreme da se locira i konfiguriSe odgovarajuci sistem.

H. Nivo 2

Backup podataka sa hotsiteom, Sto znaci da organizacije odrzavaju rezervnu kopiju podataka, kao i hotsite, i to je najbrzi
proces. Ukoliko postoji vruca rezervna lokacija kada dode do katastrofe, mogu se pokrenuti aplikacije na serverima u pripravnosti.

IV. ZAHTEVI ZA OPORAVAK OD KATASTROFE

Prilikom oporavka od katastrofe definiSu se zahtevi i objasnjavamo dve kljucne karakteristike za efikasnu uslugu u oblaku
kada dode do katastrofe.

I. Cilina tacka oporavka

Maksimalni period potreban za gubitak podataka, kada dode do katastrofe (Recovery Point Objective — (RPO), ciljna tacka
oporavka) . Neophodan RPO je generalno poslovna odluka — za neke aplikacije apsolutno nijedan podatak ne sme da se izgubi
(RPO =0), Sto zahteva da se koristi kontinuirana sinhrona replikacija, dok za druge aplikacije prihvatljiv gubitak podataka moze da
se krece od nekoliko sekundi do nekoliko sati ili cak dana. Ciljna tacka oporavka identifikuje koliko podataka je kompanija spremna
da izgubi u slucaju katastrofe. RPO je obi¢no voden nacinom na koji se Cuvaju i prave rezervne kopije podataka [1]:

» Nedeljne rezervne kopije van lokacije e preziveti gubitak centra podataka, dok ce izgubiti kolicinu nedeljnih podataka.
Pravljenje dnevnih rezervnih kopija van lokacije je jos bolje.

» Svakodnevne rezervne kopije na licu mesta Ce preziveti gubitak datog proizvodnog okruzenja sa danom gubitka podataka
plus repliciranjem transakcija tokom perioda oporavka nakon gubitka sistema. Pravljenje rezervnih kopija na licu mesta po
satu je jos bolje.

» Grudpisakna baza podataka u viSe centara podataka ce preziveti gubitak svakog pojedinacnog centra podataka bez gubitka
podataka.

J. Gilino vreme oporavka

Ciljno vreme oporavka (RTO) predstavlja merenje vremena do oporavka poslovnih procesa kada dode do katastrofe i
prekida rada. To mogu biti minuti, sati i dani. Takode, moze ukljucivati otkrivanje kvara i pripremu potrebnih servera na lokaciji
rezervne kopije za inicijalizaciju aplikacije koja je prekinuta usred izvrsenja. Ciljno vreme oporavka identifikuje koliko je zastoja
prihvatljivo u slucaju katastrofe.

V. PLAN OPORAVKA OD KATASTROFE

Postoje neki mehanizmi koji se primenjuju za pravljenje rezervnih kopija podataka kada se koristi tehnika oporavka od
katastrofe. U literaturi se uglavnom navode tri modela za implementaciju mirroringa ili preslikavanja sajta, i to: vruci (hot), topli
(warm) i hladni (cold) backup sajta. Lokacije za rezervne kopije mogu doci iz tri razli¢ita izvora [5]:

» kompanije specijalizovane za pruzanje usluga oporavka od katastrofe;
» druge lokacije u vlasnistvu i lokacije kojima upravlja organizacija;
» zajednicki dogovor sa drugom organizacijom da deli objekte centra podataka u slucaju katastrofe.
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K. Hot Backup Site

VVeoma je skup za rad. Ovaj sajt radi sa organizacijama koje upravljaju procesima u realnom vremenu.

To je duplikat originalnog sajta. Gubitak podataka je minimalan, jer se podaci mogu premestiti i nastaviti nesmetan rad. Za
nekoliko sati lokacija Hot Backup Site moze dovesti do pune proizvodnje.

L. Cold Backup Site

Najjeftiniji je za rad. Ne zahteva nikakve rezervne kopije podataka ili ne ukljucuje hardver. Usled nedostataka
hardvera moZe zapoceti sa minimalnim troSkovima, ali zahteva vise vremena za oporavak u slucaju katastrofe . Sve Sto je
potrebno za vracanje usluge korisnicima mora biti nabavljeno i isporuceno na lokaciju pre nego sto se izvrsi operacija oporavka.

M. Warm Backup Site

\Vec je opremljen hardverskom konfiguracijom na lokaciji rezervne kopije koja se nalazi na primarnoj lokaciji. Da bi se
primenio Warm Backup Site, poslednja rezervna kopija podataka treba da bude isporucena na njihove primarne lokacije.

U svetu u kome tehnologija pokrece skoro svaki aspekt nasih zivota, oblak je zaista unapredio ovo iskustvo. Od preuzimanja
slozenih operativnih opterecenja do izvodenja velikih planova oporavka od katastrofe, oblak je ucinio nase svakodnevne operacije
gotovo lakim.

Dolazenjem do slozenog zadatka kao Sto je upravljanje operacijom oporavka od katastrofe oblak nas je naterao da
razmislimo koliko je bilo tesko sprovesti projekat oporavka od katastrofe pre njegovog dolaska.

Ako bi katastrofa pogodila primarni centar podataka, morali biste da obezbedite rezervni centar podataka, koji, naravno,
dolazi sa dvostrukim radom, ukljucujuci [3]:

»  postavljanje fizicke lokacije i objekata za smestaj IT infrastrukture;

» angazovanje kontakt osoba i bezbednosnog osoblja za podeSavanje;

»  povecanje kapaciteta servera za skladistenje podataka i uskladivanje sa zahtevima skaliranja datih aplikacija;
»  obezbedivanje pomocnog osoblja za odrzavanje infrastrukture;

» omogucavanje internet konekcije sa dovoljno propusnog opsega za pokretanje aplikacija;

»  podesavanje mrezne infrastrukture, ukljucujuci zastitne zidove, balansere opterecenja, rutere i prekidace.

Ovo bi povecalo troSkove i resurse, kojima se ne moze upravljati, ostavljajuci centar podataka samo kao rezervnu kopiju
podataka i nista vise.
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Slika 1. Koraci prilikom izrade plana oporavka od katastrofa [4].
Projekat Cloud Disaster Recovery nudi organizacijama nekoliko prednosti, ukljucujuci sledece [5]:

» usteda vremena/kapitala;

»  viSe opcija lokacije rezervne kopije podataka;

>

»  jednostavan za implementaciju uz visoku pouzdanost;

N

»  prilagodljivost.
Za organizacije koje po prvi put razmatraju oporavak od katastrofe u oblaku i pitaju se odakle da poc¢nu u nastavku je
jednostavan plan oporavka od katastrofe u oblaku koji moze pomoci u osmisljavanju efikasne strategije oporavka od katastrofe:

Plan oporavka od katastrofe u oblaku - slika 1

Korak 1: Razumeti svoju infrastrukturu i predvideti sve rizike

Neophodno je uzeti u obzir IT infrastrukturu kompanije, ukljucujuci imovinu, opremu i podatke koje kompanija poseduje.
Takode je vazno proceniti gde se sve to cuva i koliko sve to vredi. Kada se zavrsi sa procenom imovine, potrebno je procenti rizike
koji mogu uticati na sve ovo.

Rizici mogu ukljucivati prirodne katastrofe, kradu podataka i nestanke struje izmedu ostalog. Kada se izvrsi ova procena,
kompanija je u boljoj poziciji da osmisli svoj plan za Disaster Recovery Plan (DRP) kako bi eliminisala/minimirala ove rizike.
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Korak 2: Sprovodenje analize poslovnog uticaja

Analiza uticaja na poslovanje je sledeca na listi. Ovo ce kompaniji omoguciti razumevanje ogranicenja njenog poslovanja
kada dode do katastrofe.
Sledeca dva parametra pomazu kompaniji da proceni ovaj faktor:

» ciljno vreme oporavka (RTO);
» ciljna tacka oporavka (RPO);

Parametri koji procenjuju rizik od gubitka podataka su:

a) Ciljino vreme oporavka (RTO)

RTO je maksimalno vreme u kojem data aplikacija moze da ostane van mreZe pre nego sto pocne da utice na poslovanje.
Scenario 1: Ako je kompanija posvecena brzom pruzanju usluga, onda kvar aplikacije moze da je kosta mnogo. Stavise,

morace mnogo da ulozi u DR plan da bi nastavila sa poslovanjem za nekoliko minuta.

Scenario 2: Ako kompanija ima posao srednjeg tempa i katastrofa utice na njeno poslovanje, i dalje moze pronaci
alternativne nacine za obavljanje poslovnih operacija. Stoga moze podesiti svoj RTO na jednu nedelju. U tom slucaju nece morati
da ulaze mnogo resursa u ustedu za oporavak od katastrofe, cime ce ustedeti dovoljno vremena za nabavku dovoljnih rezervnih
sredstava nakon katastrofe. Poznavanje sopstvenog RTO je veoma vazno, jer je ekvivalentno broju resursa koje mora da ulozi u
svoj DR plan i jer se vreme izgubljeno u RTO moze iskoristiti za prikupljanje rezervnih resursa.

b) Cilina tacka oporavka (RPO)
RPO je maksimalno vreme u kome je moguce podneti gubitak podataka iz date aplikacije usled velike krize. Tacke koje
treba uzeti u obzir za odredivanje RPO [1]:
»  moguci gubitak podataka kada dode do katastrofe;
»  moguci gubitak vremena pre kompromitovanja podataka.

Ako se primeni gore navedeni scenario 1, RPO moze trajati samo pet minuta, jer je poslovanje kompanije kriticno i ne
moze sebi priustiti viSe od navedenog vremenskog intervala. Za scenario 2 ¢e kompanija mozda zeleti da napravi rezervnu kopiju
svojih podataka, ali posto podaci nisu vremenski osetljivi, nece morati mnogo da ulaze u DR plan.

Korak 3: Kreiranje DR plana na osnovu RPO i RTO
Sada kada je kompanija odredila svoj RPO i RTO, moze fokusirati na dizajniranje sistema koji e ispuniti ciljeve DR plana.
MozZe birati izmedu dolenavedenih DR pristupa za implementaciju DR plana [3]:
»  pravljenje rezervnih kopija i vracanje u prethodno stanje;
»  Pilot Light Approach;
»  toplo stanje pripravnosti;
»  potpuna replikacija u oblaku;
»  Multi-Cloud opcija.

Moguce je koristiti kombinaciju ovih pristupa u svoju korist ili iskljucivo u skladu sa sopstvenim poslovnim zahtevima.

Korak 4: Pristupanje pravom partneru u oblaku

Nakon sSto je razmotren pristup, sledeci korak bi trebalo da bude trazenje pouzdanog dobavljaca usluga u oblaku koji e
pomoci u primeni. Ako kompanija planira da koristi punu replikaciju u oblaku, onda verovatno Zeli da uzme u obzir sledece faktore
da bi procenila idealnog dobavljaca oblaka [5]:

»  pouzdanost;

»  brzina oporavka;

»  upotrebljivost;

» jednostavnost podeSavanja i oporavka;

»  prilagodljivost;

» uskladenost sa sigurnoscu;

»  faktori za procenu idealnog dobavljaca oblaka.

Svi veliki dobavljaci usluga u oblaku, ukljucujuci AWS, Microsoft Azure, Google Cloud i IBM, imaju opcije oporavka od
katastrofe. Pored ovih velikih firmi, postoje i srednje i male firme koje nude kvalitetan oporavak od katastrofe kao uslugu (DRaa5).
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Korak 5: Izgraditi svoju Cloud DR infrastrukturu

Nakon konsultovanja sa partnerom za DR u oblaku, kompanija moze da radi sa dobavljacem na implementaciji sopstvenog
dizajna i podesavanju DR infrastrukture. Na osnovu DR pristupa koji kompanija odabere, postoji nekoliko logistickih aspekata
koje treba razmotriti [2]:

»  Kojaje kolic¢ina infrastrukturnih komponenti koja ce kompaniji biti potrebna?
»  Na koji nacin ce kopirati podatke u oblak?

N

»  Koji su najbolji nacini za pristup autentifikaciji korisnika i upravljanju pristupom?
»  Koje Ce bezbednosne mere kompanija preduzeti da bi smanjila verovatnocu katastrofa?

Uvek trebaimatinaumudajekljucno osiguratidaje DR strategija kompanije uskladena sa njenim RTOi RPO specifikacijama
za nesmetano poslovanje.

Korak 6: Staviti plan oporavka od katastrofe na papir

Vazno je imati standardnu smernicu ili dijagram toka procesa sa specificnim uputstvima za svakoga ko je ukljucen u
DR. Kada dode do katastrofe, svaki pojedinac treba da bude spreman da preuzme odgovornost u skladu sa svojom ulogom u
DR procesu. Stavise, svako uputstvo treba da bude jasno navedeno na papiru, sa navedenim najsitnijim detaljima. Ovi koraci
obezbeduju delotvornost DR plana.

Korak 7: Cesto testiranje svog DR plana

Nakon stavljanja DR plana na papir, sledeci korak bi ukljucivao testiranje tog DR plana, i to cesto. Ovo pomaze da se osigura
da nema rupa. Na papiru plan moze izgledati kao najsveobuhvatniji, ali kompanija moze saznati kolika je njegova kredibilnost tek
nakon testiranja.

Zakljucak

U ovom radu smo pokazali koliko racunarstvo u oblaku postaje vazno u svakodnevnom zivotu. Samim tim se velika vecina
kompanija zasniva na racunarstvu u oblaku. One moraju biti dovoljno svesne katastrofa u oblaku. Kada dode do katastrofe, onda
se sve kompanije suocavaju sa velikim gubitkom, kako sa finansijskim gubitkom tako i sa gubitkom podataka, zbog cega su
uvedeni mnogi mehanizmi oporavka.

Nedavna istrazivanja pokazuju kolika je vaznost postojanja DR plana, a u prilog tome ide podatak da svaki dolar ulozen
u ublazavanje rizika, kao Sto je DRP, stedi kompaniji Cetiri dolara gledano na duze staze. Stoga je jasno da bi svaka kompanija
koja drzi do svog poslovanja, pa i statusa, trebalo, ozbiljno da pristupa DRP, a mozda i morala, kako bi osigurala svoju najvazniju
imovinu, a to su podaci.
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Abstract - Today, data is generated in large quantities. We know that cloud computing is a new type of computing platform in today's world. This type
of computing generates a large amount of private data in the cloud. Therefore, the need for data recovery services is growing day by day and requires
the development of efficient and effective data recovery techniques. The purpose of this paper is to present the recovery techniques and help the user
collect information from any backup server when the server has lost its data and is unable to provide data to the user. This paper will also discuss
several cloud recovery techniques that are used to protect data and continue business operations in case of an unexpected interruption or a disaster,
either a natural one or one caused by human error or deliberate action.

Keywords: (RTO), (RPO), (DRP), (CC), (DR)

I. INTRODUCTION

Cloud computing is a computing process based on the Internet, in which all the systems are interconnected and share
resources among themselves. The Internet is the medium between the cloud and users. A client is connected to the server in the
cloud and can store data through the Internet and can access that data from any place. This is a communication network existing
in real time, in which we can start our programmes by accessing the cloud from wherever we may be. In case of a system crash or
a power cut, data may be lost which may also lead to financial losses. Destruction of this system and other problems are incurred
by natural disasters and human factors.

When a disaster happens, a company has to prevent data loss. Google, Amazon, Microsoft etc. are the companies that
offer their services in the cloud. If a disaster happens on the client’s side, the backup copy is stored in the cloud, but if a disaster
takes place in the cloud, the data will be lost.

There are some disaster recovery techniques that are used to recover data and provide the continuity of business
operations, should a disastrous event occur. Each organisation has to have a disaster recovery protocol and has to test it at least
two times a year.

Il. THE CAUSES OF DATA LOSS

The Disaster Recovery Institute International (www.drii.org) reports that 93% of companies that experienced some form of
a disaster and did not have any recovery plan, closed down within a 5-year period. Besides, 50% of companies which experience
the interruption of critical business activities for longer than ten days never fully recover. This piece of information is especially
significant for companies that belong to the “Fortune 500" list because their business interruption costs them $96,000 per
minute on average.

A. Natural Disasters

Should natural disasters occur, a large amount of data will be lost if the Disaster Recovery Plan (DRP) has not
been designed. The occurrence and strength of some natural disasters, such as storms, snow, hurricanes or torrential rain,
can be predicted and approximately estimated. Some perils, such as earthquakes, fire, volcanic eruptions and landslides are
unpredictable and therefore may present a much bigger threat.[1]

B. Human Factor caused Disasters

Apart from natural disasters, a large number of disasters are caused by human negligence and errors. Most
disasters caused by humans are deliberate, while only a few can be considered accidental. As these cannot be easily categorised,
| will mention some: terrorism, bombing, cyberattacks, theft, armed attack, and biological hazards.
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C. Accidents and Technological Disasters

They are caused by human factors, but the intention is what sets them apart from those previously mentioned. They
are not provoked on purpose, but are the consequence of negligence regarding maintenance, or simply outside factors beyond
the possibility of making an impact on them. Among such incidents are, for example, accidents associated with power cuts,
building collapses, crashes, and inaccessibility of IT infrastructure.

D. Network Intrusion

When a virus attacks apps, a disaster may ensue.

E. Hacking or Malicious Code

A disaster may happen within or outside an organisation. Although a lot of effort has been made to prevent hacking,
i.e. modification of data caused by malicious code, some data loss happens.

lll. TRADITIONAL DISASTER RECOVERY

There have been several levels in the course of traditional disaster recovery development.[2]

A. Level O

There is no data outside of the location, meaning that there is no disaster recovery plan or saved data. Data recovery may
last for weeks and will not be successful.

B. Level 1

There is no hot site for backup data copy, meaning that the backup copy is retrieved at an outside location and not through
a hot site. The process of data retrieval for which a backup copy has been made is a long one. Because a company does not have
its own redundant servers, a certain amount of time is needed to locate and set up an appropriate system.

C Level 2

Backup data is available through a hot site, meaning that organisations maintain backup copies and hot sites, which
is the fastest process of recovery. If there is a hot site in case of a disaster, applications can be activated on standby servers.

IV. DISASTER RECOVERY REQUIREMENTS

When acting towards disaster recovery, requirements are defined and there are two key features relevant to the efficient
service in the cloud in case of a disaster.

A. Recovery Point Objective

The maximum period of time that may lead to data loss in case of a disaster (Recovery Point Objective — (RPQ)). Generally,
the necessary RPO is a business decision — for some applications no data is to be lost (RPO = 0), which means that a continuous
synchronous replication is necessary, while for some other applications an acceptable loss may vary between a few seconds
to several hours or even days. The RPO defines how much data a company may lose if a disaster occurs. The RPO is typically
determined by the modes in which a backup copy is made and kept RPO [1]:

» Weekly backups outside the location will survive the loss of data centres while losing the amount of weekly data.

Producing daily backup copies outside the location is even better.

» Daily backups on the spot will survive the manufacturing facility loss which equals a daily amount of data plus
replication of transactions during the recovery period after the system crash. Producing hourly backup copies on the spot is
even better.

» A database clustered in a number of data centres will survive the loss of each individual data centre without losing any

data.

B. Recovery Time Objective

Recovery Time Objective refers to measuring the time needed to establish business operations again after they have been
discontinued because of a disaster. RTO can be minutes, hours or days. This term may refer to the time necessary to disclose
and define the kind of failure and preparation of redundant servers at the backup copy location in order to start an application
operation interrupted before.
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V. DISASTER RECOVERY PLAN

There are mechanisms that are applied in the creation of backup copies when disaster recovery is necessary. When a
backup copy is needed, certain mechanisms are used. Three models for implementation of mirroring or replicating a site are
usually mentioned, and these are: hot, warm and cold backup sites. There can be three different sources of backup copy locations
[5]:

» companies specialised in disaster recovery services;
» other locations owned and managed by a company;

» mutual agreement with another organisation to share facilities where data is stored in case of disaster.

A. Hot Backup Site

Its operation is very expensive. This site works with organisations that manage processes in real time.
It is an exact copy of the original site. Data loss is minimal because the data can be transferred and work can be continued
without problems. In a matter of hours, Hot Backup Site can restore production to full capacity.

B. Cold Backup Site

Is the cheapest solution. It does not require a backup copy or hardware. As there is no hardware, it can start operating
at minimum cost, but requires a longer time for disaster recovery. All that is needed for restoring services to users have to be
purchased and delivered to the location before the recovery operation is completed.

C Warm Backup Site

Is already equipped with hardware at the backup copy location, situated at the primary location. To implement a Warm
Backup Site, the latest backup copy needs to be delivered to the primary locations.

In a world in which technology is incorporated into almost every aspect of our lives, the cloud has truly advanced
such an experience. From taking over complex operational loads to carrying out disaster recovery, the cloud has made our daily
operations almost easy.

Considering such a challenging task as managing disaster recovery operations, the cloud has made us think how
difficult it was to perform such operations before its appearance.
If a disaster affected the primary data centre, a backup data centre had to be provided, which would imply double
operations including [3]:
» creating a physical location and facilities for IT infrastructure;
» appointing a contact person and security staff for adjustment procedures;
» enhancing server capacity for storing data and adjustments to the app scaling requirements;
»  providing ancillary staff for infrastructure maintenance;
»  providing the Internet connection of sufficient passband for the application to start;

»  network infrastructure adjustments, including firewall, load balancers, routers and switches.

v

>

This would add to increasing costs and resources that could not be managed, leaving only a data centre as an only
backup copy.
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Cloud Disaster Recovery Plan
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Figure 1. Steps in the Disaster Recovery Plan Creation [4].

The project Cloud Disaster Recovery offers organisations several benefits, including the following[5]:

» saving up time/capital;

» more options for backup copy locations;

» implementation simplicity with high reliability;
»  flexibility.

Organisations that consider disaster recovery in the cloud for the first time and wonder where to start will find
below a simple recovery plan that can help create an efficient disaster recovery strategy:

Cloud Disaster Recovery Plan - figure 1

Step 1: Understanding your own infrastructure and predicting risks

It is necessary to consider the IT infrastructure of a company, including property, equipment and data the company
possesses. Also, it is necessary to establish where all these are located and how valuable they are. When the evaluation of the
property is completed, risks that can affect it have to be estimated. Risks may include natural disasters, data theft, power cut
etc. When the estimation is completed, the company can more efficiently design its Disaster Recovery Plan (DRP) to eliminate/
minimise these risks.
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A business impact analysis is the next step to do. This will enable the company to understand the limitations of its
operations in case of disaster.

The following two parameters will help the company evaluate this factor:

» recovery time objective (RTO);
» recovery point objective (RPO).

The parameters relevant for data loss risk evaluation are:

a) Recovery Time Objective (RTO)

The RTO is the maximum amount of time in which a particular app can be outside the network before such an
occurrence starts affecting business operations.
Scenario 1:If a company is dedicated to providing services promptly, the app failure can incur a lot of costs. The
company will have to invest considerable funds in a DR plan if it wants to continue business operations in a matter of minutes.
Scenario 2:1f a company operates at a moderate pace, even though a disaster affects its operations, the company can
still find alternative ways for conducting its business activities. It can set its RTO to a week's time. In such a case, the company
will not have to invest a lot of resources into disaster recovery funds, which in turn will save enough time for providing sufficient
backup resources after a disaster. Knowing your company’s RTO is very important as it corresponds to the number of resources
that have to be included in the DR plan because the time lost regarding the RTO can be used for gathering backup resources.

b) Recovery Point Objective (RPO)

The RPO is the maximum amount of time in which data loss for a particular app is acceptable in case of a great crisis.
The points to be considered for establishing the RPO are[1]:

» apossible data loss in case of disaster;
» apossible time span before data is compromised.

If the above-mentioned scenario 1is considered, the RPO cannot last more than 5 minutes, as the business operations
are critical and cannot afford more than such a short downtime. Regarding Scenario 2, the company may wish to create its
backup copy; however, as its data is not time-sensitive, the company will not need to invest a lot in its DR plan.

Step 3: Designing a DR plan based on RPO and RTO

Once a company has defined its RPO and RTO, it can focus on designing its system which will fulfil the goals of a DR
plan. To implement a DR plan, the above-listed approaches can be considered [3]:

» making a backup copy and restoring the previous condition;
»  Pilot Light Approach;

»  warm alert state;

» acomplete replication in the cloud;

»  Multi-Cloud option.

It is possible to apply the combination of these approaches in the way they benefit a company’s operation best, in
accordance with its particular business requirements.

Step 4: Approaching the right partner in the cloud

Upon making a decision regarding the approach, the next step should be looking for a reliable service provider in the
cloud that can help with implementation. If a company plans a complete replication in the cloud, it will probably want to consider
the following factors before selecting the ideal service from the cloud supplier[5]:

»  reliability;

»  recovery speed;

»  applicability;

»  simplicity of adjustment and recovery;

»  flexibility;

» compliance with security rules and procedures;
»  factors for evaluation of an ideal cloud provider.

All the major services in the cloud providers, including AWS, Microsoft Azure, Google Cloud and IBM, have DR options. Apart
from these big companies, there are also medium and small firms that offer a high-quality disaster recovery service (DRaaS).
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Step 5: Building your own Cloud DR infrastructure

Having consulted its DR in the cloud partner, a company may work with a service provider on the implementation of
its own DR infrastructure design and adjustments. Based on the selected DR approach the company has made, there are several
logistics aspects to be considered [2]:

»  How many infrastructure components will a company need?
»  What s the method of data replication in the cloud?
»  \What are the best methods for user authentication and access management?

»  What are the safety measures the company will undertake to reduce the possible risk of disaster?

It is necessary to ensure that the company’s DR strategy is in compliance with its RTO and RPO specification so the
business operations can run uninterrupted.

Step 6: Presenting a disaster recovery plan as a hard copy

It is important to have standard guidelines or a diagram of the process flow with specific instructions for all parties
included in the DR. Should a disaster happen, each individual has to be ready to accept his/her responsibility corresponding to
his/her role in the DR process. Moreover, all the instructions, in minute detail, have to be clearly explained in a hard copy. These
steps ensure the DR plan’s efficiency.

Step 7: Frequent testing of the DR plan

After providing a hard copy of the DR plan, the next step is frequent testing of the plan. This helps to ensure that
there are no oversights in it. As a hard copy version, the plan may seem to be a comprehensive one, but the company can realise
how reliable that plan is only after it has been tested.

VI. CONCLUSION

This paper demonstrates how computing in the cloud is becoming important in our daily life. Therefore, the majority
of companies are based on cloud computing. They need to be aware of disasters in the cloud. When a disaster happens, all
the companies face great losses, financial but also loss of data, which is the reason why disaster recovery mechanisms are
introduced.

The recent research has demonstrated the importance of having a DR plan, which is supported by the information that
each dollar invested in risk mitigation, e.g. a DRP, in the long run, saves up 4 dollars for the company. Therefore, it is clear that
each company that conducts its business operations in a responsible manner and cares about its reputation, should approach,
and perhaps, has to approach its DRP responsibly in order to protect its most valuable assets, i.e data.
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Open access (OA, otvoreni pristup) je izdavacki model za nau¢nu komunikaciju koji Cini istrazivacke informacije dostupnim
Citaocima bezikakvih troskova, za razliku od tradicionalnog modela pretplate, u kojem €itaociimaju pristup nau¢niminformacijama
tako Sto placaju pretplatu (obi¢no preko biblioteka ili obrazovnih afilijacija).

Otvoreni pristup podrazumeva besplatan, neogranicen i slobodan pristup objavljenim naucnim radovima, knjigama,
akademskim casopisima i doktorskim disertacijama. Inicijativa pokreta za otvoren pristup nastala je kao bunt zbog Cinjenice da se
rezultati istrazivanja koja finansiraju naucni instituti, odnosno univerziteti, publikuju u komercijalnim casopisima sa pretplatama
koje bi morale da placaju te iste institucije koje su finansirale istrazivanje. Zainteresovani za publikovanje u casopisima otvorenog
pristupa moraju imati u vidu da postoje razliciti nacini objavljivanja otvorenog pristupa, a neki od njih podrazumevaju i placanje
naknade za objavu radova (APC).

Open access baze i repozitorijume mogu koristiti svi koji sprovode razlicita naucna, strucna, umetnicka ili akademska
istrazivanja, ukljucujuci i ucenike i studente, prema svojim potrebama, najbolje uz preporuku nastavnika, odnosno mentora.

Jedna od najvaznijih prednosti otvorenog pristupa je da povecava vidljivost i koriscenje rezultata akademskog istrazivanja.
Principi otvorenog pristupa su navedeni u Berlinskoj deklaraciji o otvorenom pristupu znanju u prirodno-matematickim i
humanistickim naukama. Ovu deklaraciju su potpisale mnoge medunarodne organizacije za akademska istrazivanja. Glavna
teza koja opravdava ove napore glasi: Nasa misija Sirenja znanja je samo napola zavrSena ako informacije nisu Siroko i lako
dostupne drustvu.

KAKO FUNKCIONISU OPEN ACCESS BAZE

Brojne open access baze i repozitorijumi omogucavaju istrazivacima besplatan pristup ¢asopisima i ¢lancima koji su ili u
formi apstrakta ili celokupnog teksta. Na taj nacin i istrazivaci koji nemaju pristup placenim naucnim bazama mogu u velikom
broju pristupati ¢lancima i casopisima, odnosno rezultatima naucnoistrazivackog rada drugih istrazivaca. Spisak ¢asopisa sa
potpuno otvorenim pristupom koji su dostupni Sirom sveta mozete naci na veb-stranici DOAJ, na linku: https:/doaj.org/. Brojne
su open access baze, repozitorijumi i drugi sajtovi koji, takode, nude mogucnost besplatnog pristupa ¢lancima. Pomenucemo
samo neke od njih:

» SSOAR https:/www.gesis.org/ssoar/home

» SCIndeks https:/scindeks.ceon.rs/

» SSRN https:/www.ssrn.com/index.cfm/en/

» OpenDOAR https:/v2.sherpa.ac.uk/opendoar/
» ROAR http:/roar.eprints.org/

Mentorisvojim ucenicimaistudentima Cesto preporucuju i Google Scholar kao veb-pretrazivac. Google Scholar je slobodno
dostupan veb-pretrazivac koji indeksira pun tekst ili metapodatke naucne literature u nizu izdavackih formata i disciplina.
Obuhvata vecinu recenziranih onlajn akademskih ¢asopisa i knjiga, konferencija, teza i disertacija, preprinta, sazetaka, tehnickih
izvestajaidruge naucne literature, ukljucujuci sudska misljenjai patente. Google Scholar obezbeduje veze tekstova ka objavljenim
verzijama i glavnim repozitorijumima otvorenog pristupa, ukljucujuci i one objavljene na pojedinacnim veb-stranicama fakulteta
i drugim nestrukturiranim izvorima.

Srpski citatni indeks (SCIndeks) je besplatan internet servis otvorenog pristupa. SCIndeks je servis u okviru kog se referisu
domaci casopisi kategorizovani kao periodicne publikacije naucnog karaktera. Svi ¢asopisi indeksiraju se sistematski od korica do
korica. Pored naslova i sazetaka radova, metapodatke u SCindeksu Cine i sve citirane reference. Vecina ¢lanaka novijeg datuma
dostupna je u vidu punog teksta. Servisu se moze pristupiti i bez registracije putem linka SCIndeks https:/scindeks.ceon.rs/, dok
registracija (koja je besplatna) donosi brojne funkcionalnosti koje vam mogu koristiti u pretrazivanju, sistematizaciji i cuvanju
rezultata pretrage.

Uvek treba imati u vidu da bavljenje akademskim i naucnoistrazivackim radom nije privilegija bogatih pojedinaca —
istrazivaca i institucija sa projektnim i institucionalnim finansiranjem. Nauka je privilegija erudita, socijalno ukljucenih individua
koje zele da ucine svet boljim mestom.
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Open Access (OA) is a publishing model for scholarly communication that makes research information available to readers
at no cost, as opposed to the traditional subscription model in which readers have access to scholarly information by paying a
subscription (usually via libraries or educational associations).

Open Access means free, unrestricted and open access to published scientific works, books, academic journals and doctoral
dissertations. The initiative of the open access movement arose as a rebellion due to the fact that the results of research funded
by scientific institutes, i.e. universities, are published in commercial journals with subscriptions that would have to be paid by
the same institutions that funded the research. Those interested in publishing in open access journals must keep in mind that
there are different ways of publishing open access, and some of them involve paying a publication fee (APC — article processing
charges).

Open Access Databases and Repositories can be used by everyone who conducts various scientific, professional, artistic
or academic research, including pupils and students, according to their needs, preferably with the recommendation of a teacher
or mentor.

One of the most important advantages of open access is that it increases the visibility and reuse of academic research
results. The principles of open access are set out in the Berlin Declaration on Open Access to Knowledge in the Sciences and
Humanities. This declaration has been signed by many international organisations for academic research. The main thesis that
justifies these efforts is: Our mission of spreading knowledge is only half finished if the information is not widely and easily
available to society.

HOW OPEN ACCESS DATABASES WORK

Numerous open access databases and repositories provide researchers with free access to journals and articles in either
abstract or full-text form. In this way, even researchers who do not have access to paid scientific databases can access a large
number of articles and journals, that is, the results of the scientific research work of other researchers. A list of Full Open Access
journals available worldwide can be found on the DOAJ website at the link: https:/doaj.org/. There are numerous open access
databases, repositories and other websites that also offer the possibility of free access to articles. We will mention only a few
of them:

» SSOAR https:/www.gesis.org/ssoar/home
» SCIndeks https:/scindeks.ceon.rs/

» SSRN https:/www.ssrn.com/index.cfm/en/
» OpenDOAR https:/v2.sherpa.ac.uk/opendoar/
» ROAR http:/roar.eprints.org/

Mentors often recommend Google Scholar as a web search engine to their students. Google Scholar is a freely accessible
web search engine that indexes the full text or metadata of scholarly literature across an array of publishing formats and
disciplines. The Google Scholar index includes most peer-reviewed online academic journals and books, conference papers,
theses and dissertations, preprints, abstracts, technical reports, and other scholarly literature, including court opinions and
patents. Google Scholar provides links to both published versions and major open access repositories, including those posted on
individual faculty web pages and other unstructured sources.

Serbian Citation Index (SCIndeks) is a free, open access internet service. SCIndeks is a service that covers all locally
published journals classified as periodicals of scientific character. All of the journals are indexed systematically on a cover-to-
cover basis. In addition to titles and abstracts of works, SCIndeks contains references/citations (metadata) for all articles. Most
recent articles are available as full texts. The service can be accessed without registration via the link SCindeks https:/scindeks.
ceon.rs/, while registration (which is free) brings numerous functionalities that can be useful for searching, systematising and
saving search results.

We should always have in mind that engaging in academic and scientific research work is not the privilege of rich individuals
— researchers and institutions with a project and institutional funding. Science is the privilege of erudite, socially engaged
individuals who want to make the world a better place.
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