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Abstract: There has been an increase in interest in the Internet of Things (IoT) research endeavour. New concepts were discovered or existing ones were improved 
or fixed due to many novel research studies and IoT technologies in various sectors. There was also a focus on IoT security and standards for the Internet of 
Things. IoT applications that serve other industries, such as smart-living, industry 4.0, and e-health, are still relevant today. This paper aims to demonstrate that 
the Internet of Things (IoT) must be considered reliable, especially if it is data-driven IoT. Reliability of data-driven IoT is a complicated issue to solve because it 
involves hardware, software, people, and data, and today artificial intelligence. It is possible to calculate the reliability of an IoT system using a simple equation 
proposed in this paper. But the main problem is how to calculate the reliability of subsystems in this equation. Additionally, reliability is linked to availability and 
maintenance. The author of this paper primarily relies on two of his recent publications for the bulk of this paper’s content.

Keywords: reliability, availability, maintainability, Internet of Things, data-driven, data

1. Introduction
The Internet of Things (IoT) was first introduced at the end of the twentieth century, and reliability theories and 

practices began to emerge in the 1950s. However, the Internet of Things (IoT) is a very complex and interdependent 
system, and as a result, new demands are placed on reliability research and education.

In the Internet of Things, all devices are interconnected and can communicate with each other often without the 
intervention of a human being. Since the Internet of Things relies on people, hardware, and software, it must have high 
reliability. A discussion of these relationships is warranted.

A data-driven IoT system is more complex since data are an important, integral part of this system. As a result, the 
reliability of data must be considered. In [1], the traditional reliability assessment method is used to examine the issue of 
IoT availability and reliability. This paper will focus on the reliability of data-driven IoT.

2. The Internet of Things
Human society will be transformed by the Internet of Things, thus becoming more innovative, more accessible and 

efficient with potentially enormous economic and environmental advantages. However, one of the most pressing issues 
is reliability, which must be addressed for this revolutionary transformation to occur [2].

There is much hype around the Internet of Things. Electronic components are getting smaller and more expensive, 
and wireless communications are becoming more commonplace. These three factors are driving the Internet of Things.

Applications such as electronic health care, home automation, and environmental sensors will be transformed by 
the IoT. Even the economy is a part of this discussion. Recent advances in Internet connectivity and intelligent personal 
computers have made the Internet Things and its applications and supporting hardware platforms a hot topic among 
academic and professional communities. It is possible to deploy IoT systems in many different scenarios, from personal 
wearables to city-wide infrastructures [3,1].

The Internet of Things is undeniably complex. IoT systems include hardware and software as well as humans 
at times [1]. Because IoT relies on more than just hardware, software, and humans, its reliability is affected by all three 
factors. Availability and maintainability are also linked to reliability. Defining reliability, availability and maintainability 
is the first step in this discussion.

3. Reliability, availability, and maintainability
As recently as the 1950s, the field of reliability theory and practice began to emerge. If an item is expected to meet 

a certain standard of performance and deliver the desired results within a specific time frame, it is considered reliable.
Component reliability and system upkeep are two factors determining a computer system’s availability. However, 

availability is defined and calculated in various ways by different people.
For example, immediate availability can be defined as the probability that a system (or a component) will be 

operational at a given time (also known as availability).
Reliability and availability are equal for an unrepaired component or system, but availability is more significant 

than reliability for a repaired component or system [4].
Both reliability and availability are linked to maintainability. Therefore, to keep the IoT’s cost as low as possible, 

the design phase of the IoT must include consideration for maintainability.
Being maintainable means that an intelligent system can be easily uncoupled, fixed, and modified without affecting 

the system’s normal operations or functions in any significant way. To ensure the IoT system can be easily repaired or 
replaced in case of a malfunction, look for easily replaceable components. A highly maintainable IoT system can only be 
described as one that can effectively and efficiently complete maintenance tasks [5,1].
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Information on how to calculate a system’s or component’s availability can be found in [4].
IoT device replacements, for example, can reduce availability if the IoT system is supposed to function while the 

battery is being replaced. As a result, data-driven IoT systems will be scrutinised in greater detail now, focusing on the 
system’s dependability across hardware, software, people, and data.

4. The Internet of Things is a data-driven system
The term “data-driven” refers to all the decisions and processes based on the available information. This is most 

apparent when it comes to big data [6]. It has ties to data science, data mining, and other related fields. Many fields, 
including the Internet of Things, use the term “data-driven” to describe their work.

In order to be a data-driven organisation, you must first collect and analyse data. As a result, some form of 
communication must be employed. We use various devices, networks, software, and the Internet of Things to achieve 
this, but any of these can fail. We want to keep things working and fix them when they go wrong, and that is the job of 
reliability. While discussing reliability, we will briefly explain the Internet of Things.

The heterogeneity of an end-to-end IoT system presents reliability challenges. Much attention must be paid to 
the interface between subsystems to ensure compatibility, and it can also influence reliability. The IoT’s most critical 
component is the physical system, which might lead to unanticipated system failures. Engineers and mathematicians 
have spent a long time analysing these systems as part of hardware reliability to lower accident rates and preserve human 
life [7].

5. Elements of a data-driven IoT system
Erroneous reports of data monitoring, long delays, and even data loss can diminish people’s interest in IoT 

communication and their trust in data. The Internet of Things requires a high level of reliability to keep up with its rapid 
growth [8].

As a result, an IoT-based system’s reliability depends on the IoT components (elements) and data that make up the 
system.

5.1. Reliability of IoT hardware 
MIL-HDBK-217 has been used to determine the reliability of electronic devices since the sixties of last century. The 

first version of this product (version A) was developed in 1961. Despite its shortcomings, more than 80% of engineers 
still use MIL-HDBK-217 to determine reliability. In addition, of course, the industrial and commercial sectors have their 
standards for calculating reliability. However, MIL-HDBK-217 has been replaced by RIAC’s 217PlusTM methodology 
and a software tool, and it is no longer available for free use. In addition, this new MIL-HDBK-217 is significantly more 
difficult to comprehend than the previous one [9].

In spite of having MIL-HDBK-217, determining the reliability of hardware is a difficult task. Because there is no 
standard method for creating hardware reliability predictions, the results can vary widely in terms of methodological 
rigour, data quality, and the extent to which analysis and uncertainty are taken into account [10]. Furthermore, not all 
prediction processes are documented. IEEE Std.1413 was established in 2009 as a response (Standard Framework for 
Hardware Reliability Prediction). The Internet of Things comprises a wide range of hardware components of varying 
quality and dependability. To accurately calculate the reliability of commercial hardware, there is often no established 
reliability and no data on the failure rate, the mean time to failure (MTTF), or the mean time between failures (MTBF).

5.2. Reliability of IoT software
An important criterion to consider is the quality of the software as a finished product. There are numerous models 

for assessing software reliability, but none are universally accepted [11,9]. For the most part, it is difficult to define the 
requirements for software reliability. This is especially the case in the Internet of Things. Because software is fundamentally 
different from hardware, the problem is made worse. Even though software reliability is probabilistic, it is not a time-
dependent function. It is also true that there are not any standard practices for predicting software reliability. Reliability 
and software experts must ensure that software is included in a system’s reliability case.

There is a real problem with reliable software when a critical feature fails. “Failing safe” is often misunderstood to 
mean “never failing.” Software safety and reliability go hand in hand because they aim to create secure and dependable 
software. Engineers who specialize in both software and reliability must collaborate once more. Despite this, few educational 
institutions or industry professionals devote adequate time to teaching the fundamentals of software reliability and safety 
[4].

It is challenging to improve reliability by using redundant software because the error is present in every copy [4].

5.3. Reliability of humans in IoT
As we stated in the introduction, a human can participate in the IoT system. As a result, the Internet of Things  is 

susceptible to human error.
A person’s dependability can be improved by preventing accidents and minimising damage. In addition to working 

with hardware and software, these issues can arise solely with stored data. People’s actions impact the technological systems 
in which they live. There are many instances where a series of decisions or actions taken by one or more individuals while 
using, maintaining or repairing a technological system results in disasters and major system failures. Reliability engineers 
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can significantly impact the outcome if they work with others, such as risk managers, environmentalists, and life safety 
engineers. The consequences of human error in handling data can be pretty severe. Human reliability can be approached 
in various ways and with a variety of models [9]. Procedures, rules, codes, standards, and laws cannot prevent all system 
failures, but they can be made less likely in the author’s opinion.

When it comes to the author of this paper, reliability has always been an important consideration, taking humans 
into account as well, and as a result, it is included in all of his textbooks.

5.4. Reliability of data in the IoT or data trustworthiness
It is essential that data is reliable, which means that it is complete and accurate to build trust in it. Therefore, to 

maintain data security, data quality, and regulatory compliance, the primary goal of data integrity initiatives is to ensure 
data reliability [12].

To make sound decisions, business leaders need accurate information. As a result, in data-driven organisations, 
data reliability is essential. However, data validity and reliability are not the same thing. A dataset’s trustworthiness is 
based on the dataset’s validity, completeness, and uniqueness. Data can be missing, incomplete, or corrupted due to the 
unreliability of the Internet of Things.

Unfortunately, there is no adequate theory and practice on how to assess reliability of data.

5.5. Reliability of artificial intelligence in IoT
The data-driven Internet of Things is no exception to the trend of using artificial intelligence (AI). Machine learning 

(ML) and AI are changing many aspects of the economy, education, and people’s lives. A vital area for detecting cyber-
attacks on the Internet of Things, ML is becoming increasingly significant. ML can also detect sophisticated assaults using 
knowledge-based strategies. However, the lack of publicly accessible and regularly updated data sets is the most severe 
issue with IoT security [13].

AI has evolved from ML through deep learning to practical AI. AI allows a machine to learn from experience, 
adapt to new inputs, and perform specific jobs without human involvement. Face recognition, speech recognition, and 
chess game triumph are all feasible. It is currently seeing the most use due to the recent surge in IoT data, fast internet, 
and high-performance computers. Statistical and computational techniques are currently used in AI research [14].

AI detects patterns and abnormalities in data from intelligent sensors and devices without being told where to look. 
In addition, ML algorithms “learn” to give increasingly accurate results over time. As a result, ML outperforms traditional 
business intelligence tools in speed and accuracy. Deep learning, computer vision, natural language processing, and ML 
in time-tested prediction or optimization are AI technologies that complement the Internet of Things [15]. 

It is possible that even artificial intelligence (AI) can go disastrously wrong. Artificial intelligence has the potential 
to fail in the same way that human reasoning has if it attempts to replace machine intelligence with human intelligence. 
Then why do people make erroneous conclusions (decisions) in their reasoning? Is there a way to raise the issue of AI’s 
reliability or how to avoid AI failures?

Considering the importance of this issue, ISO/IEC decided to look into it. AI systems’ so-called trustworthiness 
is surveyed in [16], including the following: AI systems trustworthiness can be established through transparency, (1) 
controllability and other means; (2) engineering pitfalls and associated threats and risks to AI systems, along with possible 
mitigation techniques and methods; and (3) a method for achieving availability, resiliency, reliability, accuracy, safety, 
security, and privacy of AI systems. Many characteristics make something trustworthy, including reliability, availability, 
resilience, security, privacy, safety, accountability, integrity, authenticity, quality, and usability. These attributes are all 
included in this definition of trustworthiness. Like any other product, AI needs to be maintained to continue to be valuable 
and robust.

One factor in determining IoT reliability is the rate of hardware and software failure. In addition, protocols, energy 
efficiency (green), standardisation, and other influences, such as security, are also necessary. For example, regarding 
the protocols, a reliable protocol lets the sender know whether or not data was successfully delivered to the intended 
recipients in computer networking [17].

The type of user determines the reliability of a product it is being used by. The reliability and availability of a 
service can vary widely depending on who uses it. This means that IoT system design approaches can vary depending on 
the type of user. The Internet of Things is also data-driven.

According to Google services’ function and market position, their availability targets are typically set. However, 
several factors need to be considered [18]. If the question is what customers can reasonably expect from the company in 
terms of customer service, then the answer must be:  

Do the customers’ purchases of this service directly translate into revenue for the company; this service is for-profit; 
if there are competitors on the market, what is their level of service; does this service cater to individuals or companies, 
and the reliability of data-driven IoT systems is number five.

6. Reliability of the IoT system
A data-driven IoT system is more complicated than an IoT system, which includes hardware, software and 

sometimes humans and artificial intelligence, which can be seen as subsystems of an IoT system, so we recommend 
changing the equation in [1,19]

      (1)
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where HWR , SFR , HR , DR  and AIR  stand for reliability of hardware, software, human, data, and the artificial 
intelligence subsystems, respectively. 

The above-mentioned formula looks simple, but it is valid only if failures of hardware, software, human, and 
data subsystems are mutually exclusive. In the reliability block diagram, this represents the series model. Calculation of 
reliability of these subsystems is another problem which depends on the type of subsystem.

In the aforementioned equation, reliability means probability. If we can consider that a subsystem is reliable, we 
can put in the formula that probability for that subsystem is 1. 

As we mentioned before, there is theory and practice of calculating reliability of hardware and software, and it is 
not simple, especially if hardware comprises many components (elements). Calculating reliability of software is another 
problem, and there is no adequate theory and practice on how to calculate reliability of human, data, and AI.

There is no easy way to analyse the reliability of the Internet of Things because of its apparent complexity. Because 
of the IoT’s complexity, we recommend testing its reliability through simulation. Pokorni and Janković [20] and Pokorni et 
al. [21] conducted simulations of complex systems and found that the results were insightful. As with other subsystems, 
artificial intelligence can be treated as a subsystem in an IoT data-driven system and included in equation (1).

7. Five IoT reliability research directions
Reliability of data-driven Internet of Things is obviously an open area for research. There are a number of papers 

dealing with it. For example, [22] points out five critical features for an IoT dependability management system as follows:
1.   Measurement in the vertical and time

If the IoT is to manage critical infrastructure like security and traffic systems, we need to be able to assess the 
system’s resilience in real time or near real time. We must pay special attention to apps that operate emergency 
services and demand swift and dependable responses. Moreover, each domain’s reliability criteria must be defined. 
For example, a smart-building solution may tolerate a few seconds of delay. On the other hand, a manufacturing 
process can likely only tolerate microsecond delays. As a result, conducting research is essential so as to categorise 
these needs and build appropriate solutions for each vertical domain.

2.   All devices, all protocols
A wide range of protocols and devices connect to and use IoT services. Many research groups are working to 
build more lightweight and efficient communication protocols. Every day, new IoT gadgets and hardware hit 
the consumer market. So a reliable solution must be independent of hardware, software, and communication 
protocols.

3.   Full-stack awareness
The literature review concluded that, while many researchers have solved a specific problem or group of 
problems in IoT reliability research, no study has addressed end-to-end reliability. In light of the scope and 
complexity of emerging IoT deployments, that does not mean researchers should try to create a one-size-fits-all 
reliability method, as that would go against the first research objective stated above. Instead, they should propose 
dependability solutions custom-made for each IoT vertical. Making the IoT more reliable would be an essential 
and innovative research finding that might tremendously benefit IoT end users.

4.   Using anomalies to get dependability data
Anomalies in IoT services have been detected and reported extensively. While this kind of work is valuable and 
required, it does not necessarily improve reliability. An anomaly does not warn the user if the IoT system is less 
trustworthy. So we need to explore ways to synthesise information about emerging abnormalities in IoT systems 
into knowledge about dependability. For example, if a sensor in an intelligent house is monitoring assisted living 
malfunctions, there may not be a life-threatening situation. In a smart factory, faulty heat sensors can cause the 
dangerous gear to malfunction.

5.   Anticipate and manage failure
This feature discusses measuring reliability extensively. However, predictive maintenance can be considered 
as an option if the research goes beyond this. For example, can we derive an exact maintenance date from a 
system’s quantifiable reliability? Furthermore, is it possible to classify this as a dynamic process based on real-
time dependability data rather than a history of past failures to predict future failures? Solving this research 
challenge would be an essential milestone in IoT reliability research.

8. Conclusions
Traditional offline businesses will be able to turn into digital businesses owing to new industries and technology 

like cloud computing, artificial intelligence, and the Internet of Things. This necessitated an overhaul of business models. 
This will become vital for companies that wish to survive the increasingly intense market rivalry. However, the Internet 
of Things elements and system’s reliability assessment and analysis all require knowledge from various technical and 
non-technical areas, so teamwork must be provided.

Data-driven Internet of Things is a multifaceted system that includes hardware, software, humans, and data. The 
reliability of each of these subsystems should be considered, and for some of them there is no adequate theory and 
practice. As a possible subsystem, artificial intelligence must be tested for resiliency.

Reliability is not always a top priority when it comes to data-driven Internet of Things. However, knowing what to 
look for and how a series of failure consequences can occur during decision making because of incomplete or corrupted 
data can help in the event of a failure.

There has been a dramatic shift in how we interact with technology in the modern world due to the Internet 
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of Things. Low-cost devices can connect flexibly and widely thanks to the notion of the Internet of Things, which is 
employed in crucial applications, such as traffic infrastructure, health care, and home security. Being able to quantify the 
reliability of these IoT devices because of their limited resources is a vital function. Following an in-depth analysis of the 
current state of the art in dependability quantification in the IoT, this study looks at the many problems connected with 
this undertaking. Key research directions for IoT reliability have been identified following an in-depth examination.
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